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ABSTRACT

As the number of security vulnerabilities increases yearly, security threats continue to occur, and the vulnerability risk
is also important. We devise a security threat score calculation reflecting trends to determine the risk of security
vulnerabilities. The three stages considered key elements such as attack type, supplier, vulnerability trend, and current
attack methods and techniques. First, it reflects the results of checking the relevance of the attack type, supplier, and
CVE. Secondly, it considers the characteristics of the topic group and CVE identified through the LDA algorithm by the
Jaccard similarity technique. Third, the latest version of the MITER ATT&CK framework attack method, technology
trend, and relevance between CVE are considered. We used the data within overseas sites provide reliable security
information to review the usability of the proposed final formula CTRS. The scoring formula makes it possible to fast
patch and respond to related information by identifying vulnerabilities with high relevance and risk only with some
particular phrase.
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Table. 1 Word counting by Attack Type

No.| Attack Type |Count|No.| Attack Type | Count
1 remote 87820] 21 spoofing 664
2 | unauthenticated | 5552 || 22 smuggling 73
3 web 25107| 23 crafted file 443
4 local 19165 24 | memory leak 434
5 injection 12872 25 | crafted image 310
6 authenticated | 12696 | 26 virus 169
7 bypass 8350 || 27 trojan 842
8 | buffer overflow | 6345 || 28 encoding 235
9 | code execution | 6215 || 29 redirection 213
10 | access control | 1525 | 30 scanning 173
11 privileged 4292 | 31 read data 71
12 | configuration | 4004 | 32 | cryptography 68
13 | race condition 547 | 33 backdoor 121
14 | security bypass 66 || 34 logic error 81
15 modify data 141 | 35 file write 77
16 | denial of service |26899| 36 | integer overflow | 1317
17 |memory corruption | 3024 || 37 |crafted application| 277
18 | command injection| 1473 || 38 | session hijacking | 51
19 |directory traversal | 1580 || 39 unauthorized 1461

access
2| sesion s || poies |
Table. 2 Word counting by Vendor

No. Vendor Count | No. Vendor Count
1 oracle 18910 || 9 google 2781
2 windows 17014 | 10 apache 1836
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Fig. 7 Visualization by using pyLDAvis
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The U.S. Cybersecurity and Infrastructure Security Agency (CISA) on Thursday added a recently
disclosed security flaw in Zoho ManageEngine to its Known Exploited Vulnerabilities (KEV) Catalog,
citing evidence of active exploitation

"Zoho ManageEngine PAM360, Password Manager Pro, and Access Manager Plus contain an

unspecified vulnerability which allows for remote code execution,’ the agency said in a notice.

Fig. 8 Vulnerablity information by ‘Hacker News’
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Table. 3 Result of applying threat calculation scoring

No/ CVENumber |CVSS| Ist | 2nd | 3rd gf:r‘i
1 | CVE-2020-9496 | 6.1 |0.302|0.421|0.581| 180.5
2 | CVE-2020-7199 | 9.8 |0.342]0.285|0.448 | 144.15
3 |CVE-2021-39179| 8.8 |0.381|0.195|0.443| 133.8
4 |CVE-2021-42099| 9.8 |0.398 |0.216 | 0.261 | 111.35
5 |CVE-2021-44515| 9.8 [0.435]0.145]0.231| 99.9
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Table. 4 Result of applying threat calculation scoring

Vulnerablity News Data

Additional details of the flaw, dubbed SpringShell and
Spring4Shell, have been withheld to prevent exploitation
attempts and until a fix is in place by the framework
maintainers, a subsidiary of VMware

1 CVE Number Similarity Final score
CVE-2010-1622 0.895 138.985
CVE-2022-22963 0.923 137.488
CVE-2022-22950 0.908 122.763
CVE-2022-22947 0.796 115.291
CVE-2014-0112 0.765 102.564
Vulnerablity News Data

Atlassian has warned of a critical unpatched remote code
execution vulnerability impacting Confluence Server and
Data Center products that it said is being actively
exploited in the wild. Alternatively, it has recommended
implementing a web application firewall (WAF) rule
which blocks URLs containing "${" to reduce the risk---..

2 CVE Number Similarity Final score
CVE-2022-26134 0.813 116.499
CVE-2021-26084 0.711 109.666
CVE-2021-31805 0.858 101.915
CVE-2021-21479 0.751 97.555
CVE-2020-17530 0.708 95.919

Vulnerablity News Data

The security shortcoming relates to a remote code
execution vulnerability that
template injection in VMware Workspace ONE Access
and Identity Manager. "A malicious actor with network
access can trigger a server-side template injection that may
result in remote code execution," the company noted in its

stems from server-side

3 |advisory---.
CVE Number Similarity Final score
CVE-2022-22954 0.886 221.323
CVE-2017-17215 0.753 175.324
CVE-2020-3233 0.781 136.451
CVE-2022-22960 0.655 115.011
CVE-2021-1582 0.690 96.251
Vulnerablity News Data

"A local, authenticated attacker could gain elevated local
system or administrator privileges through a vulnerability
in the Win32k.sys driver," the Windows maker said.
"These types of vulnerabilities are a frequent attack vector
for malicious cyber actors of all types and pose:--.

4 CVE Number Similarity Final score
CVE-2022-21882 0.852 180.325
CVE-2021-1732 0.795 152.680
CVE-2019-1732 0.652 120.082
CVE-2022-21882 0.631 105.675
CVE-2020-0668 0.598 99.683
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