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ABSTRACT Recently, Zhu et al. proposed a new identity-based encryption with equality test (IBEwET)
in the standard model (IEEE Access, 2023). According to the authors, it was claimed that their proposed
construction achieves the indistinguishability against adaptive identity and adaptive chosen ciphertext attacks
(IND-ID-CCA) by adversaries who do not have trapdoors for equality tests and the one-wayness against
adaptive identity and adaptive chosen ciphertext attacks (OW-ID-CCA) by adversaries who have trapdoors.
In this paper, we propose adaptive chosen ciphertext attacks against Zhu et al.’s construction that break the
IND-ID-CCA security and the OW-ID-CCA security. Subsequently, we discuss how to fix their scheme so
that it achieves the security requirements, as claimed in the original paper, however we confirm that a simple
modification is no longer superior to the currently existing IBEwET schemes over bilinear groups in the
standard model, obtained by generic constructions for IBEwET. Furthermore, we point out another issue
that some operations in the original encryption algorithm are incompatible.

INDEX TERMS Chosen ciphertext attacks, identity-based encryption with equality test, indistinguishability,
one-wayness, standard model.

I. INTRODUCTION
Encryption with equality test allows testers to check if two
ciphertexts contain the same message or not, regardless of
owners of ciphertexts. It can be applied to various practical
scenarios, e.g., secure data management on the cloud [1],
spam filtering on the encrypted email system [2], secure
communication in the Internet of Vehicles [3], and secure
telemedicine system [4]. Thus, since Yang et al. firstly pro-
posed its concept with concrete instantiation [1], there have
been proposed many encryption schemes with equality test
under diverse settings.

Very recently, Zhu et al. [5] proposed a new identity-based
encryption with equality test (IBEwET) in the standard
model, based onWaters’ identity-based encryption (IBE) [6].
In [5], the authors claimed that their proposed scheme
achieves the indistinguishability against adaptive identity and
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adaptive chosen ciphertext attacks (IND-ID-CCA) by adver-
saries who do not have trapdoors for equality tests as well
as the one-wayness against adaptive identity and adaptive
chosen ciphertext attacks (OW-ID-CCA) by adversaries who
have trapdoors.

In this paper, we propose adaptive chosen ciphertext
attacks on Zhu et al.’s IBEwET scheme that break not only
the IND-ID-CCA security but also the OW-ID-CCA security.
Our attacks are critical in the sense that they break both the
IND-ID-CCA security against adversaries who do not have
trapdoors and the OW-ID-CCA security against adversaries
who have trapdoors. Moreover, they are simple in the sense
that they require only 1 pairing computation, 3 exponentia-
tions, and 1 decryption oracle query each.

Thereafter, we discuss how to remedy their scheme so
that it achieves the security requirements, as they claimed.
To this end, we may replace the underlying IBE scheme with
its security-enhanced version. However, unfortunately, this
modification is no longer superior to the currently existing
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schemes over bilinear groups, which can be obtained by
applying generic constructions for IBEwET [7], [8]. Finally,
we point out an additional issue that some operations are not
compatible in the original encryption algorithm.
Outline of the Paper: Section II provides the formal defini-

tions for IBEwET and presents the related work on IBEwET.
We review Zhu et al.’s IBEwET in Section III and provide our
attack algorithms against their IBEwET with the analysis in
Section IV. We discuss about some issues on their IBEwET
in Section V.

II. BACKGROUNDS ON IDENTITY-BASED ENCRYPTION
WITH EQUALITY TEST
In this section, we first review the formal definitions of
IBEwET including its system model, correctness, and secu-
rity. Then, we investigate existing IBEwET schemes in the
standard model, which are closely related to the work in this
paper.
Notation: Throughout the paper, a ← A denotes that

algorithm A outputs a.

A. IDENTITY-BASED ENCRYPTION WITH EQUALITY TEST
1) SYSTEM MODEL FOR IBEwET
An IBEwET can be understood as an identity-based coun-
terpart of public key encryption with equality test. It has
various application scenarios in practice. For example, let
us elaborate a fundamental application scenario of IBEwET
for secure and efficient data management on the cloud. The
system for IBEwET is composed of the key generation center
(KGC), users including a sender and a receiver, and a tester
who can access to the cloud. Once a user would like to join the
system, he/she forwards an identity to the KGC and it issues
a user’s secret key using user’s identity. The sender encrypts a
message using receiver’s identity and sends it to the receiver.
Then, the receiver may decrypt it using his/her secret key and
stores it to the cloud. When the receiver wants to delegate a
right for equality tests of his/her all ciphertexts to the tester,
he/she issues a trapdoor and passes it to the tester. Thereafter,
the tester can perform equality tests on ciphertexts under
the identity of the receiver who passed the trapdoor to the
tester.

Beyond the above fundamental application scenario, there
are several applications of IBEwET in smart city applica-
tions [9], wireless body area network [10], mobile social
networking [11], and so on. See [9], [10], and [11] for the
detailed application scenarios.

We now recall the formal definition of IBEwET below.
Definition 1 (Identity-Based Encryption With Equality

Test): An identity-based encryption with equality test
(IBEwET) consists of the following 6 polynomial-time
algorithms:

• Setup(λ): It takes a security parameter λ as an input
and returns a public parameter pp and a master secret
key msk .

• KeyGen(pp, ID,msk): It takes the public parameter pp,
an identity ID and the master secret key msk as inputs,
and returns a secret key skID for identity ID.

• Enc(pp, ID,M ): It takes the public parameter pp,
an identity ID and a message M as inputs, and returns
a ciphertext CT.

• Dec(skID, CT): It takes the secret key skID for identity ID
and a ciphertext CT as inputs, and returns a messageM .

• Auth(skID): It takes the secret key skID as an input and
returns a trapdoor tdID for identity ID.

• Test(CTA, tdA, CTB, tdB): It takes two pairs of cipher-
text and trapdoor as inputs, and returns 1 indicating that
CTA and CTB contain the same message or 0 indicating
that they contain different messages.

2) CORRECTNESS OF IBEwET
Next, we recall the correctness definition of IBEwET. It is
composed of three conditions: On the one hand, the first con-
dition guarantees the correctness of recovering the message
correctly in the decryption algorithm of IBEwET. On the
other hand, the second and last conditions guarantee the
correctness of results of the test algorithm of IBEwET.
Definition 2 (Correctness of IBEwET): An IBEwET

(Setup,KeyGen,Enc,Dec,Auth,Test) is correct if for any
security parameter λ, any identities IDi, IDj, all (pp,msk)←
Setup(λ), skIDi ← KeyGen(pp, IDi,msk), and skIDj ←

KeyGen(pp, IDj,msk), the following conditions hold:
1) For any messageM , it always holds that

Dec(skIDi ,Enc(pp, IDi,M )) = M .

2) For any ciphertexts CTIDi and CTIDj , if Dec(skIDi ,

CTIDi ) = Dec(skIDj , CTIDj ) ̸=⊥, then

Pr[Test(CTIDi , tdIDi , CTIDj , tdIDj )] = 1,

where tdIDi ← Auth(skIDi ) and tdIDj ← Auth(skIDj ).
3) For any ciphertexts CTIDi and CTIDj , if Dec(skIDi ,

CTIDi ) ̸= Dec(skIDj , CTIDj ), then

Pr[Test(CTIDi , tdIDi , CTIDj , tdIDj )] ≤ negl(λ),

where tdIDi ← Auth(skIDi ), tdIDj ← Auth(skIDj ), and
negl(λ) is a negligible function in λ.

B. SECURITY MODELS FOR IBEwET
For encryption schemes that support equality tests, we con-
sider two types of adversaries with respect to whether they
possess trapdoors for equality test or not.
• Type-I adversary: It is assumed that this type of adver-
saries can have trapdoors for equality test. So, it can
perform equality test on the target ciphertext and dis-
tinguish whether which message is contained in the
target ciphertext between two candidates. Thus, it is
impossible to achieve the indistinguishability against
this type of adversaries and we assume that the aim of
this type of adversaries is to recover a message in the
target ciphertext, i.e., to break the one-wayness of the
scheme.
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• Type-II adversary: It is assumed that this type of adver-
saries does not have trapdoors for equality test. So,
conditions given to this type of adversaries are the
same as those of traditional encryption schemes. Thus,
we assume that the aim of this type of adversaries is to
distinguish a message in the target ciphertext between
two candidates, as in traditional encryption schemes.

Below we formalize security definitions for the above two
types of adversaries, respectively.
Definition 3 (OW-ID-CCA Security for Type-I

Adversaries): An IBEwET is OW-ID-CCA secure if for
any probabilistic polynomial time (PPT) adversary A its
advantage is negligible in the security parameter λ in the
following game played with the challenger C:
1) Setup: C runs the setup algorithm Setup(λ) to obtain

the public parameter pp and the master secret key msk .
C passes pp to A.

2) Phase 1: A may request the following queries to the
oracles polynomially many times in any order:
• OKeyGen: OnA’s request of a query on identity IDi,
it responds a secret key skIDi for IDi.

• ODec: On A’s request of a query on a pair of iden-
tity IDi and ciphertext CTi, it runs the decryption
algorithm and returns the resulting message Mi
to A.

• OAuth: On A’s request of a query on identity IDi,
it responds a trapdoor tdIDi for IDi.

3) Challenge:A submits an identity ID∗ which was never
queried toOKeyGen. C picks a random messageM from
the message space and runs Enc(pp, ID∗,M ) to get
CT∗ID∗ . C passesCT∗ID∗ as the challenge ciphertext toA.

4) Phase 2: A may request queries to OKeyGen, ODec,
and OAuth polynomially many times in any order. C
responds as the sameway as inPhase 1. There are some
constraints for A that
• ID∗ should not be requested to OKeyGen.
• (ID∗, CT∗ID∗ ) should not be requested to ODec.

5) Guess: A returnsM ′.
The advantage of A in the above game is defined as

AdvOW-ID-CCA
A,IBEwET (λ) = Pr[M = M ′].

Definition 4 (IND-ID-CCA Security for Type-II
Adversaries): An IBEwET is IND-ID-CCA secure if for any
PPT adversary A its advantage is negligible in the security
parameter λ in the following game played with the challenger
C:

1) Setup: This phase is exactly the same as that of theOW-
ID-CCA security game.

2) Phase 1: This phase is also exactly the same as that of
the OW-ID-CCA security game.

3) Challenge: A submits an identity ID∗ and two mes-
sages M0,M1 to C where ID∗ was never queried to
OKeyGen and OAuth. C tosses a fair coin b ∈ {0, 1} and
runsEnc(pp, ID∗,Mb) to getCT∗ID∗,b. C passesCT∗ID∗,b
as the challenge ciphertext to A.

4) Phase 2: This phase is almost the same as that of the
OW-ID-CCA security game, except that there is an
additional constraint that ID∗ should not be queried to
OAuth.

5) Guess: A returns b′.

The advantage of A in the above game is defined as

AdvIND-ID-CCAA,IBEwET (λ) = |Pr[b = b′]− 1/2|.

C. RELATED WORK ON IBEwET IN THE STANDARD MODEL
Since Yang et al. [1] firstly proposed the concept of public
key encryption with equality test, there have been proposed
various types of encryption schemes supporting equality
tests. Among them, Ma [12] firstly proposed the concept of
IBEwET which is an encryption scheme supporting equality
tests under the identity-based setting. She also proposed an
instantiation of IBEwET over bilinear groups in the random
oracle model. Following her first proposal, there were pre-
sented numerous IBEwET constructions in the random oracle
model or the standard model. In this subsection, we briefly
investigate IBEwET schemes in the standard model, which
are closely related to our work.

To avoid random oracle heuristics, there have been pro-
posed several IBEwET schemes in the standard model.
First, Lee et al. [7] proposed a generic construction for
IBEwET that achieves CCA security from a 3-level hier-
archical IBE (HIBE) and a one-time signature scheme by
using the Canetti-Halevi-Katz (CHK) transformation [13].
Duong et al. [14] presented a concrete lattice-based instantia-
tion of IBEwETwhich outperforms the lattice-based outcome
obtained by Lee et al.’s generic construction. However, their
construction is secure against chosen plaintext attacks (CPA)
only. Later, Susilo et al. [15] provided a security enhanced
version of lattice-based IBEwET that achieves CCA secu-
rity. However, their construction achieves the selective iden-
tity security only, where the challenge identity should be
chosen before seeing the public parameter in the security
game. Nguyen et al. [16] extended types of equality tests of
lattice-based IBEwET in the standard model. Wu et al. [17]
presented an efficient IBEwET from lattices that achieves
IND-ID-CPA security. They remarked that one can easily
obtain CCA secure version by applying the CHK transfor-
mation to their construction, but the detailed description
was omitted. Recently, Qu et al. [18] proposed an efficient
lattice-based IBEwET construction, but it is secure under
the selective identity setting against Type-I adversaries who
have trapdoors for equality test, while being secure under the
adaptive identity setting against Type-II adversaries who do
not have. Independently, Asono et al. [8] proposed a generic
construction for IBEwET which outperforms Lee et al.’s one.
While Lee et al.’s approach employs a CCA secure 3-level
HIBE scheme which is adaptive identity secure for all levels,
Asono et al.’s approach requires a CCA secure 3-level HIBE
scheme that is adaptive identity secure for the first level
and selective identity secure for other levels. Very recently,
Zhu et al. [5] proposed an IBEwET scheme over bilinear
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groups. To the best of our knowledge, it is the first scheme
constructed over bilinear groups in the standardmodel, except
instantiations obtained by generic constructions for IBEwET.
However, throughout the paper, we demonstrate that their
construction is not secure, contrary to the authors claimed.

III. ZHU ET AL.’S IDENTITY-BASED ENCRYPTION WITH
EQUALITY TEST
In this section, we review the description of Zhu et al.’s
IBEwET [5] below, which is composed of 6 polynomial-time
algorithms.

• Setup(λ): Given a security parameter λ,

1) Generate a bilinear group parameter that includes

– two cyclic groups G, GT of prime order p,

– a generator g of G, and

– a bilinear map e : G×G→ GT .

2) Select a random element α from Zp.

3) Compute and set g1 = gα .

4) Pick a random element g2 from G.

5) Compute gα
1 and gα

2 as the master secret key.

6) Choose a random element u′ from G and a random
vector U = (ui)ni=1 where each element ui is
selected at random from G.

7) Generate a collision-resistant hash function H :
{0, 1}∗→ {0, 1}n.

8) Output the public parameter pp and the master
secret key msk:

pp = ⟨G, GT , e,H , p, g, g1, g2, u′,U⟩,

msk = (gα
1 , gα

2 ).

• KeyGen(pp, ID,msk): On input the public parameter
pp, an identity ID, and the master secret key msk =
(gα

1 , gα
2 ),

1) Compute H (ID) = (v1, · · · , vn) ∈ {0, 1}n and let
v = {i ∈ {1, 2, · · · , n} | vi = 1}.

2) Pick two random numbers s, s′ from Zp.

3) Compute and output skID = (d, d ′) where

d = (gα
1
(
u′

∏
i∈v

ui
)s

, gs) and

d ′ = (gα
2
(
u′

∏
i∈v

ui
)s′

, gs
′

).

• Enc(pp, ID,M ): Given the public parameter pp, an iden-
tity ID, and a messageM ∈ GT ,

1) Select three random numbers r1, r2, r3 from Zp.

2) Compute H (ID) = (v1, · · · , vn) ∈ {0, 1}n and let
v = {i ∈ {1, 2, · · · , n} | vi = 1}.

3) Compute and output CT = (C1,C2,C3) where

C1 = gr1 ,

C2 =

(
M r1e(g1, g2)r2 , gr2 ,

(
u′

∏
i∈v

ui
)r2), and

C3 =

(
(M∥r1)e(g1, g2)r3 , gr3 ,

(
u′

∏
i∈v

ui
)r3).

• Dec(skID, CT): On input the secret key skID = (d, d ′) for
identity ID and the ciphertext CT = (C1,C2,C3) where
d = (d1, d2), d ′ = (d ′1, d

′

2), C2 = (C2,1,C2,2,C2,3), and
C3 = (C3,1,C3,2,C3,3), it performs as follows:

1) ComputeM∥r1 = C3,1
e(d ′2,C3,3)

e(d ′1,C3,2)
.

2) Check if the following relations hold:

C1 = gr1 and C2,1
e(d2,C2,3)
e(d1,C2,2)

= M r1 .

If both hold, then outputM . Otherwise, output ⊥.

• Auth(skID): On input the secret key skID = (d, d ′) for
identity ID, it returns tdID = d .

• Test(CTA, tdA, CTB, tdB): Given two pairs of ciphertext
and trapdoor, (CTA, tdA) and (CTB, tdB) for IDA and
IDB, respectively, where CTA = (CA,1,CA,2,CA,3),
CTB = (CB,1,CB,2,CB,3), CA,2 = (CA,2,1,CA,2,2,

CA,3,3), CB,2 = (CB,2,1,CB,2,2,CB,3,3), tdA =

(dA,1, dA,2), and tdB = (dB,1, dB,2), it performs as
follows:
1) Compute

XA = CA,2,1
e(dA,2,CA,2,3)
e(dA,1,CA,2,2)

and

XB = CB,2,1
e(dB,2,CB,2,3)
e(dB,1,CB,2,2)

.

2) Check if

e(CB,1,XA) = e(CA,1,XB)

If it holds, return 1. Otherwise, return 0.

IV. OUR ATTACKS ON ZHU ET AL.’S CONSTRUCTION
In this section, we present our adaptive chosen ciphertext
attacks that break the IND-ID-CCA security and the OW-ID-
CCA security of Zhu et al.’s construction.

A. DESCRIPTION OF OUR ATTACK
We first provide an adaptive chosen ciphertext attack against
Zhu et al.’s scheme that breaks the IND-ID-CCA security. The
flowchart of our attack algorithm is given in Figure 1.
Let A be a Type-II adversary and consider the IND-ID-

CCA security game between A and the challenger C. At the
Challenge phase of the security game, suppose that the chal-
lenge ciphertext CT∗ID∗,b = (C∗1 ,C∗2 ,C∗3 ) is given to A.
In particular, let C∗2 = (C∗2,1,C

∗

2,2,C
∗

2,3). Then, A selects a
random element r2 from Zp and calculates

C2,1 = C∗2,1 · e(g1, g2)
r2 ,
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FIGURE 1. Our attack executed by the adversary A interacting with the challenger C; For an algorithm A, a← A
indicates that A outputs a.

Algorithm 1 Our Attack Algorithm for Breaking the IND-
ID-CCA Security

Input: The challenge ciphertext CT∗ID∗,b = (C∗1 ,C∗2 ,C∗3 )
and challenge messagesM0,M1

Output: A bit b′ that indicates the challenge messageMb′

1: CT←MC(CT∗ID∗,b)
2: M ′← ODec(CT) /* A decryption oracle query toODec*/
3: b′← DB(M ′,M0,M1)
4: Return b′

Algorithm 2Manufacturing a Ciphertext:MC(CT∗ID∗,b)

Input: The challenge ciphertext CT∗ID∗,b = (C∗1 ,C∗2 ,C∗3 )
Output: A manufactured ciphertext CT
1: Select a random number r2 from Zp
2: Parse C∗2 as (C∗2,1,C

∗

2,2,C
∗

2,3)
3: Compute C2,1 = C∗2,1 · e(g1, g2)

r2

4: Compute C2,2 = C∗2,2 · g
r2

5: Compute C2,3 = C∗2,3 ·
(
u′

∏
i∈v ui

)r2
6: Set C2 = (C2,1,C2,2,C2,3)
7: Set CT = (C∗1 ,C2,C∗3 )
8: Return CT

C2,2 = C∗2,2 · g
r2 , and

C2,3 = C∗2,3 ·
(
u′

∏
i∈v

ui
)r2 .

Thereafter, A sets C2 = (C2,1,C2,2,C2,3) and then CT =
(C∗1 ,C2,C∗3 ).
Later, atPhase 2 of the security game,A requests a decryp-

tion query on CT and receivesM ′ from the decryption oracle.
Then, A confirms that which one is the same as M ′ between
M0 and M1 which are challenge messages submitted to C at
theChallenge phase of the security game. Finally,A returns 1
if M ′ = M1 and 0 if M ′ = M0.

Algorithm 3 Determine a Bit: DB(M ′,M0,M1)
Input: A messageM ′ and two challenge messageM0, M1
Output: A bit b′

1: if M ′ = M1 then
2: Set b′ = 1
3: else
4: Set b′ = 0
5: Return b′

For better understanding of readers, we also present
the pseudo-code of the proposed attack by focusing on
A’s behaviours. Our main attack algorithm, presented in
Algorithm 1, calls two sub-algorithms, MC and DB. The
former algorithm MC, described in Algorithm 2, takes the
challenge ciphertext CTID∗,b as an input and returns a man-
ufactured chiphertext CT which contains the same message
as the challenge ciphertext. The latter algorithm DB takes a
message M ′ and two challenge messages M0,M1 as inputs,
and returns a bit b′ that indicates M ′ = Mb′ . Between exe-
cutions of two sub-algorithms, our attack algorithm requests
a decryption query on the resulting ciphertext CT of the
algorithmMC to the decryption oracle ODec.

B. ANALYSIS OF OUR ATTACK
1) CORRECTNESS OF OUR ATTACK ALGORITHM
We first check the correctness of our attack described in the
previous subsection. Suppose that CT∗ID∗,b = (C∗1 ,C∗2 ,C∗3 ) is
the challenge ciphertext of message Mb where b is a bit ran-
domly selected by the challenger C at the Challenge phase.
That is, CT∗ID∗,b is the form of

C∗1 = gr
∗

1 ,

C∗2 =
(
M

r∗1
b e(g1, g2)

r∗2 , gr
∗

2 ,
(
u′

∏
i∈v

ui
)r∗2 ), and

C∗3 =
(
(Mb∥r∗1 )e(g1, g2)

r∗3 , gr
∗

3 ,
(
u′

∏
i∈v

ui
)r∗3 )
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where r∗1 , r∗2 , r∗3 are random numbers selected from Zp by
the encryption algorithm. Thus, after the execution of the
algorithm for manufacturing a ciphertext, MC(CT∗ID∗,b), it
holds that

C2,1 = C∗2,1 · e(g1, g2)
r2 = M

r∗1
b e(g1, g2)

r∗2+r2 ,

C2,2 = C∗2,2 · g
r2 = gr

∗

2+r2 ,

C2,3 = C∗2,3 ·
(
u′

∏
i∈v

ui
)r2
=

(
u′

∏
i∈v

ui
)r∗2+r2

and so CT = (C∗1 ,C2,C∗3 ) is the form of

C∗1 = gr
∗

1 ,

C2 =

(
M

r∗1
b e(g1, g2)

r∗2+r2 , gr
∗

2+r2 ,
(
u′

∏
i∈v

ui
)r∗2+r2), and

C∗3 =
(
(Mb∥r∗1 )e(g1, g2)

r∗3 , gr
∗

3 ,
(
u′

∏
i∈v

ui
)r∗3 )

which is still a valid ciphertext of message Mb where only
the second randomness r∗2 is replaced by r∗2 + r2. Therefore,
the decryption oracle ODec returns M ′ = Mb and A always
outputs b′ = b correctly after the execution of the algorithm
DB(M ′,M0,M1).

2) COMPLEXITY OF OUR ATTACK ALGORITHM
In the viewpoint of efficiency, our attack algorithm is very
simple: It calls algorithms MC, DB, and a decryption oracle
once each. ForMC, it requires
• 1 pairing computation and 1 exponentiation for calculat-
ing e(g1, g2) and then e(g1, g2)r2 at Step 3,

• 1 exponentiation for calculating gr2 at Step 4, and

• n multiplications and 1 exponentiation for calculating(
u′

∏
i∈v ui

)r2 at Step 5.
where n is the output size of hash function H . For DB, it just
requires one comparison of two messages.
Remark 1: We may break Zhu et al.’s construction by

modifying C∗3 , instead of C∗2 . Similarly, in Algorithm 2,
it selects r3 and calculates

C3,1 = C∗3,1 · e(g1, g2)
r3 ,

C3,2 = C∗3,2 · g
r3 ,

C3,3 = C∗3,3 ·
(
u′

∏
i∈v

ui
)r3 ,

instead of C2,1,C2,2,C2,3, respectively, where CT∗ID∗,b =
(C∗1 ,C∗2 ,C∗3 ) and C

∗

3 = (C∗3,1,C
∗

3,2,C
∗

3,3). Then, A obtains

Mb by requesting a decryption query on CT
′
= (C∗1 ,C∗2 ,C3)

whereC3 = (C3,1,C3,2,C3,3). Of course, wemay also break
the scheme by modifying C∗2 and C∗3 simultaneously.

C. BREAKING THE OW-ID-CCA SECURITY
So far, we have presented an adaptive chosen ciphertext attack
against Zhu et al.’s IBEwET and have shown that it breaks the
IND-ID-CCA security of Zhu et al.’s scheme.We remark that,

in fact, our proposed attack can also break the OW-ID-CCA
security of Zhu et al.’s construction by slightly modifyingA’s
output.

Let us further elaborate the detailed process of our attack
that breaks the OW-ID-CCA security. At theChallenge phase
of the OW-ID-CCA security game, suppose that A receives
the challenge ciphertext CT∗ID∗ from C. Then, A manipu-
lates CT∗ID∗ as CT∗ID∗,b of our proposed attack described in
Section IV-A, by running the algorithm MC(CT∗ID∗ ). Let
us denote the output of MC(CT∗ID∗ ) by CT. Then, CT is
a valid ciphertext of message M which is selected by C at
the Challenge phase. Thus, A can obtain the message M
by requesting the decryption query on CT to the decryption
oracle. Therefore, our attack breaks the OW-ID-CCA security
of Zhu et al.’s construction by outputting the resulting mes-
sageM .

We also provide the pseudo-code of our attack algorithm
for breaking the OW-ID-CCA security of Zhu et al.’s con-
struction in Algorithm 4. The correctness of Algorithm 4
is straightforward from the above and the efficiency of
Algorithm 4 is almost the same as that of Algorithm 1.

Algorithm 4Our Attack Algorithm for Breaking the OW-ID-
CCA Security

Input: The challenge ciphertext CT∗ID∗ = (C∗1 ,C∗2 ,C∗3 )
Output: A messageM ′

1: CT←MC(CT∗ID∗ )
2: M ′← ODec(CT) /* A decryption oracle query toODec*/
3: ReturnM ′

V. DISCUSSIONS
In this section, we discuss additional issues on Zhu et al.’s
IBEwET. We first consider a potential method to fix their
scheme so that it is secure against chosen ciphertext attacks
(CCA) and show that it is hard to obtain an IBEwET scheme
over bilinear groups that significantly outperforms existing
IBEwET constructions in the standard model from a naive
modification. Next, we point out that some operations in their
encryption algorithm are incompatible.

A. ACHIEVING CCA SECURITY
Zhu et al.’s construction was designed based on a weaker
version of Waters’ IBE scheme [6] which satisfies the
indistinguishability against adaptive identity and chosen
plaintext attacks (IND-ID-CPA), not IND-ID-CCA secu-
rity. Informally, the encryption algorithm of Waters’ IBE
works as follows: Given the public parameter pp =

⟨G, GT , e,H , p, g, g1, g2, u′,U⟩, an identity ID, and a mes-
sageM ∈ GT , it selects a random integer r and computes

W.Enc(pp, ID,M; r) := (M · e(g1, g2)r , gr ,
(
u′

∏
i∈v

ui
)r )

where H (ID) = (v1, · · · , vn) ∈ {0, 1}n and v = {i ∈
{1, 2, · · · , n} | vi = 1}. We observe that the encryption
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algorithm of Zhu et al.’s IBEwET can be understood as a com-
bination of two encryption algorithms of Waters’ IBE with
messages M∥r1 and M r1 , respectively. That is, a ciphertext
CT = (C1,C2,C3) of Zhu et al.’s IBEwET can be understood
as

C1 = gr1 ,

C2 =W.Enc(pp, ID,M r1; r2), and

C3 =W.Enc(pp, ID,M∥r1; r3).

So, when we regard that M r1 is a kind of hash value of M ,
we can view thatC3 andC2 are ciphertexts of message and its
hash value, respectively. Then, a link between C2 and C3 is
given by using r1 and C1 so that it is hard for adversaries
to manipulate ciphertexts in the security game. However,
the exploited Waters’ IBE scheme achieves the IND-ID-CPA
security only, thus the adversary can modify C3 and C2 so
that they are valid ciphertexts ofM∥r1 andM r1 , respectively,
without knowingM and r1. Therefore, our attack succeeds.
In order to avoid our attack, we may replace the current

underlying IBE scheme with an IND-ID-CCA version of
Waters’ IBE. According to [6], we can obtain it by applying
the generic transformation, e.g., CHK transformation [13]
or its improved version by Boneh and Katz [19]. However,
such transformations require a 2-level hierarchical identity-
based encryption (HIBE) scheme and a strongly unforgeable
(SUF) one-time signature scheme. Thus, each C2 and C3 in
a ciphertext of Zhu et al.’s scheme would be replaced by a
pair of a ciphertext of 2-level HIBE scheme and a signature
of SUF one-time signature scheme.
Let us take a deep look at the naive modification of

Zhu et al.’s IBEwET. To avoid readers’ misunderstanding,
we first emphasize that our final modification is no longer
superior to the instantiations obtained by generic construc-
tions [7], [8] for IBEwET, in terms of efficiency. The main
purpose to visit this modification is to understand why it is
hard to obtain IBEwET schemes over bilinear groups in the
standard model that (significantly) outperform outcomes of
generic constructions.
Suppose we have a 2-level IND-ID-CPA secure Waters’

HIBE scheme W(2)
= (Setup,KeyGen,Enc,Dec) that is

obtained by combining IND-ID-CPA secure Waters’ IBE at
the first level and Boneh and Boyen’s HIBE [20] at the second
level, as introduced in [6]. To apply the CHK transformation
for obtaining CCA security, we employ Boneh, Shen, and
Waters (BSW)’s SUF signature scheme [21], denoted by
6 = (KG,S,V), where KG, S, and V indicate the key
generation, sign, and verify algorithms, respectively, which
run as follows:
• KG(λ): It takes the security parameter λ as an input, and
returns a verification key vk and a secret key sk .

• S(sk,M ): It takes the secret key sk and a message M as
inputs, and returns a signature σ .

• V(vk, σ ): It takes the verification key vk and the signa-
ture σ as inputs, and returns 1 that indicates σ is valid or
0 that indicates σ is not valid.

To simplify the explanation of our modification, we try to
avoid the use of explicit algorithm descriptions of Waters’
HIBE and BSW signature schemes as much as possible, and
exploit the forms of algorithms only. Refer to [6] and [21]
for the details of algorithms of those schemes. Then, we can
obtain the simple modification of Zhu et al.’s IBEwET as
follows.
• Setup′(λ): Given a security parameter λ, it performs as
follows:
1) Generate a BSW signature 6 = (KG,S,V).
2) Generate two pairs of public parameter and mas-

ter secret key of Waters’ 2-level HIBE scheme as
follows:
a) Run (pp1,msk1)←W(2).Setup(λ)
b) Run (pp2,msk2)←W(2).Setup(λ)

3) Set and output the public parameter pp and the
master secret key msk ,

pp = (6, pp1, pp2) and msk = (msk1,msk2).

• KeyGen′(pp, ID,msk): Given the public parameter pp,
an identity ID, and the master secret keymsk , it performs
as follows:
1) Run sk1,ID ←W(2).KeyGen(pp1, ID,msk1)

2) Run sk2,ID ←W(2).KeyGen(pp2, ID,msk2)

3) Set and output skID = (sk1,ID, sk2,ID).

• Enc′(pp, ID,M ): Given the public parameter pp,
an identity ID, and a messageM , it performs as follows:
1) Select a random element r1 from Zp.

2) Compute C1 = gr1 where g is in pp1.

3) Run
a) (vk1, sk1)← 6.KG(λ).
b) CT1←W(2).Enc(pp1, [ID, vk1],M r1 )
c) σ1← 6.S(sk1, CT1).

4) Run
a) (vk2, sk2)← 6.KG(λ).
b) CT2←W(2).Enc(pp2, [ID, vk2],M∥r1)
c) σ2← 6.S(sk2, CT2).

5) OutputCT = (C1, (CT1, vk1, σ1), (CT2, vk2, σ2)).
Note that a symbol [ID1, ID2] denotes a 2-level identity
where each IDi is the i-th level identity, throughout this
section.

• Dec′(skID, CT): Given the secret key skID = (sk1,ID,

sk2,ID) for identity ID and a ciphertext CT = (C1, (CT1,

vk1, σ1), (CT2, vk2, σ2)), it performs as follows:
1) Run 6.V(vk1, σ1) and 6.V(vk2, σ2). If both out-

puts are 1, then proceed the next step. Otherwise,
output ⊥.

2) Run
a) sk1,[ID,vk1] ← W(2).KeyGen(pp1, [ID, vk1],

sk1,ID)
b) M ′←W(2).Dec(sk1,[ID,vk1], CT1).
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3) Run
a) sk2,[ID,vk2] ← W(2).KeyGen(pp2, [ID, vk2],

sk2,ID).
b) M∥r1←W(2).Dec(sk2,[ID,vk2], CT2).

4) Check if C1 = gr1 and M ′ = M r1 . If both hold,
outputM . Otherwise, output ⊥.

• Auth′(skID): On input the secret key skID = (sk1,ID,

sk2,ID) for identity ID, it returns tdID = sk1,ID.

• Test′(CTIDA , tdIDA , CTIDB , tdIDB ): On input

CTIDA =(CA,1, (CTA,1, vkA,1, σA,1),

(CTA,2, vkA,2, σA,2)),

CTIDB =(CB,1, (CTB,1, vkB,1, σB,1),

(CTB,2, vkB,2, σB,2)),

tdIDA = sk1,IDA , and tdIDB = sk1,IDB , it runs as follows:
1) Run6.V(vkA,1, σA,1) and6.V(vkB,1, σB,1). If both

are 1, then proceed the next step. Otherwise, output
0.

2) Run
a) sk1,[IDA,vkA,1] ← W(2).KeyGen(pp1, [IDA,

vkA,1], tdIDA )
b) M ′IDA

← W(2).Dec(sk1, [IDA, vkA,1],
CTA,1).

3) Run
a) sk1,[IDB,vkB,1] ← W(2).KeyGen(pp1, [IDB,

vkB,1], tdIDB )
b) M ′IDB

←W(2).Dec(sk1,[IDB,vkB,1], CTB,1).
4) Check if

e(CA,1,M ′IDB
) = e(CB,1,M ′IDA

) (1)

where e is a bilinear map in pp1. If it holds, return
1. Otherwise, return 0.

Remark 2: While it is assumed that an identity at each
level in Waters’ HIBE belongs to Zp, a verification key of
BSW signature scheme consists of 7 elements in G. For
compatibility, we assume that a verification key is mapped
to an element in Zp by using a function from G7 to Zp, once
it is used as an identity.

As aforementioned, the above modification is not more
efficient than the instantiations obtained by generic construc-
tions. So, we omit the formal analysis about correctness and
security of the modification, but they are quite straightfor-
ward. In fact, the modification is designed by following the
well-known design strategy in the area of encryption with
equality test: (1) Generate two secure ciphertexts of message
and its hash value, and (2) give a link between them. By fol-
lowing this strategy, a ciphertext of the modification consists
of three parts:
• C1 = gr1 : a component to give a link between the next
two parts,

• (CT1, vk1, σ1): a ciphertext of message M r1 of
2-level IND-ID-CCA secure Waters’ HIBE under iden-
tity [ID, vk1], and

• (CT2, vk2, σ2): a ciphertext of message M∥r1 of
2-level IND-ID-CCA secure Waters’ HIBE under iden-
tity [ID, vk2].

That is, the last two parts of ciphertexts are generated by IND-
ID-CCA secure HIBE schemes. Thus, contrary to Zhu et al.’s
IBEwET, it is difficult to generate a new valid ciphertext
by modifying either (CT1, vk1, σ1) or (CT2, vk2, σ2) itself.
In addition, the attacker may try to replace (CT1, vk1, σ1)
or (CT2, vk2, σ2) with other valid ciphertexts by generating
itself, but it should know r1 in C1 for this case to generate a
valid ciphetext. Therefore, informally, the abovemodification
seems to be CCA secure.

For correctness, if the underlying IND-ID-CCA secure
Waters’ IBE scheme is correct, then the decryption algorithm
can recover M r1 and M∥r1 from (CT1, vk1, σ1) and
(CT2, vk2, σ2), respectively. So, the first condition of the
correctness holds, as Zhu et al.’s construction. Furthermore,
the test algorithm can recover M r1 parts of input ciphertexts
since the secret key for (CT1, vk1, σ1) can be generated by the
trapdoor which is the secret key of ID at the first level of HIBE
by using the secret key delegation property of HIBE. Then,
by checking the relation (1), we can confirm the equality
of two messages in ciphertexts, and so the second and last
conditions of the correctness also hold.

On the other hand, the ciphertext of IBEwET instantiations
obtained by generic constructions [7], [8] consists of two
ciphertexts of a 3-level IND-ID-CPA secure HIBE scheme1

and one signature of SUF one-time signature scheme. For fair
comparison, let us assume that we exploit the same HIBE and
signature schemes as our modification, but the HIBE scheme
in the generic construction should support one more level.
That is, we employ the 3-level Waters’ HIBE scheme. Then,
a ciphertext of those instantiations consists of

CT1 =W(3).Enc(pp1, [ID, 0, vk],M )

CT2 =W(3).Enc(pp1, [ID, 1, vk],H (M ))

σ = 6.S(sk, CT1∥CT2), and vk,

where H is an appropriate hash function and [ID1, ID2, ID3]
denotes a 3-level identity with ID1 for the first level, ID2 for
the second level, and ID3 for the last level. Refer to [7] and
[8] for the details about generic constructions.
To compare the efficiency, we first look into the effi-

ciency of Waters’ HIBE and BSW signature schemes. First,
in the IND-ID-CPA secure ℓ-level Waters’ HIBE scheme,
the parameter sizes and computational costs are as follows:
Let |G|, |GT |, and |Zp| denote bit sizes required to represent
elements in G, GT , and Zp, respectively. BM, EG, and EGT

denote costs for bilinear map computation, exponentiation in
G, and exponentiation in GT , respectively.
• the public parameter size: (2λ+ 4)|G|

1One may consider that our modification also uses IND-ID-CPA secure
HIBE schemes and then apply the CHK transformation simultaneously as in
generic constructions. However, it just comes to resemble the instantiations
of generic constructions and is still not efficient due to the redundant part of
checking relations about C1. So, we avoid to apply this approach.
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TABLE 1. Efficiency comparison of our modification and instantiation from generic constructions.

• the master secret key size: 1|G|
• the user’s secret key size for level-j: (j+ 1)|G|
• the ciphertext size for level-j: (j+ 1)|G| + 1|GT |

• the setup cost: 2EG

• the key generation cost from level j− 1 to level j: 2EG

• the encryption cost for level j: 1BM+ (j+1)EG+1EGT

• the decryption cost for level j: (j+ 1)BM

Similarly, in the BSW signature scheme, the parameter sizes
and computational costs are as follows:

• the verification key size: 7|G|
• the secret key size: 1|G|
• the signature size: 2|G| + 1|Zp|

• the key generation cost: 2EG

• the signing cost: 4EG

• the verification cost: 3BM+ 4EG

By applying the above, we provide an efficiency compari-
son of our modification and the outcome obtained by generic
constructions in Table 1. It shows that our modification is
almost worse than instantiations of generic constructions
in terms of all, except for trapdoor size and authorization
cost.

Finally, we again remark that the main purpose for our
modification is to explore how hard to design IBEwET
schemes over bilinear groups that (significantly) outperform
outcomes obtained by generic constructions in the standard
model, not to improve existing IBEwET schemes. To the best
of our knowledge, there is no known way to design efficient
IBE schemes over bilinear groups in the standard model
without employing the CHK transformation or its variants.
On the other hand, all generic constructions for IBEwET in
the standard model already exploit the CHK transformation
or its variants. So, it seems hard to design IBEwET schemes
over bilinear groups that significantly outperform instan-
tiations obtained by generic constructions in the standard
model.

B. INCOMPATIBILITY OF OPERATIONS IN THE
ENCRYPTION ALGORITHM
In the previous subsection, we discuss how to fix Zhu et al.’s
scheme so that it achieves the CCA security. Though we may
fix it to be CCA secure, it still remains another issue in the
encryption algorithm.

Let me recall the encryption algorithm of Zhu et al.’s orig-
inal IBEwET. It takes the public parameter pp, an identity ID,
and a message M as inputs, and returns a ciphertext CT =
(C1,C2,C3) such that

C1 = gr1 ,

C2 =

(
M r1e(g1, g2)r2 , gr2 ,

(
u′

∏
i∈v

ui
)r2), and

C3 =

(
(M∥r1)e(g1, g2)r3 , gr3 ,

(
u′

∏
i∈v

ui
)r3)

where r1, r2, r3 are random elements in Zp selected by the
encryption algorithm, H (ID) = (v1, · · · , vn) ∈ {0, 1}n and
v = {i ∈ {1, 2, · · · , n} | vi = 1}. Here, let us focus on the
third component C3. In order to obtain C3, the encryption
algorithm computes

(M∥r1)e(g1, g2)r3

where M and e(g1, g2)r3 belong to GT , but r1 belongs to Zp.
Thus, it is not well-defined to multiplyM∥r1 ∈ GT ×Zp with
e(g1, g2)r3 ∈ GT .
To resolve this issue, we need to find an embedding ι from

GT×Zp intoGT . Simultaneously, such an embedding should
satisfy a condition that the pre-image M∥r1 can be easily
recovered from the image ι(M∥r1) to check if

C1 = gr1 and C2,1
e(d2,C2,3)
e(d1,C2,2)

= M r1

in the decryption algorithm. However, it seems hard to
develop such an embedding directly and we need other ways
to circumvent this issue, e.g., restricting the message space
from GT to a subset of GT . We leave it as an open problem
to construct concrete embedding functions.
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VI. CONCLUSION
In this paper, we have provided adaptive chosen ciphertext
attacks against Zhu et al.’s IBEwET. As a result, contrary to
their security claim, we demonstrate that their scheme fails to
achieve the IND-ID-CCA security against adversaries with-
out trapdoors for equality tests and the OW-ID-CCA security
against adversaries with trapdoors. Furthermore, we have
attempted to address their scheme through simple modifi-
cations, but the corresponding result is no longer superior
to other existing IBEwET schemes. So, to the best of our
knowledge, there is no known IBEwET scheme over bilinear
groups in the standard model that outperforms instantiations
obtained by generic constructions for IBEwET. Consider-
ing the wide range of applications for IBEwET, it would
be worthwhile to enhance the efficiency of IBEwET over
bilinear groups in the standard model.
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