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ABSTRACT The benefit of a smart manufacturing Industrial Internet of Things (IIoT) platform is that it can
provide real-time monitoring, accurate analysis, and reporting for equipment by collecting data throughout
the whole manufacturing facility. However, the increased internet connectivity of manufacturing machines
or devices leads to various security vulnerabilities. In order to securely operate smart manufacturing IIoT
systems in unmanned environments, it is necessary to establish a cryptographic key for protecting exchanged
data between IIoT devices and stored data in the devices by using cryptographic algorithms. Especially,
since the IIoT system is in an unmanned environment, the following two challenges must be solved:
1) The IIoT device must recover its own secret key without user interaction. 2) The IIoT device must
prevent secret key recovery when anomaly situations such as unauthorized physical access occur. In this
paper, we present a novel method to protect an IIoT device’s secret key in unmanned smart manufacturing
environments, called Two-Factor Device DNA-based Fuzzy Vault scheme. To satisfy the two challenges,
our proposed method generates a specific two-factor device DNA through the combination of the IIoT
device’s intrinsic factor and its surrounding environments and then creates a vault set to conceal the secret
key based on the two-factor device DNA. We also implement a prototype for ensuring the feasibility of our
method by utilizing an EPUF and IEEE 802.15.4g receiver in a Raspberry Pi and a laptop, respectively,
and then measure their performance. We then conduct experiments in an unmanned environment at the
Smart Manufacturing Learning Center at Hanyang University by considering various normal and abnormal
situations. Our experiment results show that the proposed method quickly extracts the secret key stored in
the device in normal cases, but fails at key extraction in abnormal cases.

INDEX TERMS Received signal strength (RSS), device DNA, physical unclonable function (PUF), fuzzy
vault.

I. INTRODUCTION
The rapid growth of Internet of Things (IoT) has caused it to
spread to the industrial sector, creating the Industrial Inter-
net of Things (IIoT), which connects machines, advanced
analytical technologies, and workers. In particular, by utiliz-
ing IIoT in smart manufacturing systems, each part of the
manufacturing process can be efficiently and automatically
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analyzed, and the maintenance cost can be significantly
reduced.

However, IIoT inherits the security issues already present
in IoT as well as the lack of security built in to the Indus-
trial Control System (ICS) devices themselves. Moreover,
increased device connectivity andmore aggregation of data in
IIoT can lead to increased security vulnerabilities. This is the
reason why the Telecommunication Standardization Sector
of ITU (International Telecommunication Union), ITU-T [1]
requires that smart manufacturing systems protect production
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TABLE 1. Comparison of the recent related studies for IIoT security.

facilities, communication networks and data from misuse
and unauthorized access. In this paper, we are focusing on
the third, data protection. Cryptographic techniques such as
encryption algorithms are used to achieve confidentiality and
integrity of data and to ensure that only authorized entities
share data. In order to protect data from abuse and theft,
the data exchanged by the IIoT devices should be encrypted
using secret keys previously known to the legitimate devices.
However, if the secret key is stored unprotected on the device,
the key may leak due to unauthorized remote or physical
access, as well as malware infection. So, the most critical
thing in using cryptography for securing data is to pro-
tect cryptographic keys stored in IIoT devices. Specifically,
the smart manufacturing system operating in an unmanned
environment must take measures to protect the IIoT device’s
secret key in preparation for the case when unauthorized
physical access occurs.

A. MOTIVATION AND CHALLENGES
So far, only a few research studies into IIoT security [2]–[10]
such as searchable encryption, which allows searching and
accessing data while maintaining data confidentiality in IIoT
cloud infrastructure, homomophic encryption and signcryp-
tion for IToT data confidentiality, and symmetric key based
authentication schemes for resource constrained IIoT devices
have been conducted as shown in Table 1. Nonetheless, these
studies on securing IIoT did not consider how to protect the
cryptographic key stored in the IIoT device. Also, a number of
keymanagement systems for existing industrial environments
[13] have been proposed, but these works did not consider
the diverse deployment challenges in smart manufacturing
systems of IIoT environments or cover securely protecting
cryptographic keys.

To protect the secret key used for authentication and
encryption between IIoT devices operating in an unmanned
smart manufacturing environment, the following challenges
must be solved: The IIoT device must be able to recover
its own secret key without user interaction in unmanned
environments.

To achieve this challenge, the IIoT device must use its
intrinsic factor, that is an element which can be created by the
device itself for device authentication, like biometric infor-
mation for user authentication. As one major type of intrin-
sic factor, physical unclonable functions (PUFs) generate
device-specific characteristics unique to a semiconductor or

device hardware, which are derived from the manufacturing
process [16]. Using these characteristics, the PUFs can work
as a device DNA, because each device is identified based
on its physical characteristics, like human DNA [17]. So,
PUFs have been commonly used in IoT devices to generate
and maintain secret credentials for these reasons. However,
if only the intrinsic factor is used to construct IIoT device
security, the cryptographic keys or sensitive data stored in the
devices cannot be protected from leak or theft in unmanned
environments.

Therefore, we have to also consider the following chal-
lenge: The IIoT device must prevent secret key recovery when
anomaly situations such as unauthorized access occur.

To achieve this second challenge, it is necessary to build
the security of IIoT devices in unmanned environments using
an environment factor together with an intrinsic factor. Most
recently, Choi et al. [11] firstly proposed a two-factor fuzzy
commitment technique by using both PUFs as an intrinsic
factor and the surrounding area image data as an environment
factor to protect the secret key of an IoT device in unattended
environments, such as a surveillance situation. Yet, their
scheme cannot be directly applied to the smart manufacturing
system in unmanned IIoT platforms. The fuzzy commitment
technique is prone to order invariance, so it is sometimes
impossible to recover the secret key when there is a slight
change in the direction of the device which shifts the image.
Also, since the surrounding area image data is vulnerable
to changes in illumination, the keys may not be recovered
even though it is a legitimate device in the same location.
Moreover, a camera sensor is required to capture the image
of the surrounding environment, so it is difficult to directly
apply to all IIoT devices.

In April 2019, Amen et al. [15] proposed a two-factor
authentication scheme using PUF and the characteristics of
the wireless signal from the IoT devices. The purpose of their
scheme is to provide a strong authentication of IoT devices
by using two-factors such as the device’s own characteristics
(e.g. PUF) and the positioning information of the device (e.g.
wireless signal) against various attacks including spoofing
attacks and physical attacks. Their method is to perform the
first mutual authentication between IoT Device and Server
with Challenge-Response Pairs created in PUF, and the sec-
ond authentication is carried out through the positioning
mechanism using RSS and LQI (Link Quality Indicator).
Through this way, the IoT device is able to verify its identity
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and the fact of its proper location. However, their method only
provides authentication service by using PUF andRSS, which
can be used to verify identity and location. It does not provide
a secret key protection of the IIoT device.

B. CONTRIBUTIONS
In this paper, in order to enhance the security of IIoT devices
in smart manufacturing systems, we first propose the concept
of two-factor device DNA, which is generated through the
interaction of the device with the surrounding environment.
The two-factor device DNA is a unique combination of envi-
ronment and device and varies depending on location. Sec-
ondly, we design the two-factor device DNA generator, which
utilizes the Extended PUF (EPUF) as the intrinsic factor and
the RSS (Received Signal Strength) of the signal emitted by
other IIoT devices in the same network as the environment
factor. Unlike existing PUFs which use PUF-dedicated ASIC,
EPUF has the advantage that it can be implemented without
extra hardware because it can generate device DNA by using
SRAM, Flash, or an RC(resistor-capacitor) circuit embedded
in IIoT devices. In this paper, we utilize EPUF using an RC
circuit, called RC PUF [42], to generate a two-factor device
DNA.

Our two-factor device DNA generator inputs the RSS data
acquired only at the location of the device as the challenge
of the EPUF, and generates the two-factor device DNA using
the response that only the EPUF outputs. Since the strength
of the wireless signal is affected by the effects of diffraction,
attenuation, etc. on the surrounding environment, the RSS
may be used as the environment factor that informs the posi-
tion of the device. IIoT devices, being connected to a wireless
network, can easily obtain the RSS if an AP (Access Point)
is installed in the smart manufacturing system. Therefore,
in smart manufacturing systems, RSS works better as an
environment factor than the surrounding area image (used
in [11]) does. However, RSS data acquired by IIoT devices
is difficult to obtain constantly due to unpredictable noise
and movement of surrounding manufacturing equipment. So,
we perform noise reduction on RSS data by utilizing an LPF.
This LPF allows the IIoT device to obtain RSS data with a
constant value by removing normal noise, but it is not able
to remove abnormal noise, such as the kind generated by an
attacker physically approaching the device. Therefore, since
the noise generated in this kind of abnormal situation cannot
be removed with the parameters of the LPF set as in the
normal situation, the IIoT device cannot acquire the proper
RSS data, thus preventing secret key recovery.

Finally, we propose a two-factor device DNA based fuzzy
vault scheme that provides the following security benefits to
meet the two challenges of having a unique intrinsic factor
and being able to prevent secret key recovery when anomalies
occur.

• Since the RSS data acquired by an IIoT device at a
specific location is unique, it is impossible to obtain
valid RSS data when the device is randomly moved to

another location. So, it fails to recover the key. This
prevents key recovery because the move is an anomaly.

• Even though an illegitimate device is placed in the same
location as the IIoT device, it cannot generate the valid
two-factor device DNA of that IIoT device because the
illegitimate device does not have a valid intrinsic factor.
So, key recovery fails.

• A secret key of the IIoT device is wrapped and
protected in the form of a fuzzy vault which has
information-theoretical security to hide the secret key
in a data set. The vault is stored in the device, not the
secret key itself, so the leak or theft of the vault cannot
result in key recovery or have a fatal effect on the smart
manufacturing system.

Moreover, in order to show the feasibility of our two-factor
device DNA based fuzzy vault scheme in unmanned smart
manufacturing platforms, we implemented our scheme into
an IIoT device prototype based on the Raspberry Pi with the
RC PUF. Then, we conducted various experiments consider-
ing normal and abnormal cases in an actual unmanned smart
manufacturing system environment in Hanyang University
ERICA campus [12], where the IIoT devices and machines
are operating, to check the key recovery rate for the correct
key. We evaluated the system performance of our scheme and
also analyzed the security of our fuzzy vault and showed it to
meet the security levels 112, 128, and 192 recommended by
NIST’s Recommendation for Key Management [14].

The rest of this paper is organized as follows: we introduce
some preliminary information and related works in Section II.
We present our system model in Section III and then pro-
pose two-factor device DNA generation and our fuzzy vault
scheme in Section IV. Section V shows the security of
our fuzzy vault and Section VI shows various experimental
results and evaluates the performance of our two-factor fuzzy
vault scheme. Section VII is the conclusion.

II. RELATED WORKS
In this section, we introduce the concept of a fuzzy vault
scheme and analyze the state-of-the-art research related to our
work.

A. FUZZY VAULT SCHEMES
Juels and Sudan [19] proposed a fuzzy vault scheme, which
securely protects a cryptographic key using the user’s pri-
vate data set. They used biometrics with noise as the user’s
private data set. While fuzzy commitment is affected by the
order-invariant of the data, a fuzzy vault is not and instead
provides sufficient difficulty even on non-uniform distribu-
tion noise data. A fuzzy vault scheme consists of two phases:
a locking phase and an unlocking phase. During the locking
phase, a polynomial and a locking private data set are used to
embed the secret key into the vault. Later, the secret key can
be reconstructed from the vault in the unlocking phase using
an unlocking data set if it is similar to or mostly overlaps the
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locking data set. The security of a fuzzy vault scheme is based
on the polynomial reconstruction problem.

The fuzzy vault has been commonly studied for bio-
metric cryptosystems for either authentication or securing
the cryptographic key using biometrics such as fingerprints,
irises, faces and palms [26]– [30]. In addition, the user’s
behavior-based key sharing techniques [31] based on two
on-body devices using Photoplethysmogram (PPG) and elec-
trocardiogram (EKG) signals have been proposed by utilizing
the fuzzy vault. Recently, Revadigar et al. [32] proposed a
group key generation scheme using a fuzzy vault based on
the user’s unique movement gathered by an accelerometer
and then sharing the group key with other smart devices
worn by the user. However, existing works [26]–[30] are
not suitable for securing data and cryptographic keys in IIoT
devices which operate in unmanned environments, because
they need biometric data and user interaction. You et al. [34]
proposed a fuzzy vault scheme using authentication based
on location information gathered from a smart phone’s GPS
data. However, using GPS data is prone to errors, especially
indoors which makes it problematic for use in a fuzzy vault
scheme. This means that the GPS data is not appropriate for
use in smart manufacturing systems as it does not accurately
locate the IIoT devices indoors.

B. RECEIVED SIGNAL STRENGTH
RSS (Received Signal Strength) is the reception strength
when receiving the radio frequency (RF) signal that the
receiver uses for wireless communication. Any device that
receives an RF signal can easily measure and verify it, and
the strength or weakness of the signal is determined by the
effects of diffraction, interference, and attenuation depending
on the surrounding environment.

Research on localization by constructing a Wi-Fi finger-
print or secret key generation using similar RSS has been
actively pursued. Kwon et al. [22] proposed to prevent
unauthorized device access to autonomous vehicles with a
Wi-Fi fingerprint that specifies the location using Wi-Fi
signals [21]. However, their scheme [22] has the disadvantage
of using various factors and complicated processes to gener-
ate Wi-Fi fingerprints. Zi et al. [23] proposed a secret key
generation technique using the signal strength which varies
depending on Wi-Fi distance. The same secret key can be
generated by measuring similar wavelength changes of two
devices with the same movement. Key generation techniques
using the RSS were also proposed in [20]–[25]. However,
any device can obtain the signal and generate the same secret
key in [20]–[25], so these works are not proper for smart
manufacturing system environments where only authorized
IIoT devices are allowed.

C. PHYSICAL UNCLONABLE FUNCTION
PUF can generate device-specific values using the device’s
physical property differences [35]–[37]. Even if the device to
which the PUF are applied is manufactured by the same man-
ufacturing process, the value generated by the PUF cannot

be duplicated because the same large mapping cannot be
substantially repeated. Because of this property, the value
generated in the PUF inside the device can be used to uniquely
identify individual devices such as device DNA. PUFs are
generally classified as two classes: weak PUF and strong
PUF [38]–[40].

• Weak PUFs have limited challenge and response space.
This is generally only used to derive a secret key.

• Strong PUFs have a number of Challenge-Response
Pairs (CRPs) that are not physically replicable, and it is
impossible to collect all CRPs within a reasonable time.
Also, it is difficult to predict the response according to
the challenge.

Strong PUF’s response space, unlike weak PUFs, cre-
ates a response without being protected. Therefore, access
restriction to PUF-response is unnecessary, and attacks on
PUF-response space are mostly not easy with strong PUF.
Adi [17] proposed a dynamic identification technique that
utilizes a DNA-like identity generated by TRG (True Ran-
dom Generator) with PUF inside the device. The DNA-like
identity is created once and deleted after being used, so it
has stronger replication resistance. However, it is difficult
to guarantee the security against physical attacks such as
attempting to use the device identity after stealing the device.
Therefore, we propose a technique for generating two-factor
device DNA by using RSS data acquired from the IIoT’s
surrounding environment as a challenge to a strong PUF.
Two-factor device DNA can be generated only when a legiti-
mate device holding the strong PUF is located at the specific
legitimate location, so it can provide the security of encrypted
data by using the two-factor device DNA against physical
attacks. We utilize a resistor-capacitor (RC) PUF [42] as a
strong PUF. The RC PUF adopts analog circuits such as resis-
tors and capacitors and an analog-to-digital converter (ADC)
as a PUF primitive, so it can provide affordable PUF func-
tionality for resource-constrained IoT devices without using
on-chip/off-chip PUF-dedicated hardware [42].

III. SYSTEM MODEL
A. ASSUMPTIONS
As shown in Figure 1, for the purposes of our design we
are using the IIoT platform in the unattended smart man-
ufacturing system, which is a very controlled environment.
Figure 1 shows the IIoT platform, which consists of gate-
ways and IIoT manufacturing machines and sensors (called
IIoT devices for short) operating in unattended environments.
In these unattended environments, there are multiple devices.
The gateways check the status of IIoT devices and gather data
from them and analyze it. An edge server manages the manu-
facturing process and allows users to monitor and control all
aspects of automated production. The target IIoT devices for
our scheme are sensors used in smart manufacturing facilities.
It is difficult to continuously supply power to or change
batteries for these IIoT devices. So, we need a wireless com-
munication technology with wide communication coverage
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FIGURE 1. IIoT platform in smart manufacturing system.

and low power characteristics, LPWAN (Low Power Wide
Area Network), such as IEEE 802.15.4g in a smart factory
[41], which allows long-range communications at a low bit
rate among sensors that use batteries. All IIoT devices in IIoT
platforms include EPUF and can transmit/receive using IEEE
802.15.4g as the Rx (Receive) node and the Tx (Transmit)
node.

B. THREAT MODEL
As a threat model for our design, we consider passive
eavesdropping attackers and active attackers. We assume
that a passive attacker is aware of the two-factor
device DNA and fuzzy vault mechanism and can eaves-
drop on all the packets and wireless signals exchanged
between the legitimate IIoT devices. The passive attacker
attempts to obtain meaningful information for recovering
a secret key by analyzing each captured signal or packet
data.

An active attacker is assumed to possess IIoT devices
similar to legitimate IIoT devices in a smart manufacturing
system. The attacker can attempt to gain physical access to the
smart manufacturing system in order to steal the fuzzy vault
(the hidden information) and data stored in IIoT machines,
but we do not assume that the attacker will steal the IIoT
machine itself. The active attacker also attempts to gather
the signal data to recover a secret key from the fuzzy vault
by installing its own mimic IIoT device at the location of
the legitimate IIoT device in the smart manufacturing sys-
tem. In addition, in order to manipulate the IIoT machines,
the active attacker can sabotage Rx or Tx sensors to cause
a malfunction, or change the location of Rx or Tx nodes,
causing the received signal to contain errors. We assume that
the legitimate IIoT devices working in the smart manufac-
turing system are benign without any embedded malware,
are non-compromised, and it is impossible for the attacker
to alter the RSS recorded by the legitimate IIoT devices. It is
assumed that the attacker does not have unlimited computa-
tional power to use in the attack, and legitimate devices are
not able to be accessed remotely. We do not consider DDoS
and jamming attacks.

C. REQUIREMENTS
In order to construct a secure two-factor device DNA based
fuzzy vault scheme for IIoT platforms against attacks men-
tioned in the Threat Model, we should consider following
security requirements. We assume that a legitimate IIoT
device applied the two-factor device DNA based fuzzy vault
scheme to protect a secret key for performing cryptographic
operations such as encryption/decryption.

1) On an IIoT platform in an unattended environment,
if the legitimate device is in a valid position, it must
be able to reconstruct the secret key.

2) If the IIoT device is not in a valid position on the
IIoT platform, it should not be able to reconstruct the
secret key because no valid environment factor can be
obtained.

3) IIoT devices should not be able to reconstruct the
secret key unless they are in an unattended environ-
ment, such as when an unauthorized person attempts
to physically access the IIoT platform to cause devices
to malfunction, such as by changing the location of Tx
or manipulating Rx. In addition, IIoT devices should be
able to determine that the current state is unattended or
attended.

4) Any IIoT device that cannot obtain a valid intrinsic
factor of a legitimate device should not be able to
reconstruct the secret key of the legitimate IIoT device
even if it has obtained a valid environment factor.

5) Even if the fuzzy vault stored inside a legitimate device
is leaked, the secret key of the device should not be
exposed.

We will show that our two-factor device DNA based fuzzy
vault scheme satisfies Requirements 1),2),3) and 4) through
the experimental results in Chapter 6, and prove that our
scheme satisfies Requirement 5) through the security analysis
in Chapter 5.

IV. PROTOCOL DESIGN
In this section, we present the details of our design for gener-
ating two-factor device DNA and Fuzzy Vault for protecting
secret keys in IIoT devices.

A. TWO-FACTOR DEVICE DNA GENERATION
In order to construct the two-factor device DNA generator,
we employ the EPUF value as the intrinsic factor and the RSS
of the signal as the environment factor.

Figure 2 shows an overview of our two-factor device DNA
generation. All nodes (Rx/Tx) in Figure 2 are assumed to
be IIoT devices. An Rx (receive) node generates two-factor
Device DNA, and a Tx (transmit) node transmits signals
which provide environment factors for the Rx node to gen-
erate two-factor Device DNA. The Tx node emits a signal
that is used by the Rx to determine the environment factor,
which in this case is the RSS. Once the Rx node receives the
signal from the Tx, it can measure the RSS and generate the
two-factor device DNA as follows:
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FIGURE 2. Two-factor Device DNA generator.

1) PROCESSING THE RSS DATA
RSS data measured by the Rx node in the unattended IIoT
platform contains noise due to the wireless signal itself and
is affected by the movement of the internal manufacturing
equipment. So, it is necessary to process the RSS data to
remove the noise, in order to use it as an environment factor.

While the manufacturing equipment is in operation (e.g.
the robot arm repeatedly moves to manufacture the product),
the RSS data measured by Rx is affected, so the received
signal strength oscillates within a predictable range. There-
fore, we utilize a LPF which allows through signals with a
frequency lower than a designated number, while attenuating
signals with frequencies over a certain cutoff in order to
minimize the impact of manufacturing equipment actions in
normal working conditions. The LPF derives the estimated
value RSS ′i from the recently measured RSSi using RSS ′(i−1).

RSS ′i = (1− α)RSS ′(i−1) + αRSSi,

where α is a smoothing factor and 0 < α < 1. The larger
the amount of noise to be removed, the lower the α is, but
the abnormal change in RSS data cannot be observed well.
RSS data measured by the Rx node have different effects
on noise and movement of internal equipment depending on
the position of the Tx node that transmits the signal. For
this reason, if α is set to the same value in order to filter
RSS data transmitted by each Tx, it may not be possible to
effectively remove noise from the RSS transmitted by each
Tx. Therefore, when the Rx node measures RSS data in the
setup stage, it is necessary to evaluate the RSS data for each
Tx and select an appropriate weight as the α.

2) GENERATING OUTPUT VALUE OF EXTENDED PUF
RSS data from IEEE 802.15.4g signals is within a typical
range (approximately -10 dB to -100 dB), so if the RSS
value itself is used as the challenge value, the possibility
of entering the same challenge value to calculate the PUF
response for each device increases. Therefore, to widen the
range of challenge values for each device, we combine the
ID value and the RSS value of the device and convert them
to a uniform distributed value by employing a cryptographic
hash function that generates the challenge.

• The Rx node performs an XOR operation on the ID of
the Tx node and the RSS value of the signal transmit-
ted by the Tx node and then generates challengei by
using a cryptographic hash function H (.). challengei =
H (ID⊕ RSS ′i ), (0 ≤ i < t).

• The Rx node executes the embedded EPUF by inputting
the challengei respectively and generates two-factor
device DNA, DNA = {a0, a1, a2, . . . , at−1}.

B. FUZZY VAULT USING TWO-FACTOR DEVICE DNA
Each IIoT device generates its own secret key sk and per-
forms the vault locking process to hide its secret key sk by
using two-factor device DNA. The generated secret key sk is
transmitted to the gateway using a secure channel and stored
in the gateway of the IIoT platform containing the device. We
assume that the gateway securely stores the sks of each IIoT
device using a separate hardware security module [44]

1) VAULT LOCKING PROCESS
The vault locking process as shown in Figure 3 is performed
once for each device. If a device is taken over or damaged, all
devices proceed to refresh the stored vaults.

• Polynomial Construction:

1) Each IIoT device such as Rx or Tx generates
CRC(Cyclic Redundancy Check) codes based on
its own secret key sk by using CRC encoder. The
CRC code used for the fuzzy vault can identify
whether the reconstructed polynomial for recover-
ing the secret key is valid or not in the vault unlock-
ing process [18]. So we can apply the CRC code
to check whether the key recovery is successful
or not. We use CRC-32 to generate a 32-bit CRC
code based on sk . CRC-32 has a 2−32 probability
of not identifying an invalid reconstructed poly-
nomial. The following 32-bit primitive polynomial
was used in our implementation: gcrc(x) = x32 +
x26 + x23 + x22 + x16 + x12 + x11 + x10 + x8 +
x7 + x5 + x4 + x2 + x + 1

2) The IIoT device concatenates sk and the CRC
codes generated based on sk , and then sk|CRC is
divided into n+1 consecutive blocks pi, sk|CRC =
{p0, p1, p2, . . . , pn}. Each block is used as the coef-
ficient of the nth order polynomial as follows:

f (x) = pnxn + pn−1xn−1 + . . .+ p1x + p0

• Construction of a message set: The IIoT device uti-
lizes the two-factor device DNA generator to construct
a message set A = {a0, a1, a2, . . . , at−1}, where t is the
number of Tx nodes and t > n.

• Vault Construction: In order to obtain a set of real
points RPi = {ai, yi = f (ai)} , (0 ≤ i < t), the IIoT
device calculates the projection of set A on polynomial
f (x). Then, it generates a large set of random chaff points
CP, which excludes all elements in set A and has no
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FIGURE 3. Two-factor Device DNA-based fuzzy vault for IIoT platform in smart manufacturing system.

intersection with the polynomial f (x).

CPj =
{
bj, ybj = fR(bj)

}
, (bj /∈ A)

The larger the j range is, the more secure the device is.
Finally, the vault V = RP ∪ CP is a large set of points
in which the secret points of A are hidden by random
chaff points. By mixing the chaff points CP with the
real points RP, the CP and RP cannot be distinguished
from the vault V using statistical analysis [19]. Each
IIoT device stores the vault V .

2) VAULT UNLOCKING PROCESS
The legitimate IIoT devices placed in a valid position must
perform the Vault Unlocking process to extract a secret key
sk from the vault V . The vault unlocking process as shown
in Figure 3 consists of the following steps.
• Construction of a message set: The Rx device per-
forms the two-factor device DNA generation process by
obtaining the signal where it is placed and executing the
embedded EPUF, and generates two-factor Device DNA
A′ =

{
a′0, a

′

1, a
′

2, . . . , a
′

t−1

}
. Set A′ is constructed by

RSS after the signal noise has been filtered out.
The parameter u is the number of measurements of RSS
needed to filter the signal noise. u is selected appropri-
ately to ensure that A′ overlaps sufficiently with set A
and does not contain any chaff points. Both set A′ and
A must include at least (n+ 1) elements to reconstruct
polynomial p, if the order of the polynomial is n.

• Reconstruction of polynomial The Rx device selects
a set of real points RP′ belonging to A′ from the
vault V stored in the Rx device. The polynomial is
reconstructed by using Lagrange interpolation to RP′.
The coefficients of the reconstructed polynomial p′ are{
p′0, p

′

1.p
′

2, . . . , p
′
n
}
.

Rx combines these coefficients to form sk ′|CRC ′ and
generates sk ′-based CRC code, called CRC ‘′ . If the
generated CRC ‘′ code value matches the CRC ′, it means
that the recovered secret key sk ′ in the vault unlock-
ing process is the same as the original secret key sk .
Through this step, Rx can check whether the original
secret key sk is successfully recovered or not. If CRC ‘′

code value does not match the CRC ′, it means that the
key recovery has failed. So, Rx can recognize the failure
of key recovery and report it to the gateway. We do not
cover anomaly detection in this paper, but many stud-
ies have been already published on anomaly detection.
Rx can perform a separate anomaly detection process
to identify the abnormal situation by customizing these
techniques [20].

V. SECURITY OF FUZZY VAULT
In this section, we discuss the security of our two-factor
device DNA based fuzzy vault scheme. This is used in
a situation where an eavesdropper obtains the fuzzy vault
and attempts to recover the key from the vault. The secu-
rity of the fuzzy vault depends on the number of chaff
points in the target vault set [19]. When the number of
chaff points goes up, a set of spurious polynomials emerges,
looking like the correct polynomial p needed for secret key
recovery. Without additional information, the attacker cannot
distinguish between the correct polynomial and all of the
spurious ones. So, the valid polynomial p is hidden in a
vault set using information-theoretic security, with security
which increases proportionally to the number of spurious
polynomials.

The minimum number of points required to reconstruct a
polynomial of order k is k + 1. Take for example a vault
size of v = 1600 and polynomial order of 13. An attacker
must attempt a brute force attack by constructing polynomials
using all the combinations of 14 points in the vault with
a size of 1600 to unlock. So, the total number of possible
trials to find a valid polynomial p to reconstruct the key are
7.8×1033 and it is equivalent to brute force attacking a secret
key of 112 bits in length.

Figure 4 presents the security offered by vaults of different
sizes v for various polynomial orders n. In order for the
Two-factor Device DNA based fuzzy vault to meet Require-
ment (5) in Section 3.3, the security level of the fuzzy vault
must be at least 112 bits [14].

As shown in Figure 4, we can see that fuzzy vault with a
vault with (v, n) where v = 900 and n = 15 or v = 1600
and n = 13 provides 112-bit security. If a much higher level
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FIGURE 4. Security of the vault.

FIGURE 5. Prototype IIoT device with two-factor device DNA fuzzy vault.

of security is needed, large v and n are required. The more
detailed theoretical study of the security provided by fuzzy
vault scheme is referred in [19].

VI. PERFORMANCE EVALUATION
A. PROTOTYPE FOR IIoT DEVICES
We built the prototype for IIoT device(Rx/Tx nodes) systems
to demonstrate the feasibility of our fuzzy vault based on
two-factor device DNA. The configuration of our prototype
IIoT device is shown in Figure 5. Our prototype consists of
a Raspberry Pi, a LAUNCHXL-CC1350, and Kidden board
with attached RC PUF [42] with functionalities to obtain PUF
as an intrinsic factor.

B. EXPERIMENTAL SetUp
Through serial communication using the GPIO, the Kid-
den board is connected to the Raspberry Pi to generate
the PUF output. The LAUNCHXL-CC1350 is connected
to the Raspberry Pi via serial communication using the
USB. LAUNCHXL-CC1350 is a development board capa-
ble of IEEE 802.15.4g communications, which continuously
receives IEEE 802.15.4g signals from other devices in the
same network and passes the received data to the Raspberry
Pi. First, the Raspberry Pi generates a challenge based on the

Algorithm 1 Generate Two-Factor Device DNA
Public Parameter: GF(q)
Input: Number of Real point t .
Output: Two-factor DDNA A = {ai}

t−1
i=0 .

1: begin
2: A← φ

3: for i = 0 to t − 1 do
4: IDi←− Identify Txi Device ID;
5: RSS ′i = LPF(RSSi, αi);
6: challengei = H (IDi ⊕ RSS ′i );
7: ai = ExtendedPUF(challengei);
8: Set A← A

⋃
ai;

9: end for
10: Output A;
11: end

Algorithm 2 Vault Lock - Generate the Vault
Public Parameter: GF(q)
Input: Number of Real point t; Secret key sk; Order of
polynomial n.
Output: Vault V = {xi, yi}

q−1
i=0 such that xi ∈ GF(q).

1: begin
2: V ,RP,A← φ;
3: Coefficient set p←− Partition sk by n+ 1;
4: A = Generate_Two-factor_Device_DNA(t);
5: for i = 0 to t − 1 do
6: (xi, yi)← (ai, f (ai));
7: V ← V

⋃
(xi, yi);

8: end for
9: for i = 1 to q− 1 do

10: xi← bi ∈r GF(q)− A;
11: yi = fr (bi) ←− fr (x) is the polynomial having the

random coefficient;
12: V ← V

⋃
(xi, yi);

13: end for
14: Output V ;
15: end

received IEEE 802.15.4g signal data. Since IEEE 802.15.4g
is less affected by diffraction, refraction, and interference
due to the characteristics of using a low frequency band,
the IEEE 802.15.4g signal can penetrate obstacles, so that
RSS data obtained can be more stable than with a high
frequency signal. However, the RSS data may not always
have the same value when extracted, because the intermittent
noise may happen. So, in order to filter out this noise, we con-
sider employing data pre-processing functions such as Mode
function.

Next, once the Kidden board with attached RC-PUF
receives the challenge from the Raspberry Pi, it generates a
response based on the environment factor, RSS, and transmits
it on to the Raspberry Pi. In order to evaluate the feasibility
of the performance of our protocol, we implemented the
two-factor device DNA generator and fuzzy vault algorithm
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FIGURE 6. Experiment environment setup.

using C language. Algorithm 1 shows the pseudocode of the
two-factor Device DNA generator. Algorithm 2 and 3 show
the pseudocode of fuzzy vault Lock and Unlock algorithms,
respectively.

Algorithm 3 Vault Unlock - Regenerate the Secret Key
Public Parameter: GF(q)
Input: Number of Real point t; Vault V .
Output: Secret key sk .
1: begin
2: RP′,A′← φ;
3: A′ = Generate_Two-factor_Device_DNA(t);
4: for i = 0 to t − 1 do
5: (xi, yi)

(a′,0)
←−−− V ;

6: RP′← RP′
⋃
(xi, yi);

7: end for
8: Set p′ ←− Reconstruction polynomial using Lagrange

Interpolation
9: sk ←− Regenerate sk by combining p′

10: Output sk;
11: end

As shown in Figure 6, the experiment was carried out in the
SmartManufacturing Learning Center at Hanyang University
ERICA campus of 14.85× 14.95 m2 with 18 LAUNCHXL-
CC1350s to serve as Tx. Hanyang University’s Smart Manu-
facturing Learning Center is a test bed for smart factories that
provides a test manufacturing and production environment
for producing prototypes in an unmanned environment [12].
We placed the laptop outside the space to act as a gateway,
which verified the validity of the encrypted data sent by
our prototype. We installed the prototype in position 1 in
Figure 6 to act as Rx. In order to confirm that our proposed
two-factor device DNA based fuzzy vault scheme satisfies
the requirements (1 through 4) mentioned in Section 3.3,
we performed the following case-by-case experiments.

• Case 1: A legitimate IIoT device generates Two-factor
Device DNA at the location where the vault was created
and attempts to reconstruct the secret key using it.

• Case 2: A legitimate IIoT device generates Two-factor
Device DNA at a location different from where the vault
was created and attempts to reconstruct the secret key
using it.

• Case 3: If the legitimate Tx and Rx devices are in the
location where the vault is created, but the attacker with
the purpose of manipulating the IIoT device approaches
these Tx or Rx nodes, to sabotage the Rx or change the
location of the Tx. The attacker attempts to generate
Two-factor device DNA and reconstruct the secret key
using it.

• Case 4: Any illegitimate device that has taken a valid
vault of a legitimate IIoT device and attempts to recon-
struct the secret key of the legitimate IIoT device at the
location where the vault was created.

Case 1 is the normal case, while Cases 2-4 are abnormal
cases. So, key reconstruction using the two-factor device
DNA-based fuzzy vault scheme should only be successful
in Case 1 and not in the others. In the experimental setup
phase, our prototype generated the Two-factor Device DNA
at position 1 and created the vault by performing the vault
locking process. We applied the smoothing factor α for the
LPF of our prototype by selecting the optimal value for each
Tx before performing the vault locking process in this exper-
iment. In order to select this optimal value, it is necessary
to evaluate the RSS data of each Tx that the prototype device
acquires according to the specifics of each experimental envi-
ronment. The amount of noise included in the raw RSS data
obtained by the prototype differs depending on the positions
of the Txs transmitting the signal.

As shown in the Figure 7, the graphs included in the raw
data on the left of Figure 7 are raw RSS data obtained by
Tx 3, Tx 4, Tx 7 and Tx 14 respectively in our experimental
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FIGURE 7. Filtered RSS Data using appropriate alpha for Tx 3, 4, 7 & 14.

TABLE 2. α for noise reduction by amount of noise.

TABLE 3. α selection for each Tx.

environment. The graphs in the middle of Figure 7 are filtered
RSS data obtained when smoothing factor α is selected that
is not appropriate for the noise size included in raw RSS data.
The graphs on the right of Figure 7 are filtered RSS data
obtained when smoothing factor α is selected that is appro-
priate for the noise size included in raw RSS data. It can be
seen that the minimum value necessary for acquiring constant
RSS data differs depending on the amount of noise included
in the RSS data. If the prototype applies the same large α
value to filter the RSS data from each Tx, it is impossible
for them to be sensitive to changes that occur in abnormal
cases. Therefore, α must be set individually for each Tx to fit
the environmental situation. Before selecting the α for each
Tx, we derived an effective α value according to the size of

the noise through an experiment. Then, as shown in Table 1,
we selected α individually by identifying the maximum noise
of RSS data per Tx that the prototype obtained in the nor-
mal situation before performing the Vault Locking process.
We stated that the α value is determined according to the
maximum noise included in the RSS sent by each IIoT device
regardless of the environment of the smart manufacturing
facility. Therefore, every test setup must first install txs in
their smart manufacturing environment, measure the noise
level, and then refer to Table 2 to select the alpha value for
noise removal. For our experiment, we set α for each Tx with
a maximum noise level as shown in Table 3 according to our
experimental conditions.

Next, we had the prototype generate the two-factor device
DNA based on the RSS data obtained in each experimental
case and attempted to reconstruct the secret key by proceed-
ing with the vault unlocking process. Then we calculated the
key reconstruction rate (KRR) for each case. If the number of
successful key reconstructions isNsuccess and the total number
of the vault unlock attempts for the experiment is Ntotal , then
the key reconstruction rate (KRR) is the following formula.

KRR =
Nsuccess
Ntotal

∗ 100(%)

C. EXPERIMENTAL RESULTS
1) CASE 1
To show that the key recovery is successfully performed
when a legitimate device with two factors is normally in
an unattended environment, we did the following experi-
ment. We placed our prototype with an embedded legiti-
mate PUF as an intrinsic factor in position 1 inside our
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FIGURE 8. (a) RSS data on Position 1. (b) RSS data on Position 2. (c) RSS data on Position 1 when attacker accesses Rx. (d) RSS data on Position
1 when attacker changes the position of a Tx. (e) Filtered RSS data based on (a). (f) Filtered RSS data based on (b). (g) Filtered RSS data based on
(c). (h) Filtered RSS data based on (d).

smart manufacturing learning center to proceed with the vault
unlocking process. Figure 8-(a) shows the raw RSS obtained
by our prototype at that location and Figure 8-(e) shows RSS
data after applying the LPF to the raw RSS data. The pro-
totype performed the unlocking process continuously using
the filtered RSS data as shown in Figure 8-(e), and the key
recovery success rate was 100%. So we can see that our
prototype always works in the legitimate place where the
vault was created whenever the prototype can get two-factors
normally.

2) CASE 2
To demonstrate that key recovery is not possible when an
unattended legitimate device does not have an environment
factor, we performed the following experiment. We placed
our prototype in position 2 inside the smart manufacturing
learning center to proceed with the vault unlocking process.
Figure 8-(b) shows the raw RSS obtained by our prototype at
that location and Figure 8-(f) shows RSS data after applying
the LPF to the raw RSS data. The prototype performed the
unlocking process continuously using RSS data as shown
in Figure 8-(f), and the key recovery success rate was 0%.
This is because the RSS data obtained by the prototype
in Position 2 is different from the RSS data acquired in
Position 1, the location where the vault is created. There-
fore, our prototype cannot successfully perform key recovery
outside of the legitimate location even if it has the proper
intrinsic factor. The position change of the prototype can

be detected successfully by using our anomaly detection
phase.

3) CASE 3
To show that the legitimate device is in the legitimate position
where the vault locking process was undertaken, but the
attacker cannot recover the key due to physically approaching
the Rx or Tx location, we performed the following experi-
ments, cases 3-1 and 3-2. We started by placing the prototype
in position 1 where the vault was created. Then we had one of
our experimenters act as the attacker. In Case 3-1, the attacker
physically approached position 1 to begin the vault unlocking
process in person. And in Case 3-2, the attacker changed
the physical location of the Tx. We proceeded with the
vault unlocking process by placing the prototype that created
the vault at position 1 inside the experiment environment.
Figure 8-(c) shows the raw RSS obtained by our prototype at
that location and Figure 8-(g) shows RSS data after apply-
ing the LPF to the raw RSS data in Case 3-1. As shown
in Figure 8-(g), the raw RSS data experienced a period
of extreme fluctuation in interference when the attacker
approached the Rx, which subsided when the attacker left the
area. After applying the filter to the RSS, we can still see the
impact the attacker had on the signal, as it did not return to
normal as shown in Figure 8-(e). We can filter with the alpha
we set under normal conditions like Case 1, but it is incapable
of filtering out the extreme noise caused by the attacker’s
presence.
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Therefore, when the prototype attempted the vault unlock-
ing process, the key recovery success rate was 100% until
the attacker approached, but the key recovery success rate
was 0% after the attacker attempted physical access to the
device. This confirms that the attacker cannot gain access
to the Rx. Figure 8-(d) shows the raw RSS obtained by our
prototype at position 1 and Figure 8-(h) shows RSS data after
applying the LPF to the raw RSS data in Case 3-2. The grey
line in Figure 8-(h) represents the RSS data from Tx15, and
the sharp spike and extreme fluctuation in the raw RSS data
is when the attacker approached and changed the position of
Tx15. We can also see the impact of the attacker’s approach
in the raw RSS data from nearby Tx12 in the dark green line.

After applying the filter to the RSS, we can still see the
impact the change in the Tx position by the attacker had on the
signal, as it did not return to normal as shown in Figure 8-(h).
Again, we see that filtering with the alpha we set under
normal conditions does not filter out the extreme noise caused
by the attacker’s actions. So, the key recovery success rate
was 0%.

4) CASE 4
Since RSS is location-based data, RSS data obtained at
the same location is the same. So even if illegitimate
prototype 2 is placed in position 1 of Figure 6, it can get
the RSS that prototype 1 obtained when creating the vault.
However, since prototype 2 does not have the RC PUF of
prototype 1, it is not possible to produce a valid two-factor
device DNA. Table 4 compares the two-factor device DNA
generated by prototype 1 and prototype 2 at position 1 where
the vault was created for use in the vault locking process. Both
prototype 1 and 2 have the same challenge based on the RSS
data of each Tx, but the two-factor device DNA generated
by applying these challenge values to the RC PUF is totally
different. Therefore, even though the illegitimate device can
obtain a valid environment factor, it cannot produce valid
two-factor device DNA because its own intrinsic factor is
different, and the KRR is always 0%.

D. SYSTEM PERFORMANCE
In this section, we evaluated the performance of our
Two-factor Device DNA based fuzzy vault. In order to show
the feasibility of our fuzzy vault for IIoT platforms we imple-
mented prototypes using Raspberry Pi 3B+ and a laptop that
can act as edge devices such as sensors and a gateway in
the IIoT platform. The Raspberry Pi 3B+ has a 1.4 GHz
ARM Coretex-A53 MP4 as a processor, and the laptop has
a 2.3 GHz Dual Core Intel Pentium Gold Processor 4415U
processor.

Our two-factor device DNA based fuzzy vault uses
Lagrange Interpolation for secret key reconstruction. The
Lagrange Interpolation requires at least n + 1 points,
(x, f (x))s, to reconstruct the nth order polynomial f (x). So,
since the computational complexity of Lagrange Interpola-
tion is O(n2) [43], increasing the polynomial order for the

TABLE 4. Comparing Two-factor Device DNA Generated from prototype 1
& prototype 2.

high level of security will cause a large overhead in the
unlocking process.

For this reason, when constructing a two-factor device
DNA based fuzzy vault, we adjusted the security level by
increasing the chaff point (increasing v) using the 13th and
15th order polynomials instead of increasing the order of
the polynomials. We implemented our fuzzy vault to meet
the 112, 128 and 192-bit security levels recommended in
[14]. We used C programming to work efficiently on low-
performance, low-capacity IIoT devices like sensors.

Table 5 shows the performance comparison of Two-factor
Device DNA Fuzzy vault by security level applied to the
laptop and the Raspberry Pi 3B+.

As shown in table 5, when comparing our fuzzy vault with
the 13th order polynomial that provides each security level,
implemented on the Raspberry Pi 3B+, the clock cycle was
0.24×109, 0.32×109, and 3.20×109 for the locking process
and 1.48× 109, 1.68× 109, and 2.04× 109 for the unlocking
process, respectively. On the other hand, the number of clock
cycles for running our fuzzy vault with the 15th order poly-
nomial that provides each security level (112, 128, and 192)
was 0.21 × 109, 0.27 × 109, and 1.42 × 109 for the locking
process and 6.04 × 109, 6.02 × 109, and 6.30 × 109 for the
unlocking process, respectively. A laptop needs about 25%
fewer clock cycles than the Raspberry Pi 3B+ to perform our
fuzzy vault.

Since the clock cycle needed to perform the locking pro-
cess depends on the size of the vault to be created, a program
running in the 15th order polynomial shows fewer clock
cycles than a program running in the 13th order polynomial.
On the other hand, because the unlocking process performs
Lagrange Interpolation, the fuzzy vault with the lower order
of the polynomial is the more efficient. Therefore, the pro-
gram that runs the 13th polynomial showed fewer clock
cycles than the 15th order polynomial.

Our two-factor device DNA based fuzzy vault has a lock-
ing process once in the set up phase, and the unlocking
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TABLE 5. Performance comparison by size of the vault v and order of the polynomial.

process continues each time a secret key needs to be recon-
structed. Therefore, we recommend the 13th polynomial for
the two-factor device DNA based fuzzy vault to provide 112,
128 and 192-bit security levels to configure the unlocking
process efficiently.

We also compared the power consumption of the locking
and unlocking processes on the Raspberry Pi 3B+ to evaluate
whether our Fuzzy vault can be effectively applied to low
power devices. Power consumption was 3.88∼ 4.54W in the
locking process and 4.32 ∼ 4.76W in the unlocking process.
That means about 10% to 30%more power consumption than
the 3.6W standby power of the prototype implemented with
the Raspberry Pi 3B+. This low power consumption indicates
that our Fuzzy vault can be easily applied to low power IIoT
devices.

As shown in the Table 5, the size of the vault created by
the locking process in our program varies greatly from 39KB
to 5632KB depending on the security level and the order of
polynomial of the fuzzy vault. To ensure a high security level
while keeping the vault size small, the order of the polynomial
must be increased, which reduces the performance of the
unlocking process. This is a trade-off, because the higher
order of the polynomial decreases the performance of the
unlocking process and the larger size of the vault increases
memory costs. Therefore, in order to select the appropriate
vault size and polynomial order according to the security
level to be guaranteed, the capacity and characteristics of
various IIoT devices constituting the IIoT platform should be
considered.

VII. DISCUSSION AND LIMITATION
Our scheme operates in unmanned smart manufacturing envi-
ronments, which should not have any people in them under
normal conditions. It is assumed that authorized people will
schedule their time to enter the factory to do things such as
check the status of the manufacturing process or to manage
the factory, thus letting the system know they will be there
at a specific time. So, our scheme will report a security
breach when any unexpected perturbation such as unplanned
intrusions of any kind, even by genuine people, happens. So,
it seems that our scheme is not scalable. However, if we
only focused on scalability from a technical point of view,

we would weaken our security. Our scheme would not report
a security breach every time an unscheduled person entered
the system. Due to the peculiarities of operating in unat-
tended environments, unmanned environments have more
security considerations, issues, vulnerabilities, and threats
than manned environments do. To protect the system in
unattended environments, any person who enters without a
pre-scheduled appointment must be treated like a potential
security threat. So, even if the person is genuine but has not
scheduled their entrance into the factory, the systemmust flag
them as an attacker since they did not get approval and we do
not actually know their true intent. They may appear to be
genuine, but without a scheduled appointment, it is safer to
flag all unscheduled interactions as attacks.

Therefore, we think that this scalability issue should be
covered by each smart manufacturing facility’s security pol-
icy. They will determine the proper security rules that fit their
requirements and situation. Each one will need to be tailored
for that factory. For example, they can configure their security
policy of the manufacturing facilities by setting a time for
valid personnel to enter and exit, stopping reconfiguration of
the secret key at that time, and using the key generated before
that time, etc. This will vary for every facility. In order to
have scalability and to maintain security, it is best to use our
scheme in an unmanned smart manufacturing environment
along with a proper security policy.

VIII. CONCLUSION
In this paper, we have first proposed a novel concept of
the two-factor device DNA, that is generated through the
interaction of the device with the surrounding environments,
by utilizing an EPUF embedded in the device and RSS data
gathered from the place where the device is located. Next,
we designed the two-factor device DNA based fuzzy vault
scheme for securing secret keys in IIoT devices in unmanned
smart manufacturing environments. Our scheme prevents the
attackers who attempt to obtain the device’s internal data or
keys from exposing the secret key stored in the IIoT device.
In order to demonstrate the feasibility of our fuzzy vault
scheme, we also implemented our fuzzy vault scheme into the
IIoT device prototype with an EPUF and a IEEE 802.15.4g
receiver to obtain the combination of an intrinsic factor
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(i.e, a unique internal noisy source of PUF) and a surrounding
factor (i.e, RSS data). Finally, we conducted experiments
in an unmanned environment at the Smart Manufacturing
Learning Center at Hanyang University and then evaluated
the key recovery rate for each experiment case in normal
and abnormal situations for each security level 112, 128 and
192 recommend by NIST. The experimental results show that
our fuzzy vault scheme can always recover a valid secret
key in normal cases, but fails to recover the key in abnormal
situations, such as when an attacker approaches or the IIoT
device location is changed. In the case of security level 112,
our prototype using the Raspberry Pi took 0.17 seconds to
lock the key, using 3.88W and 1.06 seconds to unlock, using
4.32W when v is 1600 and n is 13. In the case of security
level 128, it took 0.23 seconds to lock and 1.2 seconds to
unlock when v is 3500 and n is 13. Our fuzzy vault scheme
is shown to work well even on a low power IIoT device like
a Raspberry Pi.
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