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ABSTRACT

In outsourcing data storage, privacy and utility are significant con-
cerns. Techniques such as data encryption can protect the privacy
of sensitive information but affect the efficiency of data usage ac-
cordingly. By splitting attributes of sensitive associations, database
fragmentation can protect data privacy. In the meantime, data util-
ity can be improved through grouping data of high affinity. In this
paper, a benefit-driven genetic algorithm is proposed to achieve a
better balance between privacy and utility for database fragmen-
tation. To integrate useful fragmentation information in different
solutions, a matching strategy is designed. Two benefit-driven op-
erators for mutation and improvement are proposed to construct
valuable fragments and rearrange elements. The experimental re-
sults show that the proposed benefit-driven genetic algorithm is
competitive when compared with existing approaches in database
fragmentation.
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1 INTRODUCTION

Outsourcing data storage provided by commercial cloud service
has shown its advantages in high convenience and low cost. How-
ever, confidentiality of sensitive information in outsourcing data
storage is still a big concern [14, 19, 21, 22]. To be specific, data
security and privacy protection issues are primary inhibitors in the
adoption of cloud service [2]. The challenge of protecting the confi-
dentiality of private data has attracted attention from both academic
research and industrial community [17, 23]. For this purpose, many
approaches have been proposed [8-10]. Traditional approaches
for private data protection involve encryption [11]. Querying over
encrypted data requires specific indexing techniques or decryp-
tion approaches [18], which directly affect the efficiency of data
utilizing.

Fragmentation is on the other side of data encryption [16, 20]. By
splitting attributes of data in different vertical fragments, sensitive
associations among data can be protected [7, 12]. A significant
advantage of data fragmentation over data encryption is its high
convenience regarding data access and querying. The utility is
also considerable concern in outsourcing data storage [1]. Having
attributes of high affinity in the same fragments can improve the
efficiency of data querying and evaluation. Fragmentation aims to
balance the trade-off between privacy conservation and data utility.
Anideal fragmentation over database can protect the confidentiality
of data as well as satisfy utility requirements.

In the previous literature, several algorithms have been proposed
for fragmentation optimization. In [4], the problem of optimizing
fragmentation regarding constraints and affinity between attributes
is defined. Also, two heuristic algorithms which can optimize the
number of fragments and the sum of affinity values are proposed.
Moreover, the authors prove that the identified problems are NP-
hard. Publication of data in term of multiple loose associations
between different pairs of fragments is studied in [5]. Given a spe-
cific level of protection for sensitive associations, the proposed
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heuristic algorithm can provide satisfying fragmentation. Query-
ing utility is also considered in different fragments. The genetic
algorithm has shown its effectiveness in various fields due to high
performance [6, 13]. In the problem of database fragmentation, the
genetic algorithm has also been adopted. In [15], genetic algorithm
is utilized to generate fragmentation which can satisfy the given
constraints. However, there are only two fragments involved in
this algorithm, and the utility of fragmentation is ignored. Also, the
performance of the proposed genetic algorithm is not enhanced by
specifically designed operators.

In this paper, to achieve a better balance between constraints and
utility requirements in database fragmentation, a benefit-driven
genetic algorithm is proposed. To integrate useful fragmentation
information in different solutions, a matching-based recombination
operator is proposed. Besides, to maintain population diversity as
well as introduce useful fragmentation information, two mutation
operators named random mutation and benefit-driven mutation
are proposed. Furthermore, a benefit-driven improvement strategy
is designed to merge fragments in generated individuals to improve
the competitiveness of the solution.

The main contributions of this paper are listed as follows:

(1) An individual matching strategy is designed for recombina-
tion to maximize the effectiveness of recombination.

(2) Motivated by benefit degree of constructing fragments and
rearranging elements, a benefit-driven mutation operator is
proposed.

(3) Abenefit-driven improvement strategy is utilized to improve
to the competitiveness of generated solution.

The remainder of this paper is organized as follows. In Sec-
tion 2, the problem of database fragmentation is defined. Section 3
describes the proposed benefit-driven algorithm in detail, which
includes a novel matching strategy and benefit-driven operators.
Extensive experiments with discussion are provided in Section 4.
Finally, Section 5 concludes.

2 PROBLEM DEFINITION

The objective of database fragmentation problem is to find a frag-
mentation that can satisfy the given constraints as well as optimize
utility. Let R be a relation schema, a set of well-defined constraints
C over R and a weighted list of utility requirements U, find a
fragmentation  of R such that all the following conditions hold.

(1) VFeF,VceC:c L F;

(2) VF,',F]' eF,i ¢j:FiﬂFj = g

(3) VF’ satisfying the first two conditions such that utility(¥’) <
utility(F)

Suppose fragmentation ¥ is the optimal solution. It means frag-
mentation ¥ satisfied all the predefined constraints and no other
fragmentation can provide higher utility as well as meet the given
constraints.

3 BENEFIT-DRIVEN GENETIC ALGORITHM

3.1 Representation and Initialization

The first step in designing a genetic algorithm is to devise a suitable
representation scheme. In this problem, a solution containing n
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Figure 1: Illustration of representation.
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elements can be coded as a vector whose length is n. In this repre-
sentation, a bit in the vector is associated with the corresponding
element. Solution[i] = j indicates ith element is located in fragment
j.

Each individual in the initial population is generated according
to the above representation. To increase the diversity of the initial
population, each initial individual is created by random. This way,
the initialized individuals are not only of high diversity but also
feasible to the problem.

As shown in Figure 1, an individual containing six elements is
initialized by random. Suppose there are three fragments, for each
element, its initial fragment index is initialized between 1 and 3.
Through initialization, the first fragment (F1) contains one element
(E1); the second fragment (F2) includes three elements (E3, E4, and
E6); the third fragment (F3) contains two elements (E2 and E5).

As an example, in Figure 1, constraint fitness of given solution is
the sum of constraint fitness achieved by three fragments which is
1. With the same way, utility fitness of sample solution is the sum
of utility fitness produced by three fragments which is 0.
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Figure 2: Illustration of recombination process.
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3.2 Matching-Based Recombination (MBR)

Although it is improbable that the current population contains the
optimal solution, it is possible that those solutions include several
correctly arranged elements. According to the definition of con-
straint fitness and utility fitness, these solutions should show low
constraint fitness and high utility fitness. One major goal of re-
combination is to extract the correctly arranged elements in parent
individuals and integrate them into the generated child individual.

To achieve a better effect of recombination, a matching strategy is
designed. Once the first parent individual in recombination operator
is identified, it can be helpful if the other parent individual matches
the chosen one. Based on this idea, the satisfaction condition of
utility requirements achieved by individuals is considered. The goal
of the matching strategy is to find the other parent individual who
can help achieve more utility requirements.

Parameter matching index (MI) is designed to describe the match-
ing degree between each pair of individuals. MI{ between individual
i and individual j is calculated by counting the number of utility
requirements which can be satisfied by individual j but not included
in individual i. This way, once one of the parent individuals is iden-
tified in the recombination operator, the other parent individual
who can supply helpful fragmentation information can be found.
For individual i, its matching individual is the one who owns the
highest value of MI.

As shown in Figure 2, individual 1 is the first chosen parent
individual. Then, the matching index between individual 1 and
other individuals is calculated. Individual 4 fulfills the second utility
requirement (U2) and the fourth utility requirement (U4), which are
not satisfied by individual 1. The matching index between individual
1 and individual 4 MI} is 2.

Once two parent individuals are determined, recombination of
these two individuals is executed. To combine fragmentation in-
formation in parent individuals adequately, uniform crossover is
adopted. As an example in Figure 2, in the child individual, frag-
ment indexes of three elements are from one parent individual and
the other three indexes are from the other parent individual.

3.3 Mutation

Mutation helps maintain population diversity as well as introduce
additional information to prevent the algorithm from converging
too fast and prematurely. In this problem, for each offspring gen-
erated by recombination operator, its fragmentation information
is from parent individuals. An ideal offspring can integrate useful
fragmentation information from parents. However, recombination
operator is difficult to construct new fragmentation utility satis-
faction. This way, in the generated population, the distribution of
utility satisfaction is very likely to lose balance, which means some
of the utility requirements are satisfied by most of the individuals
while other utility requirements are not included in any individual.

To overcome the satisfaction biases appearing in population,
in this algorithm, two mutation operators are proposed, namely,
random mutation (RM) and benefit-driven mutation (BDM). With a
completely random manner, RM can help introduce random frag-
mentation information to maintain population diversity. Further-
more, to adaptively introduce fragmentation information for spe-
cific utility requirement as well as decrease satisfaction biases, BDM
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Figure 3: Illustration of adaptive mutation process.

is designed accordingly. When executing, two mutation operators
are randomly selected. RM is selected with a predefined possibility
P

Random Mutation (RM). For each element in the given individual,
it has a predefined possibility P, to be chosen. The chosen element
is randomly assigned to a new fragment.

Benefit-Driven Mutation (BDM). To counter the utility satisfac-
tion biases, the satisfaction degree of each utility is necessary to
acquire. This degree can be indicated by the number of individu-
als who can satisfy it. For each utility requirement, its satisfaction
degree should be of higher value if more utility requirements are
satisfied. Furthermore, considering the weight of each utility re-
quirement is different. The weight of utility requirement is also
necessary to be utilized.

After calculating the benefit degree of each utility requirement,
the utility requirement of highest benefit degree is chosen. For
each individual mutated through BDM operator, if the selected
utility requirement is not satisfied, elements in the corresponding
utility requirement are adjusted to locate in the same fragment. This
way, the utility requirement of the highest benefit is constructed,
which may have never included in the population during the entire
evolution process.

As shown in Figure 3, benefit index of each fragment is calculated
based on satisfaction distribution of each utility requirement and
its weight. From the given result, U3 is of the highest benefit index.
Thus, elements E2, E5, and E6 are rearranged to fulfill U3.
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Algorithm 1 Pseudo-code of benefit-driven genetic algorithm

1: Set G = 0 (G is current generation of population)
2: Initialize population P
3: Evaluate constraint and utility fitness values for each initial
individual
. while stopping criterion is not met do
G=G+1
Update benefit value for each utility requirement
Update benefit value for each element
for each two individuals in population do
Select the individual of higher fitness as the first parent
individual

R A S

10: Match the second parent individual

11 Perform recombination operator on parent individuals

12: if rand(0,1) < P, then

13: Execute RM operator on offspring

14: else

15: Execute BDM operator on offpsring

16: end if

17: Perform BDIS on offspring

18: Evaluate constraint and utility fitness values of off-
spring

19: Use the generated offpsring to replace the individual of
lower fitness

20: end for

21: end while

22: Output convergence data

23: Output the best solution

3.4 Benefit-Driven Improvement Strategy
(BDIS)

In the proposed recombination and mutation operators, individu-
als are enhanced through integrating and constructing accurately
aligned fragments. Additionally, a benefit-driven improvement
strategy is proposed, which is based on migrating elements that
are likely to locate at wrong positions.

The proposed improvement strategy includes two basic proce-
dures: one is to calculate the migration benefit of each element,
and the other is element migration. With the help of the utility
evaluation result, the benefit of migrating each component can be
directly calculated.

Migration benefit of ith element BM; is calculated as:

NU
BM; = )" DW/ 1)
j=1
) 0, if Uj does not contain Ei
DWij =1 -Wj, if Uj containts Ei and is satisfied (2)
w;, otherwise

where NU is the number of utility requirements, DWJ.i is directed
weight of Ei on Uj and W; is the weight of U.

The calculation result can help indicate the benefit degree of
migrating elements. Thus, the element of highest migration benefit
is chosen and randomly rearranged in another fragment.
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3.5 Overall Process

The entire process of the proposed algorithm is shown in Algorithm
1. Firstly, the population is initialized, and each individual in the
initial population is evaluated. Then, during each generation in
the evolution process, benefit values for utility requirements and
elements are updated. For every two individual in the population,
the fitter individual is chosen as the first parent individual in re-
combination. Then the other individual is selected according to the
proposed matching strategy. After recombination, the offspring is
mutated and improved by BDIS operator. The generated offspring
is used to replace the other individual that is of lower fitness in
the two chosen individuals. Once the stopping criterion is met, the
convergence data during the evolution process and the best solution
are output.

Table 1: Properties of test cases

Testcases | NE | NC ~ SC | NU SU
Ty 10 | 20 [26] | 40 [48]
T 15 | 30 [28] | 60 [4,10]
T3 20 | 40 [211] | 80 [413]
Ty 25 | 50 [2.13] | 100 [4,15]
Ts 30 | 60 [216] | 120 [4,18]
Te 35 | 70 [2.18] | 140 [4,:20]
T 40 | 80 [2.21] | 160 [4,23]
Ty 45 | 90 [2,23] | 180 [4,25]
Ty 10 | 20 [48] | 40 [48]
Tio 15 | 30 [410] | 60 [4,10]
Ty 20 | 40 [413] | 80 [413]
Tiz 25 | 50 [415] | 100 [4,15]
Ti3 30 | 60 [418] | 120 [4,18]
Tig 35 | 70 [4,20] | 140 [4,20]
Tis 40 | 80 [423] | 160 [4,23]
Ti6 45 | 90 [4.25] | 180 [4,25]

4 EXPERIMENTAL STUDIES
4.1 Experimental Setup

In the experiments, 16 test cases of different complexity are gen-
erated by random and carried out to evaluate the performance of
the proposed GA-BD. Properties of test cases including the number
of elements NE, number of constraints NC and corresponding size
SC, number of utility requirements NU and corresponding size SU
are listed in Table 1.

The parameter setting of the proposed algorithm is listed as
follows. Population size NP is set as 30; the maximum number of
fitness evaluations MaxFEs is set as NE X 10%; mutation rate Py, is
set as 0.9 and random mutation rate Py, is set as 0.2.

Additionally, to improve the objectivity of experiments, all the
GA based algorithms run 25 times independently. The proposed
and all the compared algorithms are implemented by C++ and
performed on an Intel Core i5-4278U CPU with 8GB RAM.
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Figure 4: Comparisons of convergence performance between GA-BD and existing approaches on six typical test cases.

4.2 Comparisons with Existing Approaches

In this subsection, we compare the proposed GA-BD with two
existing approaches to further reveal its advantage. These three
algorithms are listed as follows:

(1) GA-BD: GA-BD is the complete version of the proposed
algorithm, including MBR, BDM, and BDIS.

(2) GA [3]: Same as the previous subsection, GA is utilized for
comparison.

(3) HA [4]: This heuristic algorithm is the state-of-the-art ap-
proach in handling constraint and utility in database frag-
mentation.

Table 2 shows the comparisons of experimental results where
the best results are highlighted in boldface. From the result, it can
be found that the proposed GA-BD algorithm can achieve the best
results in 15 out of 16 test cases, which is higher than 4 and 0 of
GA and HA, respectively. Our proposed GA-BD algorithm com-
prehensively outperforms the other algorithms regarding solution
accuracy. Results of the significant test are also labeled in Table 2.
GA-BD is significantly better than GA and HA on 12 and 16 test
cases, while significantly worse than GA and HA on only 1 and 0
test cases, respectively.

Besides, Figure 4 shows the convergence curves of three ap-
proaches on six typical test cases. Each point on the plot is calcu-
lated by taking the average of 25 independent runs. These six test
cases, namely, Ts, Tg, Ts, T12, T14 and Ty are of different numbers
of elements as well as different complexity.
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Convergence curves of these six typical test cases indicate that
GA-BD has the highest convergence rate among the three ap-
proaches. For these test cases, GA-BD shows both better explo-
ration and exploitation abilities than the other two. To summarize,
by utilizing benefit-driven strategies, the proposed GA-BD is a very
promising algorithm for database fragmentation problem.

5 CONCLUSIONS

Overall, a benefit-driven genetic algorithm has been proposed in
this paper to achieve the balance between privacy and utility in data-
base fragmentation. An individual matching strategy is proposed
and embedded in recombination operator to integrate useful frag-
mentation information in different individuals. Random mutation
and benefit-driven mutation are designed to maintain population
diversity as well as introduce valuable fragments. Moreover, to
rearrange elements in fragments, a benefit-driven improvement
strategy is proposed. Extensive experiments have been conducted,
and the effectiveness of the proposed operators has been verified.
Compared with existing approaches, our proposed GA-BD algo-
rithm has shown its high competitiveness.
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