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[Abstract]

Verifying the behavior of smart Iot devices in the ubiquitous era is emerging as an important issue. Blackbox testing is required
to handle exceptions or errors that are difficult to detect in typical test environments, but may occur in real-world use cases. In
this paper, we present Packet Analyzer, a program that performs blackbox testing on ZigBee and Bluetooth Low Energy (BLE),
which are protocols mainly used in communication among lot devices. Packet Analyzer collects ZigBee and BLE packets, beacon
packets, IoT hub logs and smartphone logs. Then it analyzes test commands based on collected packets and logs to make
decisions for each test command. Our evaluation on real-world smart IoT devices shows that Packet Analyzer can make correct
decisions on various test commands.
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Fig. 1. Smart IoT device network
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Table 1. Comparison to existing tools

Test on real Can use various
Tool . Blackbox . .

device information
Packet Analyzer Y Y Y
PlatformIO[7] Y N N
SimloT[8] N Y N
loTIFY[9] N N N
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Table 2. ZigBee verification test results
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Exp. no. Details # of cmd. | OK NG Command type
1 Outdoor commands (~30m distance) 100 100 0 random
2 Commands with short time interval 100 100 0 random
3 Timestamp leniency 1 second 100 87 13 random
4 Timestamp leniency 3 seconds 100 100 0 random
# 3. BLE 43 &Y Znt
Table 3. BLE verification test results
Exp. no. Details # of cmd. | OK NG Command type
1 Outdoor commands (~30m distance) N/A N/A N/A random
2 Indoor commands 100 100 0 random
8 Commands with short time interval (wait time 0.5 seconds) 100 63 37 random
4 Commands with short time interval (wait time 0.2 seconds) 100 100 0 random
B Commands that don’t change device status 100 0 100 level control, color control
o
2) B2 A7 7182 U T3 4= A0l 9] ] gd3) Mz 9% A 5k
e A DA (F 0302 el el s beacon o 217} packet AnalyzerS F3] B-AF Aujol] Tl 114 o]
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