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scheme with the scalable revocation method is called revocable IBE (RIBE). Seo and Emura
(PKC 2013) introduced a new security notion, called decryption key exposure resistance
(DKER), which is a desirable security notion for RIBE. However, all existing RIBE schemes

Keywords: that achieve adaptive security with DKER require long public parameters or composite-
Revocable identity-based encryption order bilinear groups.

Decryption key exposure resistance In this paper, we first show an RIBE scheme that (1) satisfies adaptive security; (2) achieves
Static assumptions DKER; (3) realizes constant-size public parameters; and (4) is constructed over prime-
Asymmetric pairings order bilinear groups. Our core technique relies on Seo and Emura’s one (PKC 2013),

which transform the Waters IBE (EUROCRYPT 2005) to the corresponding RIBE scheme.
Specifically, we construct an IBE scheme that satisfies constant-size public parameters
over prime-order groups and some requirements for the Seo-Emura technique, and then
transform the IBE scheme to an RIBE scheme. We also discuss how to extend the proposed

RIBE scheme to a chosen-ciphertext secure one and server-aided one (ESORICS 2015).
© 2021 The Author(s). Published by Elsevier B.V. This is an open access article under the
CC BY license (http://creativecommons.org/licenses/by/4.0/).

1. Introduction

Identity-based encryption (IBE), which is public-key encryption (PKE) enabling one to use an arbitrary bit-string such as
an e-mail address as their public key, was first introduced by Shamir [49], and the first efficient realization was proposed
by Boneh and Franklin [5]. Since arbitrary strings can be used as public keys, IBE, unlike PKE, does not need certificates
of public keys published by public-key infrastructures (PKIs). Although the absence of the certificates is one of the main
advantages of IBE, it leads to another problem: how are malicious users efficiently revoked? For excluding malicious users
and considering users withdrawal from a system, revocation functionality is indispensable if secure systems are launched
in the real world. Actually, Boneh and Franklin only showed the following naive revocation procedure: the lifetime of the
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system is divided into (polynomially many) discrete time periods, a key generation center (KGC) regenerates secret keys for
all of the non-revoked users at each time period. Specifically, for every identity I of non-revoked users at time period T, the
KGC generates a secret key for I||T. This revocation procedure requires O (f1) computational complexity of the KGC, where 7
is the number of non-revoked users, and thus it is inefficient solution. There are many efficient IBE schemes (e.g., [54,7,13]),
however such a revocation problem seems to become a barrier to practical use of IBE. To resolve the problem, Boldyreva
et al. [2] proposed efficient revocation functionality by using the complete subtree (CS) method [33], which was originally
used for broadcast encryption. They prepared two kinds of secret keys for each identity I, a (long-term) secret key sk; and
(short-term) decryption keys dkzr ¢, which depend on not only I but time period T. If I is not revoked at time period T,
the decryption key dkr r can be generated by the secret key skr and key update kur, which is generated and broadcasted by
the KGC at every T. Key update kur is constructed by the CS method, and therefore the size of kur is O (rlog(n/r)), where
n is the number of maximum users and r is the number of revoked users. IBE with such a scalable revocation method is
called revocable IBE (RIBE).

After the seminal work by Boldyreva et al. [2], several RIBE schemes have been proposed thus far. Almost all such
subsequent works basically follow Boldyreva et al.’s revocation methodology. Libert and Vergnaud [30] proposed the first
adaptively secure RIBE scheme. Seo and Emura defined an additional security notion to capture more realistic threats:
decryption key exposure resistance (DKER) [42,44]. Intuitively, DKER is a security notion against adversaries who get “exposed”
decryption keys of honest users. Namely, secure RIBE schemes with DKER guarantee security against not only maliciously
revoked users but also such adversaries. DKER is important where the secret key is stored in physically secure devices such
as USB pen drives to be isolated from the Internet but decryption keys are stored in weaker device such as smart phones.
In fact, Boneh-Franklin’s naive solution satisfies DKER. Revocation functionality in RIBE should be efficient realization of the
naive solution, and in that sense, DKER is important. Seo and Emura [42,44] showed the first adaptively secure RIBE scheme
with DKER.

Although several RIBE schemes with DKER have been proposed so far (e.g., [23,21,16,45]), there is still room for im-
provement in terms of efficiency. Specifically, with the exception of [21,23], there are no adaptively-secure RIBE schemes
that simultaneously achieve DKER and constant-size public parameters.! As we know, the public-key size in usual PKI is
important since it should be sent to an encryptor along with the recipient’s public key in many applications. Although RIBE
can remove a certificate of the recipient’s public key (advantage of using IBE) and expensive revocation list of PKI (advantage
of using ‘R’IBE), an encryptor still needs global public parameters (as well as the recipient’s ID) to encrypt a plaintext m. The
encryptor needs to retrieve the public parameter from the KGC (or, receive it from the recipient) to encrypt m, and therefore
minimizing the public-parameter size is important as well as the ciphertext size in the sense of communication complexity.
Moreover, the public-parameter size affects the running time of all algorithms, especially an encryption algorithm. The only
exceptions, RIBE schemes proposed in [21,23], are constructed over composite-order groups. Although a composite-order
group has nice cryptographic features, cryptographic protocols in the composite-order setting usually require a large param-
eter in practice, compared to those in the prime-order setting. Furthermore, as reported in [14], there are several practical
issues to generate pairing-friendly elliptic curves that contains a composite-order modulus. Therefore, it is important to
realize an RIBE scheme that has constant-size public parameters over prime-order groups.

Thus, it is quite natural to ask:

Can we attain an adaptively secure efficient RIBE scheme with DKER from (relatively) simple assumptions?
In particular, we would like to ask:

Can we attain an RIBE scheme that (1) satisfies adaptive security under (relatively) simple assumptions; (2) achieves DKER; (3) realizes
constant-size public parameter; and (4) is constructed over prime-order groups?

1.1. Our contribution

In this paper, we propose an RIBE scheme that achieves all the above properties (1)-(4). More specifically, we show the
first adaptively secure RIBE scheme with DKER and constant-size public parameters in asymmetric bilinear groups of prime
order. The security of our scheme is proved under static assumptions, which are mild variants of the symmetric external
Diffie-Hellman (SXDH) assumption.

Difficulties in constructing RIBE with the above properties. Roughly speaking, only two construction methodologies for
realizing constant-size public-parameter IBE are known: One from strong assumptions such as static ones in composite-order
groups and g-type ones (e.g., [12,55]), and one from simple assumption via the dual system encryption methodology [54]
in either prime-order or composite-order groups. Therefore, if we want to realize an RIBE scheme with constant-size public
parameters under (relatively) simple and static assumptions in prime-order groups, it seems that we should apply the latter
one.

1 After submitting this paper in October, 2017, several subsequent works [9,11] proposed RIBE schemes that realize constant-size public parameters
from standard assumptions while satisfying DKER. We here ignore them to make consistent with our original motivation and will list the above papers at
Section 1.2.
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However, in the dual system encryption framework, there exist difficulties achieving adaptively secure RIBE schemes
with DKER and short parameters (in the sense of constant-size public parameters and prime-order groups). In fact, Lee
observed such an obstacle [21], and pointed out a revocable hierarchical IBE (RHIBE) scheme in [46] has some security
flaw. Let us briefly review such an obstacle. In the dual system encryption framework, ciphertexts and secret keys have two
forms: Normal and semi-functional ones. Normal secret keys can decrypt not only normal but semi-functional ciphertexts,
whereas semi-functional secret keys only decrypt normal ciphertexts. In the security proof, a normal challenge ciphertext
and secret keys are transformed into their semi-functional forms one by one. In the process of changing some normal secret
key, called a target key, into its semi-functional form, some pairwise independent function f has to be embedded into public
parameters at the beginning of the transition. Randomness for the challenge ciphertext and the target key is computed by f.
Specifically, the simulator generates randomness r¢ := f(I*) for the challenge ciphertext, as well as randomness rg := f(I)
for the target key, where I* is the target identity and I is an identity such that I # I*. Since I # I*, i.e., r¢ is independent
of rx from an adversarial view in the information-theoretic sense, the proof works well. To the best of our knowledge, such
a pairwise independent function f is necessary for proving security of all of the currently-known IBE schemes using the
dual system encryption methodology. On the other hand, in the RIBE setting, the adversary can get not only a challenge
ciphertext for I* but a secret key for I* for handling the case that the target user is revoked before the target time period
(see Definition 1). Therefore, if a target key is a secret key for I* and the adversary issues it to a secret key generation
oracle, then randomness r¢ for the challenge ciphertext and randomness rg for the target key are no longer independent of
each other from the view point of the adversary, since it holds r¢c =rg = f(1%).

Lee [21] and Lee et al. [23] overcame the above obstacle by carefully designing hybrid games, and proposed adaptively
secure R(H)IBE schemes with DKER via the dual system encryption methodology. Indeed, their schemes achieve adaptive
security, DKER, and short public parameters (i.e., the desired properties (1)-(3)), however it is constructed over composite-
order bilinear groups. Although other RHIBE schemes have been proposed [8,18,19,22,27,31,32,39,41,43,47,48,51], none of
them satisfies all the properties (1)-(4).?

Our approach. We overcome the difficulty mentioned above by taking the Seo-Emura approach [42]. Seo and Emura pro-
posed an adaptively secure RIBE scheme based on the Waters IBE [53], and showed a security reduction from the Waters
IBE to their RIBE scheme. Namely, the approach does not depend on the proof methodology of the underlying Waters IBE
scheme for proving security of their RIBE scheme. Therefore, the Seo-Emura technique is promising approach to avoiding
the randomness correlation problem, which is specific to dual-system-encryption-based RIBE schemes. More precisely, our
approach is three-fold: We first find (or construct) a “basic” IBE scheme that realizes constant-size public parameters via the
dual system encryption; construct an RIBE scheme with constant-size public parameters in bilinear groups of prime order
based on the basic IBE scheme; and prove the adaptive security with DKER by showing a security reduction from the basic
IBE scheme to the constructed RIBE scheme.

However, the approach still has problems. Although the Seo-Emura technique essentially requires the secret-key re-
randomization® of the underlying IBE scheme, unfortunately, almost all of the dual system encryption-based IBE schemes
(e.g., [54,29,6]) do not have this property. Moreover, the Boneh-Boyen technique [3] is essential for the security proof taking
the Seo-Emura approach. Therefore, the basic IBE scheme must satisfy (i) the secret-key re-randomization property and (ii)
applicability of the Boneh-Boyen technique (for details, see Section 3).

Based on the above discussion, we employ the Jutla-Roy IBE [17] (and its variant [38]), which satisfies the property (i),
as a promising candidate of our basic IBE scheme. However, it does not satisfy the property (ii). Concretely speaking, the
Boneh-Boyen technique requires some group elements that contain the master key in the exponent in the public parameter
of the underlying IBE, however the original Jutla-Roy IBE does not contain them. Hence, we modify the Jutla-Roy IBE so that
it satisfies the property (ii), and we prove the security under the Augmented Decisional Diffie-Hellman on G; (ADDH1),
which is a static assumption newly introduced in this paper, and Decisional Diffie-Hellman on G, (DDH2) assumptions. The
ADDH1 assumption is similar to the previously used assumption in [36], and the security is proved in the generic bilinear
group model.

We then construct an RIBE scheme based on the Jutla-Roy IBE, and show a security reduction from the modified Jutla-Roy
IBE to the RIBE scheme. As a result, we obtain the first RIBE scheme that achieves the properties (1)-(4).

Efficiency comparison. We compare the efficiency among our scheme, the Seo-Emura scheme [42,44], the Lee scheme [21],
and the Lee-Lee-Park (LLP) scheme [23] in Table 1. All the schemes meet adaptive security with DKER. Due to the underlying
CS method, the sizes of secret keys and key updates in every scheme except for the LLP RIBE are O (logn) and O (rlog(n/r)),
respectively. On the other hand, the LLP scheme achieves O (log'? n) secret-key sizes and O (r) key-update sizes due to the
underlying layered subset difference (LSD) method [15]. The Lee scheme and LLP scheme achieve asymptotically compact
schemes in the sense that many of parameters consist of a smaller number of group elements. However, those schemes are
based on the composite-order bilinear groups, where each group element requires much larger space to describe than that
of in the prime-order bilinear group in practice for the same security level. We provide the detailed comparison for the 128-

2 Though RHIBE schemes in [18,19,22,31,32,51] were proposed after the initial submission of this paper, they do not meet at least one desired property.
3 It means that each secret key can be re-randomized with fresh randomness.
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Table 1

Efficiency Comparison among adaptively secure RIBE schemes with DKER.

Let |G1], |G|, and |G§¥™| be the bit-length of an element of asymmetric bilinear groups G1, G2, and Gr respectively. Let |G|
and |G;y"'| be the bit-length of an element of symmetric bilinear groups G, and Gt employed in [42,44], respectively. Let |Gy| and
|G§°mp| be the bit-length of an element of symmetric bilinear groups Gy and Gt of composite order N = p1p2p3, where p1, pa,
and p3 are distinct prime numbers, employed in [21], respectively. Let |Z,| and |Zy| be the bit-length of an element of Z, and Zy,
respectively. On 256-bit Barreto-Naehrig curve [1], |G1| = 256, |G| = |Gp| =512, and |G3¥™| = |GP™| = 3072 due to [6]. Note that
|Gy| and \G;‘Jmpl should be much larger so that N cannot be factored. L is the hierarchy depth, n is the maximum number of users,
r is the number of revoked users, and ¢ is the bit-length of identity. For example, if 32 byte e-mail address is regarded as identity, then

£ = 256.
Scheme #mpk #msk #C #sk
Seo-Emura [42,44] (64 0)|Gyp| IGpl 3Gyl + IGF™| (21ogn)|Gp|
Lee [21] (L=1) 8|Gn| +3IGT™| IGnI 4Gn|+IGF™] (2logn)|Gn|
LLP [23] 6/Gn|+11G7™| IGnl 4|Gnl (log"*n)| G|
Proposed scheme 71G1] + 111Gz | + |GF™) 2|Gy| 4G1| + |G| + 1 Zyp) (5logn)|Ga|
Scheme #ku #dk Symmetric or Asymmetric ~ Prime or Composite ~ Assumption
Seo-Emura [42,44] (2rlog(n/r)|Gyp| 3|Gyp| Symmetric Prime DBDH
Lee [21] (L=1) (2rlog(n/r)|Gn| +2|Zn|  4|Gy|  Symmetric Composite Static
LLP [23] 4r|Gy| 3|Gy|  Symmetric Composite Static
Proposed scheme (3rlog(n/)|G;| 6|/G3| Asymmetric Prime ADDH1 & DDH2

bit security in the caption of Table 1. Our scheme is more efficient than the Seo-Emura RIBE in terms of constant-size public
parameters and asymmetric pairings, and other parameters are comparable to those of the Seo-Emura RIBE. In addition, our
proof technique provides a better reduction loss than that of the Seo-Emura RIBE. More precisely, the reduction loss of
our scheme is 0(q1q|7), whereas that of the Seo-Emura RIBE is O (£q%|7T]), where ¢ is the bit-length of identity, q is the
maximum number of queries in the security game, q; is the maximum number of queries before the challenge phase in the
security game, and |7| is the number of time periods in the schemes.

Extension to CCA-secure RIBE scheme. Roughly speaking, the Seo-Emura technique is originally a kind of combination
technique of two specific IBE schemes, the Waters IBE [53] and Boneh-Boyen IBE [3], to obtain RIBE schemes. Ishida et
al. [16] focused on the underlying Waters IBE in the Seo-Emura technique, and applied a transformation from a 2-level
CPA-secure HIBE scheme to a CCA-secure IBE scheme (called the BCHK transformation [4]) to the underlying Waters IBE by
extending it into a 2-level scheme. We can take a similar approach to our RIBE scheme (and hence the underlying modified
Jutla-Roy IBE). As a result, we obtain the first CCA-secure RIBE scheme with short public parameters in prime-order groups.
For details, see Section 5.1.

Extension to server-aided RIBE scheme. Basically, we use the Seo-Emura technique for enhancing both security and ef-
ficiency at the same time. There is another nice feature of using the Seo-Emura technique such that the technique well
harmonizes with variants of IBE schemes since it is a kind of transformation technique from IBE to RIBE. In fact, Qin et
al. [35] have already used the Seo-Emura technique to construct a variant scheme so-called Server-Aided RIBE (SRIBE) that
reduces a burden on users with aids of untrusted server. Qin et al.’s scheme is built on the base of the Seo-Emura RIBE so
that it still has long public parameters. We find that our scheme can be easily transformed to a server-aided scheme and
satisfies all the security requirements introduced by Qin et al. That is, we achieve the first SRIBE scheme with short public
parameter. The detailed construction is given in Section 5.2.

Differences from the conference version [52]. This paper is an extended version of the work published in [52]. In particular,
this version corrects some minor bugs, clarifies some explanations, and contains full details of security proofs including the
generic hardness of a new assumption, which are only sketched in the conference version. We additionally discuss how to
extend the proposed scheme to a chosen-ciphertext secure one and a server-aided one in Section 5.

1.2. Other approaches and subsequent work

Other approaches towards RIBE with all the desired properties. As described earlier, the Lee RIBE [21] and the LLP RIBE [23]
achieve the desired property (1)-(3). One might come up with an approach for achieving (4): applying the conversion [29]
that converts cryptosystems constructed over composite-order groups into one constructed over prime-order groups. Since
their RIBE schemes seem to satisfy applicable conditions for the conversion, we expect to get an RIBE scheme that meets
all the properties via the approach. However, the conversion is not very efficient and the resultant RIBE scheme would be
less efficient than our scheme (in the concrete sense).

Another approach is to devise dual-system-encryption-based IBE schemes that have the secret-key rerandomization prop-
erty. Lee et al. [24-26] proposed digital signature and sequential aggregate signature schemes based on the Lewko-Waters
IBE [28], and the underlying IBE scheme provides the key rerandomization, though the IBE itself was not explicitly described.
Therefore, we might be able to construct an RIBE scheme that satisfies the properties (1)-(4). Note that the resulting RIBE
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scheme would require non-standard but static complexity assumptions called LW1 and LW2, which were introduced in [28],
as in our scheme relying on the ADDH1 assumption.

Subsequent works. After initial submission of this paper, several subsequent papers on RIBE, especially on RIBE schemes
that achieve all the desired properties, were published. Ge and Wei [11] proposed an efficient revocable identity-based
broadcast encryption (RIBBE) scheme, which includes an RIBE scheme with the properties (1)—-(4) as a special case. Their
RIBBE scheme is indeed based on our RIBE scheme, and therefore has the similar efficiency when we see it as RIBE. Very
recently, Emura et al. [9] showed an adaptively-secure RHIBE scheme with DKER from the k-Lin assumption, and it implies
a new adaptively-secure RIBE scheme with all the properties without relying on the non-standard assumption.

1.3. Paper organization

In Section 2, we describe notation and definitions throughout this paper. In Section 3, we propose an IBE scheme, which
is used as the underlying IBE scheme of our RIBE scheme, based on the Jutla-Roy IBE. In Section 4, we show the first
adaptively secure RIBE scheme with DKER and short public parameters in prime-order groups, and some extensions are
discussed in Section 5. We give the proof of ADDH1 assumption in the generic bilinear group model in Section 6. We finally
conclude in Section 7.

2. Preliminaries

Notation. In this paper, “probabilistic polynomial-time” is abbreviated as “PPT". For a prime p, let Z, :=={0,1,...,p — 1}
and Z; = Zp \ {0}. If we write (y1,¥2,...,¥Ym) < A(x1,x2,...,%;) for an algorithm A having n inputs and m out-
puts, it means to input xq,X2,...,X, into A and to get the resulting output y1, ya,..., ym. We write (y1,¥2,..., Ym) <
A9 (X1,X2,...,%;) to indicate that an algorithm A that is allowed to access an oracle O takes X1, x3,...,X, as input and

outputs (y1,¥2,...,¥Ym). If X is a set, we write x<$—X to mean the operation of picking an element x of X uniformly at
random. We use A as a security parameter. M, Z, and T denote sets of plaintexts, IDs, and time periods, respectively, which
are determined by the security parameter A.

Bilinear groups. A bilinear group generator G is an algorithm that takes a security parameter A as input and outputs a
bilinear group (p, G1, G2, Gr, g1, g2, €), where p is a prime, G1, G, and Gt are multiplicative cyclic groups of order p, g;
and g are (random) generators of G and Gy, respectively, and e is an efficiently computable and non-degenerate bilinear
map e : Gy x Gy — Gr with the following bilinear property: For any u,u’ € Gy and v, v’ € Gy, e(uu’,v) =e(u, v)e(’, v)
and e(u, vv') =e(u, v)e(u, v').

A bilinear map e is called symmetric or a “Type-1" pairing if G; = G5. Otherwise, it is called asymmetric. In the
asymmetric setting, e is called a “Type-2" pairing if there is an efficiently computable isomorphism from G, to Gy. If
no efficiently computable isomorphism between Gi and G, is known, then it is called a “Type-3" pairing. Throughout
this paper, we focus on the Type-3 pairing. Type-3 is the most efficient setting since compared to Type-1, the size of
representation of G; in the Type-3 setting is smaller and whole operations in the Type-3 setting are more efficient; and
compared to Type-2, the size of representation of G, in the Type-3 setting is smaller and group operations in G in the
Type-3 are more efficient. For details, see [10].

KUNode algorithm. To reduce costs of a revocation process, we use a binary tree structure and apply the following KUNode
algorithm as in the previous RIBE schemes [2,30,42]. KUNode(BT, RL, T) takes as input a binary tree BT, a revocation list
RL, and a time period T € 7, and outputs a set of nodes. When 7 is a non-leaf node, then we write 1, and ng as the
left and right child of n, respectively. When 7 is a leaf node, Path(BT, ) denotes the set of nodes on the path from n
to the root. Each user is assigned to a leaf node. If a user who is assigned to n is revoked on a time period T € T, then
(n, T) € RL. KUNode(BT, RL, T) is executed as follows. It sets X :=@ and )Y :=@. For any (1;, T;) € RL, if T; < T then it
adds Path(BT, n;) to X (i.e., X := X UPath(BT, 1;)). That is, KUNode adds at most rlogn nodes to X where r =|RL| and n
is the number of leaves of BT. Then, for any n € X, if n; ¢ X, then it adds n; to V. If ng ¢ X, then it adds ng to ). That
is, KUNode adds at most rlogn nodes to ). Actually, due to the result of [33], the size of ) is O (rlog(n/r)), and the time
complexity is O (loglogn). Finally, it outputs Y if ) #@. If J =@, then it adds root to )’ and outputs ).

Revocable identity-based encryption. An RIBE scheme IT consists of seven-tuple algorithms (Setup, SKGen, KeyUp, DKGen,
Enc, Dec, Revoke) defined as follows: For simplicity, we omit a public parameter in the input of all algorithms except for
the Setup algorithm.

- (mpk, msk, RL, st) < Setup(x, N): A probabilistic algorithm for setup. It takes a security parameter A and the maximum
number of users N as input and outputs a public parameter mpk, a master secret key msk, an initial revocation list
RL=¢ and a state st.
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(skz, st) < SKGen(st, I): An algorithm for private key generation. It takes st and an identity I € Z as input and outputs

a secret key sk; and updated state information st.*

- kur < KeyUp(msk, st, RL, T): An algorithm for key update generation. It takes msk, state st, a current revocation list RL,
and a time period T as input, and then outputs key update kur.

- dky p or 1L < DKGen(skz, kur): A probabilistic algorithm for decryption key generation. It takes sk; and kur as input
and then outputs a decryption key dkr r at T or L if I has been revoked by T.

- C1,r < Enc(M, I, T): A probabilistic algorithm for encryption. It takes M € M, I €Z, and T € T as input and then
outputs a ciphertext Cr .

- M or L < Dec(dks r,Cr r): A deterministic algorithm for decryption. It takes dkr r and Cr r as input and then outputs
M or L.

- RL < Revoke(I, T, RL,st): An algorithm for revocation. It takes (I,T) € Z x 7, the current revocation list RL, and a

state st as input and then outputs an updated revocation list RL.

In the above model, we require that IT meets the following correctness property: For all security parameter A € N,
all (mpk, msk, RL, st) < Setup(A,N), all M e M, all T e€Z, all Te T, if I is not revoked on T € 7T, it holds that
M = Dec(dkz , Enc(M, I, T)), where dk: t < DKGen(SKGen(st, I), KeyUp(msk, st, RL, T)).

We describe the notion of indistinguishability against chosen plaintext attack (IND-RID-CPA). Note that this notion also
captures DKER, which was introduced by Seo and Emura [42], and this security model is the strongest known one. Let A
be a PPT adversary, and .A’s advantage against IND-RID-CPA security is defined by

(mpk, msk, RL, st) < Setup(A, N),

(M, M%, 1%, T, state) < A% (find, mpk),
AdVEDCPAGL N) = [Pr | D'=Db | 2 0, 1), -

Cls pv < Enc(Mj, T*, T%),

b’ — A (guess, C}. ... state)

Here, O is a set of oracles {SKGen(-), KeyUp(-), Revoke(-, -), DKGen(-, -)} defined as follows.

SKGen(-): For a query I €Z, it stores and returns SKGen(st, I).

KeyUp(-): For a query T € T, it stores and returns KeyUp(msk, RL, st, T).

Revoke(-,-): For a query (I,T) € Z x T, it updates a revocation list RL by running Revoke(I, T, RL, st).

DKGen(-,-): For a query (I,T)€Z x T, it finds skr and kur generated by the SKGen and KeyUp oracles, respectively (if skt
has not been generated yet, DKGen executes (skz, st) <— SKGen(st, I)).°> DKGen returns DKGen(skz, kur) and stores
it unless it is L.

The above oracles represent the following realistic threats and situations: SKGen represents the collusion among users as
in ordinary IBE. A can access KeyUp since key updates are broadcasted by the KGC. The reason why .4 can access Revoke
is an RIBE scheme should be secure against any situations in terms of the revocation list. DKGen represents decryption key
exposure.

We then impose the following restrictions on .A. Specifically, the first three restrictions are placed to take into account
practical situations, and we circumvent some trivial attacks by the other restrictions.

. KeyUp(-) and Revoke(-, -) can be queried at a time period which is later than or equal to that of all previous queries.

. Revoke(-, -) cannot be queried at a time period T after issuing T to KeyUp(-).

. DKGen(-, -) cannot be queried at T before issuing T to KeyUp(-).

. A is allowed to issue I* before T*. However, if I* was issued to SKGen(-) at T < T*, then (I*, T) must be issued to
Revoke(-, -) such that T/ < T < T*.

5. (I*, T*) cannot be issued to DKGen(-, -).

A WN

Definition 1 (IND-RID-CPA). An RIBE scheme IT is said to be IND-RID-CPA secure if for all PPT adversaries A,

AdvEPCPA(L, N) is negligible in A.

3. The basic IBE scheme

We begin with reviewing Seo and Emura’s approach for transforming IBE to RIBE [42]. Although their approach is not
generic, it seems quite broadly applicable to the other IBE schemes. We find some requirements for applying their technique.

4 We consider the SKGen algorithm in the sense of history-free RHIBE [47,48], i.e., the algorithm takes st, rather than msk, as input.
5 Contrary to sk, kury is already stored by the KeyUp oracle due to the restrictions on the oracles.
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Then, we propose an IBE scheme satisfying such the requirements, which has short public parameters and over prime-order
bilinear groups.

Seo and Emura constructed an RIBE scheme based on the Waters IBE [53] and provided a security reduction to the Waters
IBE. In the reduction, almost all queries can be easily simulated due to the adaptive security of the underlying Waters IBE.
The most non-trivial part in the reduction is simulating decryption keys for (I*, T), where I* is the target identity, since the
security of usual IBE schemes does not handle this case related to I*. To this end, Seo and Emura employed two techniques;
the Boneh-Boyen technique [3] and secret-key re-randomization.

The Boneh-Boyen technique is originally for selectively secure scheme®; that is, if the simulator knows the target (time
T* in our case) in advance, then the simulator embeds it into public parameters so that the simulator can simulate all the
other queries not related to T*.” The Boneh-Boyen technique enables the simulator to compute decryption keys for (1*,T)
with biased distribution, where T is not the target time. The secret-key re-randomization can resolve the biased distribution
by forcing that all decryption keys have uniform randomness.

From the above interpretation, we find two requirements for the input IBE; (1) the secret-key re-randomization prop-
erty and (2) applicability of the Boneh-Boyen technique. The latter requirement can be further segmentalized. (2-1) Each
component of a secret key contains at most one component of a master key and (2-2) each component of the master-key
is available in the public parameters in some form of elements in source-groups (of bilinear groups). The former is due
to that the Boneh-Boyen technique can extract at most one master-key component from each secret-key component. The
latter is due to that in the security reduction the master-key is embedded into key updates that consist of only elements in
source-groups by using the master-key-related public parameters.®

The Waters IBE satisfies all the above requirements, but most of dual-system-encryption-based IBE schemes in prime-
order groups do not. For example, the first scheme by Waters [54] and almost all of the IBE schemes using dual pairing
vector spaces (DPVS) (e.g., [29,6]) do not satisfy any requirement, in particular, the public re-randomization requirement.

3.1. Modified Jutla-Roy IBE

We employ a modified version of the Jutla-Roy IBE [17] (and its variant [38]). The original scheme satisfies two require-
ments (1) and (2-1). In this subsection, we modify the Jutla-Roy IBE to additionally satisfy the requirement (2-2).
The master key of the Jutla-Roy IBE is (yo, Xo) € ZIZ,. To get a basic IBE scheme for our RIBE scheme based on the Jutla-

Roy IBE, we add the master key in the forms of elements in G; and G, with a random mask g € Z, respectively, to

the public parameters. Specifically, we add four group elements (x; := glﬂ(_’“’“”“), g’zq’ﬁ,g%’“ﬁ, g;/ﬂ) to the original public

parameter. However, we then cannot apply the original security proof of the Jutla-Roy IBE, and so we add a new twist to
the proof. The modified Jutla-Roy IBE ITjx =(Init, KeyGen, IBEnc, IBDec) is constructed as follows.”

— Init(A): It runs (G1, Go, Gr, p, g1, &2, €) < G. It chooses Xg, Yo, X1, Y1, X2, Y2, X3, ¥3 <$—Zp and «, B & Z, and sets

. —Xpo+ . —X10+y1 . —X0+Y2 . —X300+Y3 . B(—xo+Yo)
z:=e(g1, &) X% Uy =g , Wii=g; , hi=g] . X1 =8 .

It outputs

1
PP:= (g1 g% ur. wi.hi. x1.82. 85 . 85. 850 85", 83%. 8. 2. 85 . 83°0 . g3,

MK :=(g3°, 8,").

- KeyGen(PP, MK, I): Parse MK as (d},d,). It chooses r <$— 7, and computes

r —r
Dyi=(g), Dy =di((@)e) . o=@, Dy=dy((@)'gy) . D3i=gb.
It outputs SKy := (D1, D, D2, D}, D3).
- IBEnc(PP, I, M): It chooses t, tag <$— Zy. For M e Gr, it computes

t
Co:=MZ, Cri=gl, Cpi=(g%), C3:= (u{wfaghl).

It outputs C := (Co, Cq, C2, C3, tag).

6 Although our goal is adaptive security, the polynomial reduction loss enables one to use the selective security technique in terms of (polynomial-size)
time period.

7 Although the decryption key (I*,T) is related to the target identity I*, it is not related to T* so that the Boneh-Boyen technique is applicable.

8 In (usual-but-not-all) pairing-based IBE schemes, private keys consist of elements in source-groups. Since both key updates and secret keys of RIBE are
materials for decryption keys, they also should consist of source-group elements.

9 The syntax of IBE is given in Appendix A.
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- IBDec(PP, SK+, C): Parse SK; and C as (D1, D’1, Ds, D’2, D3) and (Cy, Cq1, Ca, C3, tag), respectively. It computes
_ Coe(C3, D3)
e(C1, D1*9D})e(C2, D329DY)

We show the correctness of ITj. Suppose that sk; = (D1, D}, D2, D, D3) and C = (Cg, C1, C2, C3,) are correctly gener-
ated. Then, we have

Coe(C3, D3) Me(g, g2)( "Moo +yolt (gﬁ(l(f"””y Ditag(-raty2)aatys) or)

e(C1, D*]cagD/])e(C27 DtagD/z) e(gl yzrtag+yo+r(y1l+y3)) e(g xzrtag Xo— r(x1I+X3))

Me(g:, g2)( 00"
gl g)e(gdt, g, )

3.2. Proof of security

We describe complexity assumptions used for proving the security proof of the modified Jutla-Roy IBE.

First, we give the definition of the decisional Diffie-Hellman (DDH) assumption in G; and G, which are called the DDH1
and DDH2 assumptions, respectively. We say that the SXDH assumption holds if both the DDH1 and DDH2 assumptions
hold. Let A be a PPT adversary and we consider .A’s advantage against the DDHi problem (i =1, 2) as follows.

=(p,G1,G2,Gr, 81, 82.€) < G,
AVIPHI(3) = |pr | b/ =D €1.62 & Zp. b - (0.1), ; -
' ifb Othen Z := gflcz else Z < Gy, 2
b« A\, D, gl ,gl 2.7)

—_

Definition 2 (DDHi assumption). The DDHi assumption relative to a generator G holds if for all PPT adversaries .4, AdvDDH’ (9]
is negligible in A.

Definition 3 (SXDH assumption). We say that the symmetric external Diffie-Hellman (SXDH) assumption relative to a gener-
ator G holds if both the DDH1 and DDH2 assumptions relative to G hold.

We then introduce a new assumption based on the DDH1 assumption, which is called augmented decisional Diffie-Hellman
assumption in G1 (ADDH1 for short). Let A be a PPT adversary and we consider A’s advantage against the ADDH1 problem
as follows.

= (p, G1 Gz,GT g1, 82, 6) <~ G,

d C1,C2 (—ZP,C3 <—ZX b {0 1} 1
AdvgPRM (W) = |Pr| b’ =b - ——.
ifb=0then Z := g{'?, elseZ<—G1, 2

dC3 C2C3 dC3

1
b < A(. D, g\ 877, 817, 85,877, 85,8, 2)

Definition 4 (ADDH1 assumption). The ADDH1 assumption relative to a generator G holds if for all PPT adversaries A,
AdvgPOH (3) is negligible in 2.

This assumption is similar to the DDH2v assumption (“v” stands for “variant”), which was used for constructing the
Lewko-Waters IBE [28] in prime-order groups in [36]. Similarly, we can also consider the DDH1v assumption.!’ The au-
thors of [36] argued that the DDH2v (resp., DDH1v) assumption is the minimal assumption when one tries to put some
information about cq or ¢, in an instance of DDH1 (resp., DDH2) while staying in the hardness of the problem. We define
the ADDH1 problem by removing g] from the DDH1v problem and adding gdc3 and g;/ . Therefore, we may say this new
assumption is also a not-so-strange one. Actually, we prove the security of this assumption in the generic bilinear group
model as follows. We postpone the formal proof to Section 6.

Theorem 1 (Informal). Let A be an algorithm that attempts to solve the ADDH1 problem in the generic group model. A makes at most

q queries to the oracles computing the group actions in G1, Gy, and G, and the bilinear map e. Then, the advantage € of A in solving
the problem is bounded by € < 3(q + 11)2 /4p.

10 We give the formal definition of the DDH2v and DDH1v assumptions in Appendix A.2.
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We prove the security of ITjz under the above assumptions.
Theorem 2. If the ADDH1 and DDH2 assumptions hold, then the resulting modified Jutla-Roy IBE I is IND-ID-CPA secure.

Proof. Our security proof is the same as that of the Jutla-Roy IBE except that we have to care the extra terms

(X1, g;o’g, g%"’ﬂ, g;/ﬂ) that were added to their scheme. We replace the DDH1 assumption of Jutla-Roy’s proof with “DDH1

with the additional instance”, the ADDH1 assumption, in order to treat these extra terms. More specifically, we need the
ADDH1 assumption in the proof of indistinguishability of the semi-functional challenge ciphertext and the random element
in the ciphertext space (see Lemma 3 for details).

We first describe how semi-functional ciphertexts and secret keys are generated as follows.

Semi-functional ciphertext: Parse a normal ciphertext C as (Cg, Cy, Cy,C3,tag). A semi-functional ciphertext C =
(Co, Cq, C3, C3, £ag) is computed as follows:

Co 1= Coe(g1, g2) ™H = Me(gy, gp) 0@ Fyol

Cq:=0C,

Cy= ngf = g?tﬂt,

~ —u
S (CORCr
— C3g1—lL(X1I+X2tag+X3)

—(at+p) (X1 I+x2tag+x3) _t(y1I+y2tag+ys)
1 1 ’

=8 g

and fag := tag, where u <$— Z;. Note that the master key g;XO is needed to generate the semi-functional ci-
phertext.

Semi-functional secret key: Parse a secret key SK: as (Dl,D’l,Dz,D’Z,D3). A semi-functional secret key SNKI =
(D1, D}, D3, D%, D3) is computed as follows:

~ +
Di:=Digy =g,

~ +r(Ty1+y3)+
D/1 — D/lg;/d’ g%’o r(Iy1+y3)+y¢

’

- _r —rp—L
D2::D2g2a:g2 “,

Yo e
Rr o e X (IX+x3)— G-
Dy:=Dyg, “ =8, ;

D3 := D3,

1
where ¢ & Zp and y & Z;. Note that in order to generate the semi-functional secret key, g5 is needed in
addition to the public parameter.

A semi-functional ciphertext for I can be decrypted with a secret key for I. This fact can be easily checked by

_ — I+x2tag+
e(g1, ga) oke(g NIRRT )

e(gy’. D;*9D5)

=1g;,

where 1¢, is an identity element of Gr. Also, a normal ciphertext can be decrypted with a semi-functional secret key
since it holds

~Ltag Y2
e(C1,2)*9g) Me(Ca, g, * g, ) =1g,.

We define the following games:

Gamepgegi: This is the same as the IND-ID-CPA game.

Gameg: This is the same as GameRreg except that the challenge ciphertext is semi-functional.

Gamey, (1 <k <q): This is the same as Gamey except for the following modification: Let g be the maximum number
of identities issued to the KeyGen oracle, and I; (1 <i <q) be an i-th identity issued to the oracle. If queries
regarding the first k identities I1,..., I are issued, then semi-functional keys are returned. The rest of keys (i.e.,
keys for Ipyq,..., Ig) are normal.
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Gamerinai: This is the same as Gamey except that the challenge ciphertext is a semi-functional one of a random element
of GT.

Let Srea, Sk (0 <k <q), and Sgina be the probabilities that the event b’ = b occurs in Gamegea, Gamey, and Gamerinal,
respectively. We have

q
AV CR (M) < [Smeal — Sol + Y ISi—1 — Sil + |Sq — Srinal| +
i=1
Obviously, |Sgina — 1/2] = 0. The rest of the proof follows from the following lemmas.

2

SFinal — —‘-

Lemma 1. |Sgea — So| < 2Advg?gl (1)

Proof. At the beginning, a PPT adversary B receives an instance (g1, g? , g?, g2, Z) of the DDH1 problem. Then, B randomly

chooses xg, yo, X1, Y1, X2, ¥2, X3, J3 <$; Zp and B <$— 7%, and creates
zi=e(g]', g2) e(g1, )0, uri=(g) Mg, wii=(gi) e}, hii=(g) g, 1= (g5 P g.
1
B sends mpk := (g1, 8%, u1, w1, h1, 1. 82. 85, &5°. & &5 - 852, 8. Z, gfxo,ggyo,gf) to A. Note that B knows a master
key msk := (g3°, g,"°) and we implicitly set o :=cy.

KeyGen oracle. 3 can simulate the oracle since B knows the master key.
Challenge. B receives (Mg, M7, I*) from \A. B chooses d & {0, 1}. B chooses tag* & Z, and computes
C = Mie(Z, g2) e(g?, £2)Y°, C:=g, Ci:=2Z, C:=z MT xtagi—x gyl tyrag+y;

B sends C* := (C§, Cy, C3, (5, tag®) to A
If b =0, then the above ciphertext is normal by setting t :=c,. If b =1, then the above ciphertext is semi-functional
since it holds

Ch=Mje(gy, g2) 0TI = Me(gy, gy) H0@HHIIHYOL
c1C2+ ot+
C;:g112 M:g] M,

—(C162+ 1) (%1 I*+X2ta9*+xs)gcz(y1 I*+yatag*+ys) _
1 =

Ct— —(at+p)(x1 T +xatag*+x3) _t(y1I*+yrtag*+ys)
3=81 &1 .

&1

After receiving d’ from A, B sends b’ =1 to the challenger of the DDH1 problem if d’ =d. Otherwise, B sends b’ =0 to
the challenger. O

Lemma 2. |Si_q — Si| < 2Advg?§2(k) foreveryke{1,2,...,q}

Proof. At the beginning, a PPT adversary B receives an instance (g1, g2, g? , ggz, Z) of the DDH2 problem. Then, B randomly

chooses xg, yo, X}, ¥, Y1, X5, X5, ¥4, ¥4 52 Zy and o, B 53 Z%, and (implicitly) sets

.:x6+yo X .:x’1+y1

!/ 1
X0 : oc , Where y1 :=y] + 27,
/ /
Xy +C2 X3+ Y3
. 2 . . 3 . / ”
X .=T, Y2 :=C, X3:= , where y3 :=y3 4+ C2y3.
B creates
. —X ™ R e Y
z:=e(g1,8)7 0, up:=g, ", wii=g; %, hii=g, 7’ xi:=g, ",
J / J
X1 ._ P S N (N S OO 2ol oy o
& =8 (gz)o‘ , & =8 (gz) » &) =8y (gz )e, & =8,
X3+V5

- y[))/ VA 7"
=8 &7, & =8 &)

1
B sends mpk := (g1, 8%, u1, w1, h1, X1, 82, 85 €52, 85, 83", 83°. 8,2, 85°°, g5, g}’ ) to A. Note that B knows a master
key msk := (g3°, g,°°).
KeyGen oracle. Let I; (1 <i <gq) be an i-th identity issued to the oracle. B creates k — 1 semi-functional keys, and embeds
Z into the k-th keys. The rest of keys are normal.
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Casei < k: B creates and returns semi-functional keys. Since I3 knows the master key and «, B can create semi-functional
keys.

Casei=k: B creates a semi-functional key by embedding Z as follows: B computes

D] = Z,
D} = g3° (g5 WIS Z TS,
1

! T

D= ((g5)%2) °.

X/ I / / J / v v

2 KXty P33ty Yo Iy +y3

D)y =g, “ (g5')" @ g 7@,
D3:=gy'
=g5.

B sets SKy, := (D1, D}, D2, D), D3). If b =0, then it is easy to see that the above keys are normal by setting
r:=cy. If b=1, then the above ciphertext is semi-functional since it holds

. c102+y yar+y
D] =Z = gz = g2 s
D} :=g}0 (g5 Y5 ZTyi Y
_gyo+q(Ik(y’l+Czy3’)+yg+62y’3’>gy(Iky’{ﬂ';’)
—o2 2
Yo+r(Iky1+y3) ,V¢
=85 : g

q (x’2+c2) Ly

/ 7% L _ _Y
D, ::((g?)XZZ) =g, ° g°=g rx2g2 @

/

X, J / / / 4 4
_% Ik +ypP+x3+y3 Yo Iky1+ys3
! o y———— a _—
Dy :=g, “ (&) @ g “Z o
(ool (T () HY oy D ety toy))  y @y iy
=g2 o . g2 o
vo
_ X0 T(Igx1+x3) .~ G
=8, g

where Z := gglcﬁy, r:=cq, and ¢ := I y{ + yj. Since y| and y} are chosen uniformly at random, ¢ is also
uniformly distributed.

Casei > k: B creates and returns normal keys by using the master key.

Challenge. B receives (Mj, M7, I*) from .A. B chooses d <$— {0, 1}. However, B cannot create a semi-functional ciphertext

for 1* without knowledge of ¢, (and hence y; and ys3). To generate the semi-functional ciphertext without the knowledge,
B sets

tag':=—I*y] — yj.
Since y| and yj are chosen uniformly at random, probability distribution of tag® is also uniformly at random from A’s

view. Then, B chooses t 2 Z, and p 2 Z, and computes

Co =Mgz'e(g1, g2) 7 = Mje(g1, go) 0L,

~k .t

Cl =g,

CF . g¥ttH

G =g

@k :=(u{ th{;g*hl)tg]—%(I*(x’1+y/1)+x’2t’§g*+x/3+y’3)

(T W . g K ey )RS () Ha Y ey YRS YY)
=\t Wy T m) -8 &

:(urWfavg*hl)tg]—ﬂ(l*xwt?g*xzﬂa).
B sends C* := (C3, C}, C3, C%, £ag™) to A.

After receiving d’ from A, B sends b’ =1 to the challenger of the DDH2 problem if d’ =d. Otherwise, B sends b’ =0 to
the challenger. O
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Lemma 3. |Sq — Sfinal < 2Adv§?§”l ).

1
Proof. At the beginning, a PPT adversary B receives an instance (g1, g9, g5, 82, g5, g%, g%, g4, g,% , Z) of the ADDH1

problem. Then, B randomly chooses x1, X2, X3, 1. ¥5, ¥4 & Zp, and o & Z, and (implicitly) sets
X0 =02, Yo:=d, yo:=Xo+Yyg, Y1:=x10+ Y],
Y2:=X0 + Y5, Y3i=xX30 + Y5,
B:=c3, Bxo:=cac3, Byo:=PXox + yy) =cac3 +dcs.
Then, B creates
zi=e(g g =e(@ e, ui=g]', wii=gl*, hi=g],

/ 1 1
di By di B c
xi=g17 =g g0 =85 g =78, &f =g,

1
B sends mpk := (g1, 8%, u1, w1, h1, x1, 82, 85, g2, g%, g3', g2, 2%, 2, 6%, g0, ¢) to A. Note that B does not know a

master key msk := (gi’o, gz_x").

KeyGen oracle. When receiving a query I, B chooses r, ¢’ & Z, and y <$— 7, and (implicitly) sets

alp’ —xo— (x1I+x3)r)
= ¢ y( (hence ¢’ =xg + (X1 T + Xx3)r + %(p).
¢ is randomly distributed from .A’s viewpoint due to ¢’, and note that B does not know the value of ¢. Then 3 computes
+
Dy := g%m v,
d Vi I+yr+ad’
1=88 "
. gxoa+y£,+(()<1a+y’1)I+X3oz+y’3)r+y¢
= &2
_ gYot(yiI+y3)r+y¢e
=83 )
oY
D2 = gz 2 ¢ ’
—¢ 7x07(x11+)<3)r7m
D) =g, v = 53 “,
D3 := gg.

B sends SK; := (D1, D}, D3, D), D3) to A.
Challenge. B receives (Mg, M7, I*) from \A. B chooses d <$— {0, 1}. B chooses t, tag™* <$— Z, and computes
Co:=Mj-e(g1.89)'e(Z. 827" CT:=gi. C3=gf'g]",
* t * _ *_ *
C;: = (u% W]ag h])l’(gql) X1I"—Xxytag X3.

B sends C* := (Cj, (T, C5, (3, tag®) to A.
If b =0, then the above ciphertext is semi-functional one of M} by setting w :=cy. If b =1, then the above ciphertext is
semi-functional one of a random element of Gt since it holds

Ch =M - e(g1, g)Yol k=T
= Mjj - e(g1, go) o HYoITROTY
= M; -e(g1, g2) 0TI ole(gy, go) T
—=R. e(gl , g2)7X0(at+M)+J’0t’
where R = Mje(g1, g2)~".
After receiving d’ from A, B sends b’ =1 to the challenger of the ADDH1 problem if d’ = d. Otherwise, B sends b’ =0
to the challenger. O

Proof of Theorem 2. From Lemmas 1-3, we have Adv'l.E[’J;CZ{\()L) < 2AdvEPHT () + 2q - AdVEPE (M) + 2AdvPRT () <
4AdvEPRT (1) +2q - Adnggz(k). ]
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4. Our construction

We construct an RIBE scheme based on the original Jutla-Roy IBE, and prove that the security of the proposed scheme
relies on that of the modified Jutla-Roy IBE. An RIBE scheme IT =(Setup, SKGen, KeyUp, DKGen, Enc, Dec, Revoke) is
constructed as follows.

- Setup(x, N): It runs (G1, G2, G, p, g1, 82, ) < G. It chooses X, yo, X1, Y1, X2, ¥2,X3, ¥3,X4, Y4, X5, Y5 32 Zy and 32
Z;, and sets

xX1+y1 . —X20+Y2 —X30+Yy3

z:=e(g1,82) OV Uy =g wyi=g, , h1=g

. —X40+y4 o o, —X50+Y5
Vii=8 , V1i=84 .

Let BT be a binary tree that has N leaves, where N is a power of two for simplicity. It outputs

. o 5 X X X Y1 Y2 Y5
mpk := (g1, g7, ur, wi,h1,vi, V1,82, 85,85, .. 85°. 85 -85, 85, D),
(Y0 X0
msk:=(g3",8,"),

st:=BT, and RL:=0.
- SKGen(st, I): Parse st as BT. It randomly chooses an unassigned leaf 1 from BT, and stores I in the node 5. For each

node 6 € Path(BT, n), it recalls Py if it was defined. Otherwise, it chooses Py <$— G and stores Py in the node 6. Then,
it chooses rg <$; Z, and it computes

Ty
SKi = (g]1)", SKj = Po((&))78)") .

_ Ty
SKp 0 1= (&)1, 8K 4= Po((@3)1E}) . SKag =gl

It outputs skr := {(SK1,9, SK; 5, SK2,0, SK; 4, SK3,0)}cPath(aT,n)-
- KeyUp(msk, st, RL, T): Parse msk as (MKj,MKjy). For each node 6 € KUNode(BT, RL, T), it recalls Py if it was defined.

Otherwise, it chooses Py <$— G and stores Py in the node 6. It chooses sy <$— 7, and computes
/ . yayT 5\
KUp o 1= Py 'k ((8)78)°)
;o -1 xanT x5\ 50 . s
KU, 4 1= Py MK2((85")" &) , KUz g :=g,".

It outputs kur := {(KU] 4, KU 4, KU3 9)}gcKUNode(BT, RL.T)-

- DKGen(skz, kur): Parse sk: and kur as {(SKL@,SK’w,SKz,g,SK’zﬂ,SK3,9)}9€@5K and {(KU/w,KU’Z’Q,KUg,g)}ge(_)KU, re-

spectively. It outputs L if ®gx N Ogy = @. Otherwise, for some 6 € Og N Oy, it computes as follows. It chooses
RS Zp and computes

DK; := SK1,0(g3°)",

/ / 7 Y1\I ,V3 R Ya\T ;Y5 S
DK = SKl,eKUl,(a((gz )8 ) ((g2 )" & ) g
DKy := SKa,9(g5) K,

/. / / X]IX37R X4TX57S
DKj := SKj 4KUj 4 ((85')" &5 (8°)7°8°)
DK3 := SK3 ggx, DKy:=KU3,85.

It outputs dkr 1 := (DKq, DK}, DK2, DK}, DK3, DKy).

- Enc(M, I, T): It chooses t, tag & Z,. For M € Gr, it computes

t
Co:=Mz', Ci:=g}, Cr:=(g])", C3:= (U%Wiaghl) . Cqi=(vivD)h

It outputs C1 r := (Co, C1, C2, C3, C4, tag).
- Dec(dky,r, Cy,7): Parse dkr ¢ and Crr as (DKp, DK}, DKy, DK), DK3, DKg) and (Co, Cq, C2, C3, C4, tag), respectively. It
computes

Coe(C3, DK3)e(C4, DKy)
e(C1, DK; DK} )e(Ca, DK, 7DK}) |
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- Revoke(I, T, RL, st): Output RL:=RLU{(I,T)}.

We show the correctness of our RIBE scheme IT.

First, we show the correctness of the DKGen algorithm. Parse sk; and kur as {skg}oco,, = {(SK1,0, SK’M, SKz.9, SK’M,
SK3,0)}ocoy and {kugloco,, = {(KU/LQ, KU’M, KU3,0)}0c@,, Tespectively. Let ry and sg be internal randomness of skr and
kur, respectively. For any 6 € ®gx N Oy, we have

DK := SK],e(g%/Z)R = (gﬁz)“r@ = (ggz)R’

oK, :=SK/],0KU/W<(g o y3) <(gy4)Tgys>5

A (0 “) ()
e (@rer) (e
DK; = SKp,4(gf2) R = (g82)"®+10) = (gh2) R,
DK := SK’Z’QKU’Z,(Q((g )t X3) ((gﬁ“)Tgﬁs)_s

=g (@'gy) (R“g)((g"‘*)Tg’z‘s) o

—5 (@) (@) g

. R R+ R
DK3:=SK308) =&, ' =&

S+s S
DKy —KU39g2 =8 0 =g,

where R, S <$—Zp, R:=R+rg and S:=S+s,.

We then show the decryption correctness. Suppose that dkr r is correctly generated as above. Parse dk; r and Cy r as
(DK1, DK}, DK2, DK}, DK3, DK4) and (Co, C1, Ca, C3, C4, tag), respectively. Then, we have

Coe(C3, DK3)e(Cy, DKyg)
e(C1, DK, °DK})e(Cz, DK;?DK))

t(I(—x1e+y1)+tag(—xa+y2)—x30+y3) R

=M -e(g1, gz)(—xoa+yo)t e(g _ § ’g2)

yo+y2Rtag+yo+R(Iy1+y3)+S(Ty4+y5)

e(gl. g )

t(T(—x40+y4)—X500+ S
e(g 40+ 4)—X5 YS), gg)
Rt R(1x1+ S(Txa+

e(g] . & —Xp—X2Rtag—xo—R(IX1+x3)—S(Tx4 Xs))

M -e(g1, gz)(—xoa+J’0)f
T oe(gl, g)%e(g, g,

The security of the above construction is given as follows.
Theorem 3. [f the ADDH1 and DDH2 assumptions hold, then the resulting RIBE scheme I1 is IND-RID-CPA secure.
We show the following lemma, and we obtain Theorem 3 as a corollary of the lemma.

Lemma 4. The proposed RIBE scheme T is IND-RID-CPA secure as long as the modified Jutla-Roy IBE Tlyk, which is described in
Section 3.1, is IND-ID-CPA secure.

Proof. We construct a PPT algorithm B which breaks the IND-ID-CPA security of the modified Jutla-Roy IBE Il using a

PPT adversary A which breaks the IND-RID-CPA security of II.
1
At the beginning, 3 receives a public parameter PP = (g1, g5, u1, wy, h1, X1, 82, gﬁ‘,gil,g’z‘z, g§3, gf,z, 2’ ,g§°’3, gz'g )-
BB guesses what time period T* will be submitted from .4 in the challenge phase, and it holds with probability 1/|7|. Once
B finds the guess wrong, it terminates the simulation and outputs a random bit b’. We assume B’s guess is right in the rest

of the proof. B creates BT with N leaves. B chooses X, X, y, y & Z, and (implicitly) sets
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Xg=Pxo+X Xs=—T"Bxo+X, ya=pByo+y, ys=—T"Byo+7J,
— X400 + Y4 1= B(—Xo + Yo) — X+ Y,
— X500 + Y5 := —T*B(—Xox + yo) — aX + J.

Then, B computes

& =88 & =E""g & =88, & =e"""g
— + 3y v N — + _mk Y.
vi=g M = e e =g T =0T @) e
B sends mpk := (g1, 8%, u1, w1, h1,v1, 91,82, 85, 852, ... 8. 83", &%, ... 8", D) to A

B guesses whether an adversary .4 will issue the target identity I* to the SKGen oracle, and when it will issue I* to
the (SKGen and) DKGen oracle. More precisely, let q; be the maximum number of identities issued to the SKGen and DKGen
oracles before the challenge phase. B randomly guesses (k*,i*) € {1,2} x {1,2,...,q1,q1 + 1}. k* =1 denotes that A issues
a query I* for skr«. Note that when k* =1, I* is revoked before the target time period T*. k* =2 denotes that .A never
issues a query I* for ski~ during the game. i* € {1,2,...,q1} denotes that A first issues I* to B at the i*-th identity in
their queries (before the challenge phase). i* =q; + 1 denotes that A issues a query I* for ski« after the challenge phase.
In the following, for convenience we call a type-k* adversary as in [42]. Furthermore, we classify these adversarial types
more specifically according to the value of i*: A is said to be a type-k*-a adversary if i* € {1,2,...,q1}; and a type-k*-b
adversary if i* = q; + 1. Once B finds the guess wrong, it terminates the simulation and outputs a random bit b’. In the rest
of the proof, we assume B’s guess is right. It holds with probability 1/2(q; + 1).

Type-1-a and type-1-b adversary. The difference of simulations between the type-1-a and type-1-b adversaries is just a way
of simulating the SKGen and DKGen oracles. When A is the type-1-a or type-1-b adversaries, 3 simulates the oracles as
follows. B first chooses a node n* for a target identity I* of BT uniformly at random in advance.

SKGen and DKGen oracles for the type-1-a adversary. Suppose that B receives a j-th identity I as a secret key query I or a
decryption key query (I, T) from .A. BB then returns a secret key skr or a decryption key dk: r as follows.

Case j <i*: B first transfers I to the KeyGen oracle of the IND-ID-CPA game of Iy, and gets SK; := (D1, D), D2, D}, D3),

if B does not have it. B randomly chooses an unassigned leaf 1 (# n*) from BT and stores I in the node 7 if it is
not done.

SKGen oracle: For each node 6 € Path(BT, 1), B recalls Py if it was defined. Otherwise, it chooses Py <$; G, and
stores Py in the node 6. For 6 € Path(BT, 1), if 0 ¢ Path(BT, n*), then B chooses ry & Z, and computes

Ty
SK1,6:=D1(g")", SKj4:= PaDﬁ((gi’l)Ig%@) ,

hy
SKz.0 1= Da(g}) ™, K5 1= PaD)((&)7})
SK3,9 := D3g£9.

Otherwise, B chooses ry <$— Z, and computes
Yanr, / yinT 3\
SK1.0 1= (85", 5K} 5= Po((8))78)")

-
SKp.0 1= (€)1, 5Ky 0= Po((&])78))
SK3:=gy .

It stores and outputs sk := {(SKy 0, SK/LQ, SK2.9, SK’M, SK3,0)}oePath(sT, 1)-

DKGen oracle: 13 creates and stores skt as above if I is first issued to the SKGen and DKGen oracles (otherwise, B
uses the stored sk;), and runs DKGen algorithm. Note that .4 had to issue T to the KeyUp oracle before
issuing the decryption query, and hence kur was already generated at that time. It outputs dkz r.

Case j =i*: Then, B regards the received identity I as a target identity, and creates a secret key for I* := I as follows. B
first stores I* in n*.

SKGen oracle: For each node 6 € Path(BT, n*), B recalls Py if it was defined. Otherwise, it chooses Py <$— G, and
stores Py in the node 6. For 6 € Path(BT, n*), BB chooses ry <$— Z, and computes
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Ty
SK1.0 1= (&5, SKj 4= Po((&))'8))

Y
SKo,0 1= (&), K= Po((&)78))
SK3 9 1= gg".

It outputs sk« := {(SK1,0, SK] 4, SK2,9, SK} 4, SK3,0)}0ePath(sT.1))-
DKGen oracle: B3 creates and stores skt as above if T is first issued to the SKGen and DKGen oracles (otherwise, 3
uses the stored sk ), and runs DKGen algorithm.

Case j > i*: If I # I* then B performs the same procedure in the case j < i*. Otherwise, B does the same process in the
case j=i*.

SKGen and DKGen oracles for the type-1-b adversary. The type-1-b adversary A issues the target identity I* only after the
challenge phase. Therefore, BB already knows what identity is a target one when .4 sends the secret or decryption key query
for I* to B. We show how B returns a secret key skr or a decryption key dkzr r as follows.

Case I # I*: B performs the same procedure in the case j <i* of the simulation for the type-1-a adversary.
Case I = I*: B3 performs the same procedure in the case j=i* of the simulation for the type-1-a adversary.

The rest of the simulations is the same for the both of the type-1-a and type-1-b adversaries.

KeyUp oracle. When B receives a query T from .A, for each node 6 € KUNode(BT, RL, T), B recalls Py if it was defined.
Otherwise, it chooses Py & G- and stores Py in the node 6. For 6 € KUNode(BT, RL, T), if 6 ¢ Path(BT, n*), B then chooses
Sp <$— Z, and computes

So —Sp
. -1 . -1 X X . s
KU =P ((@378)) s KUy =Pp ' (()785) . KUsp =g
Otherwise, B then chooses sy <$— Z, and computes
1 14y

-1 —

KU) o= Py ((8,")783°)% (g5) ™",
1 ooz 1

-1 _ 3 Txiﬁ‘k . = 1 -

KU/Z,O = PO ((g§4)Tg§5) 5 (gzﬁ)T*T . KU3,9 = ggg (gzﬂ) T—T% |

Note that the above can be always computed since there exists no node 6 such that 6 € Path(BT,n*) and 0 €
KUNode (BT, RL, T*) since sk« is already revoked before T*. It finally outputs kug := {(KU’LQ, KU’M, KU3,9) }9cKUNode(BT,RL, T)-

The simulation goes well since it holds that

Ty+§

1 _M kY, —T* v T TT*
(8978 (g)) == = ((g5°")Tg, T ot ywng, T

=g°(g,

2

Ty+y
(T—T*)BYo+TJ+7 s, ’% —Yo
)’g g

2 2

—T*)BYo+TI+J —T*)BYo+TI+I\ — merrg
:g%’O(géT T*)BYyo+Ty .V)Sé) (géT T*)BYo+Ty .V) (T—THB

K P 1
_ g%/O (ggT*T )ﬁYOJrTery)SH*m
T—T* +Ty+J\s/

=g2y°(g§ )BYo+TY Y55
=8 (&) 8",
T X5\ —5 ¢ o B\ T BXo+R\T _—T*Bxo+R\ —sg T
((8,")°87) 7 (g) ™™ =g, )&, )8,
X0 (T—T*)BXo+TX+R\ —sp (qu“;r*;()ﬁ X0
=8 (gz ) & )

k ARy ok 513 1
_ gz—xo (g;T_T )f}x0+Tx+x)_59 . (g;T—T )ﬁx0+Tx+x)m

X0, (T—T*) BXo-+TR+X\ —Sg+ m—ig
=g, (g2 ) (T-T%)B

=g, (&) ) ™,

g;xO ( ggT*T*)ﬂXO+T5Z+7A<)—S;}
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so % N 59——(T_}r*)ﬂ sp
) (gz) T—T* =8, =85,

_ 1

where s; = s — T

Challenge. When B receives (M§, M7, I*, T*) from A, then it sends (M§, M7, I*) to the challenger in the IND-ID-CPA game
of Tl. After receiving (Cj, CY, C3, C5, tag®) from the challenger, B sets Cj} := (C;)‘(T*’H"A‘)(C;‘)T*S’H’. This is well-formed
since

t(—T*Ra+T*j—Ra+3) _ gfttx(T*)?Jrfc)Jrf(T*JN/Jr}A’)
1 =& .

CG=07i)'=¢g
B sends (Cj, Cy,C3,C5,C;, tag™) to A.
When A outputs b’, then B transfer it. We can show the distribution of all the above transcriptions between .4 and B
is identical to the real experiment from the viewpoint of A as in [44, Claim 1], and therefore we omit it.
Type-2-a and type-2-b adversary. The difference of simulations between the type-2-a and type-2-b adversaries is also a way
of simulating the DKGen oracle. Before describing the difference, we show how B simulates the SKGen and KeyUp oracles.

SKGen oracle. B first transfers I to the KeyGen oracle of the IND-ID-CPA game of [Ty, and gets SKr := (D1, D}, D2, D}, D3)
if B does not have it. 5 randomly chooses an unassigned leaf n from BT and stores I in the node 7 if it is not done. For

each node 6 € Path(BT, 1)), 3 recalls Py if it was defined. Otherwise, it chooses Py <$— G» and stores Py in the node 6. For
6 € Path(BT, n7), B chooses ry <$— Z, and computes

Ty
SKi 1= D1(8))", 8K 4 1= PeD (&) 8}

—
X2\ — X X T
SKa,g = DZ(gzz) ", SK/Z’Q = PGD/z((gzl)Ig;) , SK3,0 = D3g29~
It stores and outputs sk := {(SK1,9, SK] 4, SK2,0, SK) ,, SK3,0)}oePatn(sT. ))-

KeyUp oracle. When B receives a query T from .A, for each node 6 € KUNode(BT, RL, T), B recalls Py if it was defined.
Otherwise, it chooses Py <$— G and stores Py in the node 6. For & € KUNode(BT, RL, T), B chooses sy <$— Z, and computes

_ So _ —Sp
KU =Py ((@378)) ., KUy =Py (()785) . KUspi=g.

It outputs kur := {(KU] 4, KU} 4, KU3,0) }oeKUNode (BT, RL.T)-

DKGen oracle for the type-2-a adversary. Let g4 (< q1) be the maximum number of identities made queries to the DKGen
oracle before the challenge phase. Suppose that B receives a j-th identity I as the decryption key query (I,T) from A. B
then returns a decryption key dkr r as follows.

Case j < i*: B creates and stores sk; as above if I is first queried to the SKGen and DKGen oracles (otherwise, B uses the
stored sk:), and runs DKGen algorithm.
Case j =i*: Then, B regards the received identity I as a target identity, and creates a decryption key for I* := I as follows.

B chooses r, s A Z, and computes
x r 1 _14p
DKy = (g)2)', DK, = ((83)78)) (&) e el T,
Xo\—T / XINT* X3\ |, XaT Xs\—s % TXtk
DKy := (gzz) , DK = ((gzl) gzs) ((g24) gzs) (8 )T T%,

o1
DK3 := gh, DK4:=g5(gy) T T.

Case j > i*: If I # I*, then B performs the same procedure in the case j < i*. Otherwise, 5 does the same process in the
case j=i*.

DKGen oracle for the type-2-b adversary. The type-2-b adversary A issues the target identity I* only after challenge phase.
Therefore, 3 does not have to guess which identity issued to the oracle is a target one. We show how B returns a decryption
key dkz r as follows.

Case I # I*: B3 performs the same procedure in the case j <i* of the simulation for the type-2-a adversary.
Case I = I*: B performs the same procedure in the case j=i* of the simulation for the type-2-a adversary.
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Challenge. B creates the challenge ciphertext as in the challenge phase for the type-1-a and type-1-b adversary.

When A outputs b/, then B transfer it. We can also show the distribution of all the above transcriptions between .4 and
B is identical to the real experiment from the viewpoint of A4 as in [44, Claim 2], and therefore we omit it.

We estimate the reduction loss. Let S be an event that 3 wins the IND-ID-CPA game of IIj (i.e., b’ =b), & be an event
that B correctly guesses the target time period, and & be an event that B’s guess (k*,i*) is right, respectively. We then
have

Advﬁjfg‘\(x) =

P[S]—l‘
1T

1
Pr[S A &E1] 4+ Pr[S A —&1] — 5’

_ 1 PrS | &] 1‘
T U2
1
=— Pr[SAE | E1]+PI[SA—=Ey | E1] — =
7 [ 2 1 €1 [ 2 1 €1 2’
= Pr(S | &1 A & 1’
T 21TI@i + 1) 1Ty

1 RID-CPA
= \).
21T +1) A

Therefore, we have

AdVEPCPA() < 8IT1(q1 + DAdVEPRM (1) + 21T lq(qr + D AdVER2 (),

where q is the maximum number of queries issued to the KeyGen oracle in the IND-ID-CPA game of ITjz. O
5. Extensions

As we have seen in earlier sections, our RIBE construction employs the Seo-Emura technique as a core technique. In this
section, we show that our RIBE scheme can be easily extended to a CCA-secure scheme and variants of RIBE thanks to the
Seo-Emura technique.

5.1. CCA security

Remark that the Ishida-Watanabe-Shikata scheme [16] achieves not only adaptive security with DKER over prime-order
groups but also CCA security. They proposed two schemes. The first one employs the BCHK transformation [4], and the
second one is constructed via the KEM/DEM framework. We notice that still the size of public parameter depends on
the length of identity. Although their second construction relies on the underlying Kiltz-Galindo identity-based KEM [20],
we can employ their first construction to construct a CCA-secure RIBE scheme with constant-size public parameter based
on our RIBE scheme. The detailed construction of an RIBE scheme IT using a one-time signature (OTS) scheme ITyrs =
(KG, Sign, Ver) is as follows.!!

$
- Setup(, N): It runs (G, G2, Gr, p, g1, &2.€) < G. It chooses Xo, Yo, X1, ¥1,X2, Y2, X3, V3, X4, Y4, X5, V5, Xyk, Yvk < Zp

and o <$— Z;, and sets

z:=e(gr, 82) OO, Uy =g Y wy = g g = g T,
. —Xqa+ys o5 o, —Xsa+ys o~ —XykO+Yvk
vVyi=g, . Vii=g4 , Upi=g 7

Let BT be a binary tree that has N leaves, where N is a power of two for simplicity. It outputs

. o 5N Xi 4Yi5 Xvk  5Yvk
mpk := (g1, &7, u1, w1, h1, v, V1,11, 22, {85, 85" )71, 85", 8"

msk :=(g3°, 8, "),

,2),

st :=BT, and RL :=0.

11 Formal descriptions of CCA security and OTS are given in Appendix A.
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- SKGen(st, I): Parse st as BT. It randomly chooses an unassigned leaf n from BT, and stores I in the node 7. For each
node 6 € Path(BT, n), it recalls Py if it was defined. Otherwise, it chooses Py <$— G, and stores Py in the node 6. Then,
it chooses rg 52 Z, and it computes

sKig = (g3, 5K 1= Po (())78) . SK{, = (&))",

Ty
SKzo 1= (&), S0 = Po((€})78F) . SKy,i= (&7,

SK3¢ := g29.

It outputs sky := {(SK1.9, SK] 4, SK{ 4, SK2,0, SK} 4, SK; , SK3 9)}eePath(BT. 7)-
- KeyUp(msk, st, RL, T): Parse msk as (MKj, MKjy). For each node 6 € KUNode(BT, RL, T), it recalls Py if it was defined.

Otherwise, it chooses Py <$— G5 and stores Py in the node 6. It chooses sy <$— Zp and computes
-1
KU} 4 := Py 'MK; ((g2 Vg Y5) ,

—Sg
KU, 4 := Py MKz((gz )T "5) , KUsp:=g).

It outputs kur := {(KU] 4, KUj 4, KU3 0)}geKUNode(BT,RL,T)-
- DKGen(skr, kur): Parse sk; and kur as {(SKLH,SK/LH,SK2,9,SK/2_@,SK3,9)}96(.)5K and {(KU/LG,KU/zyg,KUg,g)}ge(aKU, re-
spectively. It outputs L if g N Oky = @. Otherwise, for some 6 € Ogx N Oy, it computes as follows. It chooses
$
R,S < Z) and computes

R
DK; := SK1,0(g)%)k,

S
DK := SKQ’GKUaﬁ((g Hi y3) ((g2 )'g “) .
DK/ := SK] (gyv")R
DK; := SKp,0(g5)

s
DK} := SKj 4KUj 9((g )t "3) ((g2 )" XS) ;
X
DK} := SKj 4(g5")k
DK3 := SK3 ggx, DK4:=KU38>.
It outputs dky 7 := (DK1, DK}, DK{, DK, DK}, DK}, DK3, DKy).
- Enc(M, I, T): It generates (osk, ovk) < KG(1).'? It chooses t, tag & Zy. For M € Gr, it computes
Co:=M-Z, Ci:=g}, C2:=(}H"
t
t A ~
C3:= (u{wlaghw‘]"’k) , C4:= (V?V])t.

It also computes o < Sign(osk, (Co, C1, C2, C3, C4, tag)) It outputs Cr r:= (ovk, Co, C1, C2, C3,C4, tag, o).
- Dec(dky,r, Cy,7): Parse dkrr and Crr as (DKp, DK}, DKz, DKj, DK3,DK4) and (Co, C1, C2, C3, C4, tag), respectively. If
Ver(ovk, (Co, C1, C2, C3, Cq, tag),o) — 1, then it computes

Coe(C3, DK3)e(C4, DKy)
e(Cy, DK *9DK] (DK/)"k)e(C, DK;*9DK, (DK}) k)
- Revoke(I, T, RL, st): Output RL:=RLU{(TI, T)}.

The correctness obviously holds, therefore we omit the description.

Theorem 4. If the ADDH1 and DDH2 assumptions hold and the underlying OTS scheme Tors is SUF-OT secure, then the resulting
RIBE scheme IT is IND-RID-CCA secure.

Proof sketch. This proof basically follows the proof of Theorem 3. More precisely, we construct a PPT algorithm B that
breaks the IND-ID-CPA security of the 2-level modified Jutla-Roy HIBE scheme l'IJR13 by using a PPT algorithm .4 that

12 We assume that ovk is appropriately encoded when used for group operations.
13 The modified Jutla-Roy HIBE scheme is given in Appendix A.4.
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breaks the IND-RID-CCA security of I1. Although the main task is to simulate a decryption oracle, it can be done by the
technique in [4]. Specifically, let I* and T* be challenge identity and time period, and (ovk*, Cj, C7, (5, C3, C}, tag*, o*)
be a challenge ciphertext of IT. If A issues a query (I*, T*, C1+r+) such that Ci+p+ contains ovk (# ovk*) to the decryption
oracle, B can answer it by issuing (I*,ovk) to the KeyGen oracle and getting SK1+ ovk. Otherwise, we can construct a PPT
algorithm F that breaks the sUF-OT security of ITos by using A that issues (I*, T*, Cy+7+) such that Ci+p+ contains ovk*
and Ver(ovk*, C = (Cp, Cq, C2,C3,Cq, tag),o) — 1, since (C, o) is a successful forgery pair of Ios. O

5.2. Server-aided RIBE

Qin et al. [35] proposed server-aided RIBE (SRIBE). In their scheme, almost all of the workloads on users are delegated
to an untrusted server who does not have any secret value. More specifically, the server partially decrypts ciphertexts for
non-revoked users with transformation keys created from key update, and the users can decrypt the partially-decrypted
ciphertexts with their secret keys. Therefore, non-revoked users do not need to pay attention to when key update is broad-
casted, and Qin et al.’s scheme achieves constant-size secret keys.

Formally, SRIBE ITs, = (Setup, SKGen, KeyUp, TKGen, DKGen, Enc, PartDec, Dec, Revoke) is defined as follows.!* We omit
a public parameter in the input of all algorithms except for the Setup algorithm for simplicity.

(mpk, msk, RL, st) < Setup(x, N): Same as ordinary RIBE (see Section 2).

- (pkz, skz, st) < SKGen(msk, I,st): An algorithm for users’ key generation. It takes msk, an identity I € Z, and st as
input and outputs a public/secret-key pair (pkr, sky) and updated state information st.

- kur < KeyUp(msk, st, RL, T): Same as ordinary RIBE (see Section 2).

- tkrr or L < TKGen(pks, kur): A probabilistic algorithm for transformation key generation. It takes pk: and kur as
input and then outputs a transformation key tkr r at T or _L if I has been revoked by T.

- dkr,r < DKGen(skr, T): A probabilistic algorithm for decryption key generation. It takes skr and T as input and then
outputs a decryption key dkr r at T.

- C1,r < Enc(M, I, T): Same as ordinary RIBE (see Section 2).

- cty,p or L < PartDec(tkr , Cr,r): A deterministic algorithm for partial decryption. It takes tkr r and Cr r as input and
then outputs a partially-decrypted ciphertext cty r or L.

- M or L < Dec(dks,r,ctr,r): A deterministic algorithm for decryption. It takes dk; r and ctr r as input and then outputs
M or L.

- RL < Revoke(I, T, RL, st): Same as ordinary RIBE (see Section 2).

In the above model, we require that ITs, meets the following correctness property: For all security parameter A € N,
all (mpk, msk, RL, st) < Setup(A,N), all M e M, all T €Z, all Te T, if T is not revoked on T € 7T, it holds that M =
Dec(dkr, r, PartDec(tkr r, Enc(M, I, T))), where (pks,sks,st) <— SKGen(msk, I,st), dkr r < DKGen(skr,T), and tkyr <«
TKGen(pky, KeyUp(msk, st, RL, T)).

We describe an SRIBE version of IND-RID-CPA, which is called IND-SRID-CPA. Let A be a PPT adversary, and A’s advan-
tage against IND-SRID-CPA security is defined by

(mpk, msk, RL, st) < Setup(A, N),
(M§, M3, 1%, T*, state) < A© (find, mpk),
AP AL Ny == |Pr | D'=b | p & 10,1}, -
Cis e < Enc(My, T*, T%),
b <« A% (guess, CTs 7+, State)

Here, O is a set of oracles {PKGen(-), SKGen(-), KeyUp(-), Revoke(-, -), DKGen(-, -)} defined as follows.

PKGen(-): For a query I €Z, it returns pk: if it is already generated. Otherwise, it stores and returns pk: by running
SKGen(msk, I, st).

SKGen(-): For a query I € Z, it returns sk if it is already generated. Otherwise, it stores and returns sk; by running
SKGen(msk, T, st).

KeyUp(-): For a query T € 7, it stores and returns KeyUp(msk, RL, st, T).

Revoke(-,-): For a query (I,T) € Z x 7T, it updates a revocation list RL by running Revoke(I, T, RL, st).

DKGen(-,-): For a query (I,T)€Z x 7T, it finds sk; generated by the SKGen oracle (if it has not been generated yet, DKGen
generates it by running SKGen(msk, I, st)). DKGen returns DKGen(skz, T).

14 We here simplify the original algorithms of SRIBE [35]. For instance, pk; and sk; are generated separately in the original model. Note that our
construction, which will be shown later, is also secure in the original model.
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A can access the above oracles under the same restrictions as the IND-RID-CPA game of ordinary RIBE.

Definition 5 (IND-SRID-CPA). An SRIBE scheme IIs, is said to be IND-SRID-CPA secure if for all PPT adversaries A,
AdvEP A, N) is negligible in 1.

Remark 1 (On transformation key oracles). As mentioned by Qin et al. [35], the server is untrusted in the sense that it does
not possess any secret information. That is, transformation keys are generated by public values only. Thus, we do not need
to prepare a transformation-key oracle in our security model, which is the same as ones in the original paper [35] and its
subsequent work [34].

We briefly explain Qin et al.’s SRIBE scheme [35] as follows. A master secret key of the Seo-Emura RIBE scheme is divided
to two values via two-out-of-two secret sharing, say o and S. A ciphertext has two blinding factors according to « and B
such as M - e(g, g)%e(g, £)?. KGC computes a secret key of the Seo-Emura RIBE scheme for I by using the master secret
o, and sends it to the server as pk:. Since pk: is generated by employing the CS method, the size of pk: is O (rlog(N/r)).
Moreover, KGC issues a long-term secret key skr to a user I by using the master secret S. It is particular worth noting that
the size of sk; is constant, and sk; is independent of time t. Moreover, the user can compute the decryption key, say dkz
which removes the B-part blinding factor of a ciphertext, from sk: and t regardless of whether he/she is revoked or not. At
time T, KGC computes key update information kur, which is sent to the server via public channels. If a user I is not revoked
at time T, then the server can compute tk: r, which removes the «-part blinding factor e(g, g)% of a ciphertext, from pkz
and ku;. The server partially decrypts a ciphertext by using tkr r, and sends the result to the user I. The user can obtain
the plaintext by removing the g-part blinding factor e(g, g)? of the partially-decrypted ciphertext by using dkr r.

This construction methodology can be employed to our RIBE scheme. Then, we can construct an SRIBE scheme with the
same advantages of our RIBE scheme, i.e., constant-size public parameter and asymmetric pairing settings. More speciﬁcally,
we modify our RIBE scheme in the following manner. In our SRIBE scheme, x and y are additionally chosen and (g2 ")
are additionally contained in msk. This additional master keys are used for computing secret keys of users, and —xo + y has
the role of B as above. The server partially decrypts a ciphertext by removing the blinding factor e(gq, g2)(7*0*+Y0)t 35 in
our RIBE scheme, and the user can remove the remaining blind factor e(gy, g2)(™***¥), The detailed construction is given
below.

~ Setup(x, N): It runs (G1, Ga, Gr. p. g1, 82.€) < G. It cho0Ses X, y. X, Y0.X1. Y1, X2, ¥2. X3, 3. X4, V4. X5, Y5 < Zp and

$
o <—Z;, and sets
. —(x+x0) . —X10+y1 . —X20+Yy2
zi=e(gy, go) ¥RV = g , W= g,

—X30+Y3 —X40+Ys o —X50+Ys5

hy :=g; , V=g L V=g

Let BT be a binary tree that has N leaves, where N is a power of two for simplicity. It outputs

mpk := (g1, g?{,uLW],hLV],\A’l,gz,{g; I,z
msk := (23°. 25,8, ", ).

st :=BT, and RL := .
- SKGen(msk, I, st): Parse st and msk as BT and (MK1, MK}, MKy, MK}), respectively. It chooses an unassigned leaf 1 from
BT uniformly at random, and stores I in the node n. For each node 6 € Path(BT, n), it recalls Py if it was defined.

Otherwise, it chooses Py <$; G and stores Py in the node 6. Then, it chooses ry <$; Z, and it computes
P g 1= (g5, PKG o= Po((g))78))
X2\—Tg I X3 i Ty
PKa,0 1= (83") "7, PKy 4 =Py ((g )& ) . PK3p:=g;.
It also chooses r <$— Z, and computes
SKj = (gi”)r, SK) == MKQ((g DE “) ,

.
SKy:=(g5") ", SKj = MK’Z((g )t X3) , SK3:=gb.
It outputs

pkr :={(PK1,9, PK} 4, PK2 g, PK) o, PK3 0)}gcpath(®T.)

skt := (SK1, SK], SKz, SKj, SK3).
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- KeyUp(msk, st, RL, T): Parse msk as (MKj, MKQ,MKz,MK’Z). For each node 6 € KUNode(BT, RL, T), it recalls Py if it was

defined. Otherwise, it chooses Py <$— G- and stores Py in the node 4. It chooses sy <$— Z, and computes
KU} 4 := P, 'MK; ((g%"‘)T ys) ,

—sg
T X . S
KU2 g =Py MK, ((g2 Vg 5) , KUzg:=g).

It outputs kur := {(KU] ,, KU, 4, KU3 9)}geKUNode(BT, RL,T)-
- TKGen(pkz, kur): Parse pk: and kur as {(PKLg,PK’l,e,Pqug,PK’z,e,PK3,9)}96@)5K and {(KU/LQ,KU/zye,KUg,g)}QE@KU, re-
spectively. It outputs L if g N Oky = @. Otherwise, for some 6 € Ogx N Oy, it computes as follows. It chooses

R,S <$; Z, and computes
TK) = PK1,0(8))R, T 1= P 4K (8] “) ((g2 )'g “) :

S
Tk = PRy o (&) R, T 1= PK) 4KU) o (857 8) ((g2 gy
TK3 := PK37@g2 , TKyq:= KU3’0g2.
It outputs tkr r := (TKy, TK], TKz, TK), TK3, TKy).
- DKGen(skz, T): Parse sk as (SKi, SK, SKz, SK;, SK3). It chooses R,S <$—Z,J and computes

DKy —SK1(g ) DK ::SK’1<(g i Y3)A((g 4T ys):

DKy := SKz(gﬁz)_R, DK, := SK’2<(g )t "3) ((g2 )T Xs) 57

. R S
DK3 :=SK38,, DK4:=g5.
It outputs dkr 1 := (DK1, DK}, DK2, DK}, DK3, DKy).
$ .
- Enc(M, I,T): It chooses t, tag <— Z,. For M € Gr, it computes

Co:=M-Z', Ci:=g}, Ca:=(g})",
t
C3:= <u1W§a9h1) , Cq:= (V?\Au)t.

It outputs Cr r:= (Co, Cq, C2, C3, (4, tag).
- PartDec(tkr,, Cr,r): Parse tkr r and Cr r as (TK1,TK/1,TK2,TK/2,TK3,TK4) and (Cy, Cq, C3, C3, C4, tag), respectively.
It computes

c— Coe(C3, TK3)e(Cy, TKy)
e(Cy, TK,“9TK))e(Ca, TK, “TK)) |

It outputs ctr = (Cy, C1, C2, (3, C4, tag)
- Dec(dky,r, ctr r): Parse dkrr and Crr as (DKj, DK}, DKy, DK), DK3, DKg) and (Cp, Cq, C2, C3, C4, tag), respectively. It
computes

Cpe(C3, DK3)e(C4, DKy)
e(C1, DK; DK} )e(Cz, DK, *7DK))
- Revoke(I, T, RL, st): Output RL:=RLU{(I, T)}.

If tkr r and Cr r are correctly generated, we can easily check that it holds Cy = M -e(g1, g2)(T¥¢ Y in 3 similar way to the
proposed RIBE scheme as well as the correctness of Dec. We omit details.

Theorem 5. If the ADDH1 and DDH2 assumptions hold, then the resulting SRIBE scheme T, is IND-SRID-CPA secure.

Proof sketch. We also construct a PPT algorithm B that breaks the IND-ID-CPA security of the modified Jutla-Roy IBE Il
using a PPT adversary A that breaks the IND-SRID-CPA security of ITs,. When B receives a public parameter PP of I, B
can create a public parameter mpk of ITs, in the same way as the proof of Theorem 3 except for z :=e(gq, g) ~*H 0@ +y+yo,

B computes z:=zjg - e(&1, 82) *e(g1, 82)7, where g1 := g¥ and zz :=e(g1, g2)7%*Y0 are components of PP, and x, y &
Z. The rest of the proof follows the proof of Theorem 3. O
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6. ADDH1 problem in generic bilinear groups

We show a security proof of the ADDH1 assumption in the generic bilinear group model to provide confidence in the
assumption. The generic group model is introduced by Shoup [50] to derive a lower bound on computational complexity
of solving certain computational problems without looking into the actual groups structure used in a scheme. Let e: G x
Gy — G7 be the Type-3 pairing. Elements of groups G1, G, and Gt are encoded into uniform random strings so that
equality of group elements can be only tested by the adversary. We assume four oracles. Three of them simulate the group
actions in G1, Gy, and Gr, respectively, and the fourth one simulates the bilinear map e. The encoding of group elements
in G is modeled as an injective map oy : Z, — X1, where 7 C {0, 1}*. o1 maps all x € Z,, to its string representation
o (x) of gf € Gq. Similarly, 02 : Zp — %3 and ot : Z, — Xt are defined, where %, 1 C {0, 1}*. An upper bound on the
advantage of an adversary solving the ADDH1 problem in a generic bilinear group model is given by the following theorem.

Theorem 1. Let A be an algorithm that attempts to solve the ADDH1 problem in the generic group model. Assume that o1, o», and
ot are random encoding functions for G1, Gy, and G, and A makes at most q queries to the oracles computing the group actions in

G1, Gy, and Gr, and the bilinear map e. If d, ¢1, ¢c2, 3, C4 & Z; and b & {0, 1} with zp := c1c and zq_p := cy4, then given o1(1),
g1(c1), 01(c2), o1(dc3), 01(20), 01(21), 02(1), 02(d), 02(c2€3), 02(dc3), 02(1/c3) the advantage € of A in solving the problem is
bounded by

2
c < 3(q+11) '
=T

Proof. We consider an algorithm B that simulates the generic bilinear group for 4. Let F;; be polynomials over
Zy[Cq,C2,C3,D, Zg, Z1] with 6 variables Cq,C2,C3, D, Zo, Z1, and o be arbitrary distinct strings from {0, 1}. B main-
tains three lists of pairs, L; := {(F;j,0ij):j=0,1,...,7, — 1} (i € {1,2,T}) such that at each step T of the game the
relation 71 4+ 72 + tr = T + 11 holds. At the beginning of the game (i.e.,, T = 0), the lists are initialized by setting t; =6,
T2 =5,7r=0, F10=1, F1,1 =Cy, F12=C2, F13=DC3, F14=Zo, F15=121, F20=1, F21 =D, F22=C,(C3, F23=DCs,
and F, 4 = 1/C3. The corresponding strings are set to arbitrary distinct strings in {0, 1}*. We assume that A only queries
the oracles on strings previously obtained from B, and B can easily determine the index j of any given string o; ; in the
list L;. B then starts the game by sending strings 01,0, 01,1, ...,01,5,02,0,021,...,024, to A. B simulates the oracles as
follows.

Group actions in G1, G, and Gr: First, we consider G1. After receiving two strings o1 j, and oy,j, with a selection bit
indicating multiplication or division from A, B computes Fq ¢ := Fy j, & Fy j,. If there exists an index i with 0 <i <
71 such that Fq ¢ = Fy, then B sets o1, := 01,. Otherwise, it sets 071, to a uniform random string from {0, 1}* \
{01,0,01,1,...,01,7;—1}. B then adds the pair (Fq,7,,01,7,) to L1, returns o1,¢, to A, and increments t; by one. B gives
similar simulations of group actions in G, and Gr.

Pairing: After receiving oy, j, and o3 j, from A, B computes Fr ¢ := Fq j, - F2 j,. If there exists an index i with 0 <i <
tr such that Fr ¢ = Fr, then B sets o1 := ot ;. Otherwise, it sets o7 ¢ to a uniform random string from {0, 1}* \
{01,0,0T.1,...,07T,7;—1}. B then adds the pair (Fr ;;,071,¢;) to Lt, returns ot ;; to A, and increments tr by one.

After at most q queries, A terminates and outputs a bit b’ € {0, 1}. At this point, B chooses d*, c7, ¢3, c}, ¢} & Z; and

b <$— {0, 1}, and sets z :=cjc; and z7 :=c}. B assigns cj, ¢3, c3,d*, 75, 27 to C1,C2,C3, D, Zo, Z1. The simulation provided
by B is perfect unless this assignment causes any of the following to hold.

N P S T LD T T ~DR O P S e L R D 5 P i £ . .

1. FL“(CL’Cﬁ’Ci’d*’ZQ’Z}) Fuz(cl,cz,cz,d ’ZQ’zl) =0 for some j1 751.2 and Fy j, # F1j,.
2. Fyj,(c], 65, ¢35, d%, 25, 27) — Fa j, (cT, €3, €3, d*, 2, z) = O for some jq # j; and Fy j, # Fa j,.
3. Frj,(c].c5,¢5,d%, 25, z7) — Fr,j, (¢}, 5, ¢35, d*, 25, z7) = 0 for some ji # jo and Fr j, # Fr j,.

Let F be an event that at least one of the above holds. As in the security proof of the DDH2v assumption in [37, Appendix
B.1], which is the full version of [36], we use the result by Schwartz [40]: Let p be a prime number and F(Xq, X3, ..., Xk) be
a non-zero polynomial in Z,[X1, X3, ..., Xi] of degree m. Then, if x1, X2, ..., X are chosen from Z, uniformly at random,
the probability that F(x1, xa,...,X,) =0 is at most m/p.

We show that the simulation is perfect when F does not occur, and then b is information-theoretically hidden from the
view point of A. We note that all variables except for Z, and Z;_, are independent of b. Since Z; is C1Cy which is a
polynomial of degree 2, A will win it produces C1C, using combinations of polynomials from L; and L,. The only degree
two polynomials that can be constructed are DCy, DC,, DC3, C2C3 or a sum of these. A could also try to engineer degree
three polynomials in Lt composed of C;Ca. A can construct only C;C2C3 from oq(c1) and o3(cac3), however, it does not
have o3 (c3), which is necessary for finding out b. Therefore, we have Pr[b =b' | F] — 1/2.

We then derive a bound on the probability that F occurs. For fixed j; and ja, Fy j, — Fq,j, is a polynomial degree at
most two and hence is zero at a random d*, ¢}, ¢3, c3, z;, z; with probability at most 2/p. Similarly, F j, — F2,j, vanishes at
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a random d*, c7, ¢3, ¢3, 75, z; with probability at most 2/p for fixed ji and j». For fixed j; and ja, Fr j; — Fr,j, vanishes at
a random d*, ¢}, ¢3, c3, z;, z; with probability at most 3/p since degree of the polynomial is at most three. There are totally

(3). (%), and () pairs of polynomials from Ly, Ly, and Lr, respectively. We have 71 4+ 72+ 7r = T+ 11 < q+ 11 since there

are at most q queries. Thus, we have

Pr[F] < (n)g + <f2)3 + (fT>§
—\2/)p 2/)p 2)p
3(q +11)?

2p

Since Pr[b’ = b] < Pr[b = b’ | =F](1 — Pr[F]) — Pr[F] < 1/2 + Pr[F]/2 and Pr[b’ = b] > Pr[b = b’ | =F](1 — Pr[F]) — Pr[F] =
1/2 — Pr[F]/2, we have

€=

2
<Pr[F]<€<3(q+11).
-2 - - 4p

1

Prlb=b"]1— =
[ ] 2‘
We completed the proof. O

7. Concluding remarks

From a practical use perspective, both efficient revocation functionality and short key sizes are significantly important
for cryptosystems. However, as aforementioned in the introduction, dual system encryption, which is a methodology for
realizing constant-size IBE schemes, is hard to be used for constructing adaptively secure RIBE schemes with DKER and
constant-size public parameters in prime-order groups. To realize such an RIBE scheme without the dual system encryption
methodology, we took a similar approach to Seo and Emura’s one [42]. Namely, we constructed a “basic” IBE scheme that
satisfies important requirements for the Seo-Emura approach, based on the Jutla-Roy IBE [17], and then showed an RIBE
construction based on the basic IBE. We proved the IND-RID-CPA security (with DKER) of the proposed scheme under mild
variants of the SXDH assumption, which were newly introduced in this paper. We showed our RIBE scheme can be easily
extended to a CCA-secure scheme. Moreover, our RIBE construction itself has the benefit of well harmonizing IBE variants,
and SRIBE is a good example. The resulting SRIBE scheme becomes better than Qin et al.’s SRIBE scheme. We also proved
the security of the assumption in the generic bilinear group model.
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Appendix A. Omitted description
A.1. Hierarchical identity-based encryption

We give the syntax of hierarchical IBE (HIBE). Let ID|;:= (I1,I2,...,I;) be a j-dimensional vector of IDs. An ¢-level
HIBE scheme Il consists of four-tuple algorithms (Init, KeyGen, IBEnc, IBDec) defined as follows.

- (PP, MK) < Init(x, £): A probabilistic algorithm for setup. It takes a security parameter A as input and outputs a public
parameter PP and a master secret key MK.

- SKi1pj;,, < KeyGen(PP, SKrp|;, Ij+1): An algorithm for private key generation. It takes PP, SK1pj; and an identity
Ijy1 €7 as input and outputs a secret key SKID\J‘+1- Note that SK1p|, means MK.

- C < IBEnc(PP, M, 1D[;): A probabilistic algorithm for encryption. It takes PP, M € M, and ID|; € ZJ as input and
then outputs a ciphertext C.

- Mor L < IBDec(PP, SK1pj;, C): A deterministic algorithm for decryption. It takes PP, SK1pj;, and C as input and then
outputs M or L.
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In the above model, we require that ITzz meets the following correctness property: For all security parameter A €
N, all ¢ := poly(»), all (PP,MK) < Init(x,¢), all M € M, all 1D|; € Z/ for j € {1,2,...,¢}, it holds that M <«
IBDec(PP, SK1py;, IBEnc(PP, M, ID|})), where SK1py; is a secret key for ID|; correctly generated by KeyGen.

We describe the notion of indistinguishability against chosen plaintext attack (IND-ID-CPA). Let A be a PPT adversary,
and A’s advantage against IND-ID-CPA security is defined by
AdvE PR €)=
(PP, MK) < Init(x, £),
(Mg, M3, ID|%, state) < AKYCEnC) (find, P P),
I —
Pri =01 L0y, -5

C* < IBEnc(PP, M}, ID|j‘.),
b« AKeyGen() (quess, C*, state)

KeyGen is an oracle that returns SKrpj; for a query 1D[;. A cannot issue ID|7 and its prefix to KeyGen.

Definition 6 (IND-ID-CPA). An ¢-level HIBE scheme I,z is said to be IND-ID-CPA secure if for all PPT adversaries A,
AdV"O") (. £) is negligible in 1.

A.2. Complexity assumptions

We describe the DDH2v assumption, which was introduced in [36]. The authors proved the security of it in the generic
bilinear group model. We furthermore describe the DDH1v assumption. This is analogous to the DDH2v assumption, and
therefore its security can be proved in the same way as the DDH2v assumption.

The DDH2v assumption. Let A be a PPT adversary and we consider .A’s advantage against the DDH2v problem as follows.

D:=(p,G1,G2,Gr, 81, 82,8) < G(),
$ s
A2y i [pp | b= | D1 C2 63 < Zp. b O], _ 4
g ifb=0then Z := g5'?, else Z EG,. 2

b < AR, D, gl g2, 817, 85 85, 2)

Definition 7 (DDH2v assumption [36]). The augmented DDH2v assumption relative to a generator G holds if for all PPT
adversaries A, AdeDHZV(A) is negligible in A.

The DDH1v assumption. Let A be a PPT adversary and we consider A’s advantage against the DDH1v problem as follows.

D:=(p,G1,G2,Gr, g1, 82,8) < G(A),
$ $
/= d,c1,¢2,03 < Zp, b < {0,1},
ARG = [pr | D'=D | P . -
ifb=0then Z := g;'"*, else Z < G,

b < A(, D, gl g5, g7, g4, 8727, g5, 7)

N —

Definition 8 (DDH1v assumption). The augmented DDH1v assumption relative to a generator G holds if for all PPT adversaries
A, AdvgPRlv (1) is negligible in 1.

A.3. CCA security

We describe the notion of indistinguishability against chosen ciphertext attack for RIBE (IND-RID-CCA). Let A be a PPT
adversary, and A’s advantage against IND-RID-CCA security is defined by
(mpk, msk, RL, st) < Setup(A, N),
(M, M3, 1%, T*, state) < A® (find, mpk),
AQVEPCA G, Ny = [Pr| b'=b | p 20,1y, -3
Cls pv < Enc(Mj, T*, T%),
b' — A°(guess, C%, ... state)

Here, O is a set of oracles {SKGen(-), KeyUp(-), Revoke(-,-), DKGen(-, -), Dec(-,-,-)}. All the oracles except for Dec are the
same as those of IND-RID-CPA game. Dec is defined as follows.
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Dec(-, -, -): For a query (I, T,Cr, ), it returns Dec(dkr r, C1,r), where dkr  is a correctly-generated decryption key for I
and 7.

In addition to the restrictions in IND-RID-CPA game, we consider the following restrictions on A.

1. Dec(-, -, -) cannot be queried at T before issuing T to KeyUp(-).
2. (1%, T*, C;*,T*) cannot be issued to Dec(-, -, -).

Definition 9 (IND-RID-CCA). An RIBE scheme IT is said to be IND-RID-CCA secure if for all PPT adversaries A,
Advi¥PCCA(L, N) is negligible in A.

A.4. Modified Jutla-Roy HIBE

We here give an HIBE version of the modified Jutla-Roy IBE. The ¢-level modified Jutla-Roy IBE ﬁJR =(Init, KeyGen, IBEnc,
IBDec) is constructed as follows.

- Init(x, £): It runs (G1, G2, Gr,p, g1, 82.€) < G. It chooses xo, Yo, {X1,i, Y1,i}_;. X2, ¥2. X3, V3 <$—Zp and o, 8 & 7%,

and sets
z:=e(gr, g2) 000wy o= g M Y forevery i € (1,2, ...},
wi = g; xon—yz hy = gl—xgoH-ya, X1:= gf(fxoaﬂ/o)‘
It outputs
1
Yi,i B
PP = (g1, &% {urii_y, wihi, x1, g2, 485" 8y Yy 852, 807, 85 80 2. 8520 8 L &),

MK = (g°, 8,).
- KeyGen(PP,SKID”,IH]):
Case OF j =0 (MK): Parse MK as (d/, d)). It chooses r & Zp, and computes
T
Dyi= (g}, Dyi=di((g)") 'e))
—r
Dy:=(gy)", Djy:=d; ((g"1 1)I‘g§3) , D3:=gj,
Kiji: (gy1 N foreveryie{2,3,...,¢},
Kyi:= (g2 T foreveryie{2,3,...,4}.
It outputs
SKt, := (D1, D}, D2, D), D3, {K1.i, Kai}{_y).

Caseof je({1,2,...,¢—1}: Parse SKipj; as (d1,dy,dy, dby, {kq i, ko, ,}l J+1)' It chooses r <$— Z, and computes
I . r
Dy:=di(g}), D} :i=d] k;;;l(]'[(gy“flg?) ,

_ i T -
D2 i=da(8) ™", Dji=dyk 27;1(1_[@” )igy) . Dy =dsgh,

K“:_k1,(gy“)rforeveryie{j+2,...,€},
Ko ::kz,,-(gz“)’r foreveryie{j+2,...,¢}.
It outputs SKID|j+1 = (D],D'],Dz, D3 {Kq, I’KZI}z J+2)

- IBEnc(PP, ID|j, M): It chooses t, tag b2 Z,. For M € Gr, it computes

J t
Co:=MZ', Ci:=g}, Ca:=(g})’, C3:= (l_[ui]iwil:aghl) .
i=1

It outputs C := (Co, C1, C2, C3, tag).
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- IBDec(PP, SK1pj;, C): Parse SKy and C as (D1, D, D2, D%, D3) and (Co, C1, C2, C3, tag), respectively. It computes

_ Coe(C3, D3)
e(C1, DY9D)e(Ca, D32°DY)

M

We show the correctness of ITj. Suppose that skm‘j = (D1, DY, D2, D%, D3) and C = (Cg, C1, C, C3, tag) are correctly
generated. Then, we have

Coe(C3, D3)
e(C1, DY9D})e(Ca, D39 DY)

e Ti(—xy . _ _
M- e(gy, g)— 0 +yolt e(gl(z’:1 Ii(=x1,i+y1,1)+tag(—x2o+y2)—x30+y3)

. 85)

J J
¢ yartagtyo+r(Xi_q y1.ili+ys) at - —Xertag—xo—r(}i_q x1,iTi+x3)
e(g1, 8, ' ) e(gl, & : )

_ Me(gy, gp)Roetyot
e(gl, g3%e(g¥, g,™)

Theorem 2. If the ADDH1 and DDH2 assumptions hold, then the resulting £-level modified Jutla-Roy IBE ﬁJR is IND-ID-CPA secure.

Since the above theorem can be proved in the same way as Theorem 2, we omit the proof.
A.5. One-time signature
An OTS scheme Ilors = (KG, Sign, Ver) is defined as follows.

e (0sk,ovk) < KG(1): A probabilistic algorithm for setup. It takes a security parameter A as input and outputs a sign-
ing/verification-key pair (osk, ovk).

e 0 <« Sign(osk, m): An algorithm for signature generation. It takes osk and a message m € M as input and outputs a
signature o.

e 1 or 0 < Ver(ovk,m,o): A deterministic algorithm for verification. It takes ovk, m, and S as input and then outputs 1
(accept) or O (reject).

We require that for all A € N, all (osk, ovk) <— KG(1), all m € M, it holds that Ver(ovk, m, Sign(osk, m)) — 1.
A notion of strong unforgeability against one-time chosen message attack (sUF-OT) is defined as follows. Let A be a PPT
adversary, and A’s advantage against sUF-OT security is defined by

AdvYTOT (1) ::Pr[Ver(ovk,m*,a*)—>] (0sk, ovk) —KG(), }

(m*, o*) < AS8"0) (ovk)

Sign is an oracle that returns Sign(osk, m) for a query m. A is allowed to access the Sign oracle only once, and we require
(m*, 0*) # (m, o), where o is a response of Sign(m).

Definition 10 (sUF-OT). An OTS scheme Ilos is said to be sUF-OT secure if for all PPT adversaries A, Advfi':ﬂ(k) is
negligible in A.
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