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Abstract

As the IoT-based hyper-connected society grows, public-key cryptosystem such as RSA is frequently used for
encryption, authentication, and digital signature. Public-key cryptosystem use very large (safe) prime numbers to
ensure security against malicious attacks. Even though the performance of the device has greatly improved, the
generation of a large (safe)prime is time-consuming or memory-intensive. In this paper, we propose ET-MR and
ET-MR-MR using Euler sieve so it runs faster while using less memory. We present a running time prediction model
by probabilistic analysis and compare time and memory of our method with conventional methods. Experimental
results show that the difference between the expected running time and the measured running time is less than 4%.
In addition, the fastest running time of ET-MR is 36% faster than that of TD-MR, 85% faster than that of DT-MR
and the fastest running time of ET-MR-MR is 65.3% faster than that of TD-MR-MR and similar to that of
DT-MR-MR. When k=12,381, the memory usage of ET-MR is 2.7 times more than that of DT-MR but 98.5% less
than that of TD-MR and when k=65,536, the memory usage of ET-MR-MR is 98.48% less than that of TD-MR-MR
and 92.8% less than that of DT-MR-MR.
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Table 4. The running time comparison of TD-MR, DT-MR,

ET-MR.
E 4 TD-MR, DT-MR, ET-MR2| $8A|7Zt| 1
k TD-MR (ms) DT-MR (ms) ET-MR (ms)
16 151.56 151.54 150.31
64 110.44 109.76 108.44
256 89.18 86.29 84.90
512 83.57 78.09 76.68
991 81.60 71.69 70.25
1,229 81.84 69.84 63.40
2,048 84.72 65.84 64.38
4,09 96.09 61.14 59.66
12,381 148.84 58.46 53.47

n=512bitell A} A& A3} 7} 648 Z&
TD-MR, DT-MR, ET-MR®] $&A|7ko] H]<:
FAovt k7t 64&5} AA™E TD-MRe] 3719
Zol 7} =2la, ET-MRe] 3719 9 Tl 78
Lig = TD*MRO] b S wls k=991 u,
8lmsow ET-MRe] 7Hg wsks wl= k=12,381
ol uj, 53ms%ith ET-MR®| 8 A 7ko] 71 wha
e} TD-MR2] ) A|zte] 71 w2 wjE )
3, ET-MRo] TD-MRX.t} 345% wakon
DT-MRE.t} 85% whgiy,

u;H =
5

=
el

KeX
=
ol

Timefms)
160
—TD-MR

DT-MR ET-MR

140
120
100
80
60

40 k

16 64 256 512 991 1,229 2,048 4,096 12,381

Fig. 1. Comparison of the running time of TD-MR, DT-MR
and ET-MR.
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Table 5. Comparison of memory usage of TD-MR, DT-MR,
ET-MR.
# 5 TD-MR, DT-MR, ET-MRe| 22| Atg2F H|nl

k TD-MR(bit) DT-MR(bit) ET-MR(bit)
16 256 817 8,725
64 1,024 817 6,295
256 4,096 817 4,928
512 8,192 817 4,451
991 15,856 817 4,078
1,229 19,664 817 3,970
2,048 32,768 817 3,737
4,09 65,536 817 3,463
12,381 198,096 817 3,104

TD-MR2 k7t A5 o @2
d9om, DT-MRS unAA7|vHEvE 2
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At
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8.192 6,295 4.928
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1.02¢, 5 817 817 817 817
512 k
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Fig. 2. Comparison of the memory usage of TD-MR,
DT-MR and ET-MR.
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Table 6. The running time comparison of TD-MR-MR,
DT-MR-MR, ET-MR-MR.
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k TD-MR-MR DT-MR-MR ET-MR-MR
(ms) (ms) (ms)
16 7,570 7313 7,312
64 4,114 3,827 3,826
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65,536 7,837 752 724
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Fig. 3. Comparison of the running time of TD-MR-MR,
DT-MR-MR and ET-MR-MR.
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Table 7. Comparison of memory usage of TD-MR-MR,
DT-MR-MR, ET-MR-MR.
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Fig. 4. Comparison of the memory usage of TD-MR-MR,
DT-MR-MR and ET-MR-MR
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