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Abstract

Since smartphone contains various personal data, security is one of the important aspects in
smartphone technologies. Up to now, various authentication techniques have been proposed to
protect smartphones. The pattern lock on the Android system is one of the most widely used
authentication methods for low-cost devices but it is known to be vulnerable to smudge attack
or shoulder surfing attack. LG’s smartphone uses its own technique, which is called “Knock
Code.” The knock code completes the authentication by touching the user defined area in turn
on the screen. In this paper, we propose the new, enhanced version of knock code by adding
the sliding operation and by using flexible area recognition. We conducted security analysis,
which shows that under the same password size, the search space is overwhelmingly larger
than the original algorithm. Also, by using the sliding operation, the proposed scheme shows
resilience against smudge attacks. We implemented the prototype of our scheme.
Experimental results show that compared with the original Knock Code and Android pattern
lock, our scheme is more convenient while providing better security.
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1. Introduction

As smartphones are being widely used, the role of smartphones is growing even further in
our life. Now, smartphone has variety of personal information such as contact address,
location history, and credit card information, etc. Because it is closely related to daily life,
security is considered as one of the most important aspects for smartphone technologies.

Smartphones have various authentication methods to verify legitimate users while
minimizing inconvenience during authentication, e.g., pattern-lock, face recognition,
fingerprint/retina recognition, etc. Among them, pattern-lock is still considered as one of the
most convenient authentication in the Android system, especially for low-cost devices [1][2].
However, it is known that this technique is vulnerable to shoulder surfing [3][4], which is the
attack by observing other person’s authentication procedure over his/her shoulder to get the
password. Also, it is vulnerable to smudge attack [5], which is to guess the password pattern
by analyzing oily smears left on the device.

Knock Code™ [6] is the touchscreen-based authentication method, which was devised by
LG Electronics. Recently, LG’s share has reached 20% in the US smartphone market in the
first quarter of 2017 [7]. Currently, LG Electronics is advertising Knock Code as one of most
innovative features in LG’s smartphone/smart pad devices. It has a strong point in that we can
unlock the device while the screen is off. The off screen is divided into 4 areas: left top, left
bottom, right top and bottom right. For authentication, the user should touch each area 6 to 8
times in the right order. Since this scheme can be run while the screen is off, the shoulder
surfing attack is more difficult than the Android pattern lock. Also, LG points out its
convenience because the user need not look at the screen for tapping. Nonetheless, Knock
Code provides a level of security far greater than other devices, even those with fingerprint
recognition systems [8].

In this paper, we present the enhanced version of Knock Code, where security is
significantly higher than the original scheme while providing more convenience. Our scheme
provides flexible area recognition, which enables that the user puts the password on the screen
at any position/angle. Moreover, our scheme supports the sliding operation, which provides
security and convenience together. We provide mathematical analysis on security of our
scheme. Also, we provides the user study on security/convenience of our scheme.

This paper is organized as follows. In Section 2, we explain major previous graphical
authentication techniques. Section 3 describes the proposed scheme. In Section 4 we analyze
security and convenience of the proposed method and we conclude the paper in Section 5.

2. Related Work

Graphical password schemes can be broadly classified into 3 types: recall, recognition and
cued-recall [1]. In Recall-based schemes, users first draw the password on blank or grid canvas.
Later, they should recall and reproduce the secret drawing for authentication. In
recognition-based systems, users first memorize a portfolio of images and then recognize their
images for authentication. In cued-recall systems, users should remember specific locations
within an image. Later, they point out the locations for authentication.

Roughly speaking, Knock Code corresponds to the recall-based schemes among them. In
this section, we will explain various major recall-based schemes that have been studied.
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DAS (Draw A Secret): DAS is one of the oldest graphic password techniques, which was
designed in 1999. Also, it is considered as one of the most influential techniques for the
subsequent graphic password research [9]. DAS authentication is done in a two-dimensional
grid. First, the user can draw a line or make a point on the grid when setting the password. In
login, if he/she draws in the same paths/points as you set it, authentication is successful.
Security of DAS depends on the grid size and the password length. For 5x5 grid and the
maximum password length of 12, theoretical password space is 2°® [9]. Numerous variants
have been proposed, e.g. BDAS [10], Pass-Go [11], YAGP [12], Passdoodle [13], PassShapes
[14], Android pattern lock, GriDsure [15] etc.

TMD [16]: In 2013, Hsin-Yi Chiang et al. proposed Touchscreen Multi-layered Drawing
(TMD) [8], a new pattern locking technique, which is more robust against shoulder surfing
attacks than the Android pattern lock. TMD uses a 5x7 grid and supports multi-layer
authentication, compared with the existing Android pattern lock. The 5x7 grid consists of the
selected cell, the unselected cell and the warp cell. Initially, the upper left, upper right, lower
left, and lower right are always warp cells while the remaining 31 cells (except the warp cells)
are set as unselected cells. The user selects one unselected cell as a starting point. Then, he/she
selects one adjacent unselected cell and it becomes the selected cell. When he/she arrives at the
warp cell, registration finishes. If the multi-layer is supported, all selected cells become
unselected cells and he/she repeat the selection procedure from the warp cell for the next layer.
i.e., he/she draws a new pattern for the next layer. In login, if he/she draws the correct pattern
for all layers, the authentication is successful.

When the number of layers is D, the lower bounds of the number of passwords that TMD
can create are 2°2 * D [16], which is much larger than the existing Android pattern lock.

TinyLock [17]: In 2014, Kwon et al. proposed TinyLock, which makes the grid size of the
Android pattern lock small enough to be covered by only the thumb [17]. TinyLock puts two
grids on top and bottom of the screen. The lower grid is for drawing pattern just as in the
conventional method while the upper grid displays pressed cells for convenience in
registration. Also, the phone vibrates whenever a new cell is pressed to help the user draw
pattern. In order to defense against smudge attacks, after drawing the pattern, it is necessary to
draw a circular virtual wheel in the clockwise or counterclockwise direction. User experiments
show that speed and accuracy are slightly below the existing pattern locks, but smudge attacks
can be effectively prevented.

Duplicated and Temporal Codes [18]: In 2016, Ashley Colley et al. proposed a new
pattern lock technique, which has the same interface as the Android pattern lock but added two
factors. Unlike the Android pattern lock, the selected cell can be selected again. Moreover, it
supports long-press where if the pressed duration is more than the threshold, it is regarded as
selection of the same cell twice. On the same smudge, this scheme allows different patterns,
which implies this scheme has strong resistance to smudge attacks compared with the Android
pattern lock. Moreover, the experiment shows that the speed of authentication is similar to that
of the original Android pattern lock.

Pass-O [19]: In 2017, Harshal Tupsamudre et al. proposed a new pattern-locking technique,
which is called Pass-O. In Pass-O, a 3x3 grid of Android pattern locks are re-arranged in a
circular pattern. Pass-O can create up to 985,824 passwords, which is roughly 2.5 times more
than existing Android pattern locks. [19] showed that considering the pattern length, the stroke
length, and intersection, it is more resistant to the shoulder surfing attack than the existing
pattern lock.
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Knock Code™ [6]: Unlike other graphical passwords, LG’s Knock Code operates even when
the screen is off. Suppose that the screen that is divided into 4 areas (virtual 2x2 grid):
upper-left, upper-right, lower-left, and lower-right, which is shown in Fig. 1. In registration,
the user taps one of 4 areas 6~8 times. For log-in, the user should touch the correct area in
order. In Fig. 1, the number in the box means the area identifier and the number in the circle
indicates the tapping sequence, i.e., in this case the password is 2 = 1 = 3.

OO

« [ ] : Area number
. O : Tapping sequence number

Fig. 1. An example of Knock Code

In Fig. 2, we can see that the tapping position is slightly different from Fig. 1. The Knock
Code automatically determines horizontal/vertical line to split the area according to the first
some taps, which is shown in Fig. 2. The center point is also moved to the bottom right, since
the first touch of the second area is on the lower right side as compared to Fig. 1. In this way,
regardless of where the first touch is located, the knock code can correctly authenticate the
user, which provides flexibility and convinience.

In the case of the Knock Code, the number of possible passwords is 4° when password
length is 6, 4" for 7, and 4° for 8, respectively. As a result, the password space size is 4°+ 4'+
4°= 4,096 + 16,384 + 65,536= 86,016.

Since Knock Code can be used on the off-screen, the shoulder surfing attack is more
difficult. Also, it has some resistance against the smudge attack is because every time
vertical/horizontal line to split area is changed. When using Knock Code, the user need not
look at the screen in tapping, which can be considered as another strong point of Knock Code.



4564 Yun-Hwan Jang et al.: Enhanced Knock Code Authentication with High Security and Improved Convenience

OO
3@ 4

« [] : Area number
« () : Tapping sequence number

Fig. 2. Another example of Knock Code

3. Proposed scheme

In this section, we present enhanced knock code schemes which support ‘slide’ and 'touch’
operations. Furthermore, they support flexible area recognition, which provides convenience
and strong resilience against smudge attacks. First method supports the slide operation while
keeping the number of regions as 4 as in the original Knock Code. The second method focuses
on convenience for users. It reduces the number of areas to two and supports slides as input.
We call them 2x2 knock code and 1x2 knock code, respectively. In Section 3.2 and Section 3.3,
we explain 2x2 knock code and 1x2 knock code, respectively. Then, in Section 3.3 we
describe flexible area recognition algorithm. Finally, in Section 3.4 we describe the
generalized k-knock code, which includes 2x2 knock code and 1x2 knock code.

3.1 2x2 knock code

The 2x2 knock code supports slides as input. This scheme focuses on minimizing the number
of tapping/sliding operations while providing high security. In this scheme, the user can do the
following actions: tapping one of 4 areas or sliding (3 directions from each area). Fig. 3 shows
an example for 3 slides: from area 2 to area 3, to area 1, and to area 4, respectively.

Each tapping or each slide is denoted by a single “move.” For each move, there are 4+12 =
16 cases exist. If the number of moves is 6 to 8, the size of the password space in 2x2 knock
code is 16° + 16’ + 16° = 16,777,216 + 268,435,456 + 4,294,967,296 = 4,580,179,968 (about
4.5 billion). This is 53,248 times bigger than that of the original Knock Code.
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Fig. 3. 3 slides from area 2 in 2x2 knock code

3.2 1x2 knock code

Just as in 2x2 knock code, 1x2 knock code supports the slide operation. This scheme focuses
on user’s convenience such that it reduces the number of areas to two: left hand side (area 1)
and right-hand side (area 2), which is shown in Fig. 4. With flexible area recognition, which
will be explained in Section 3.3, this scheme has user-friendly interface, i.e., the user can use
only his/her thumb for authentication while holding the smartphone.

For each area, the user can do one of the following operations: tapping or sliding. Hence,
there are 4 cases for each move. If the number of moves is from 6 to 8, the size of the password
space is 4°+ 4"+ 4° = 86,016, which is exactly the same as that of the original Knock Code.

Q——.

Fig. 4. sliding in 1x2 knock code

3.3 flexible area recognition

In this section, we describe our flexible area recognition algorithm. Our algorithm is based on
k-means clustering [20]. We modified the original Knock code such that in our knock code,
sliding operation is not possible within the same area, i.e., it is allowed in only between
different areas.

Suppose that (x;, yi) (1 <1 <ny) is the position of knock operation and that (p;i=(sxi, SYi),
pai=(ex;, ey)) (1 <i < ny) is a pair of positions for the sliding operation where (sx;, SY;)
corresponds to the starting position and (ex;, ey;) corresponds to the ending position. Our
algorithm has multiple steps to classify all the positions into k groups. E.g., For 1x2 and 2x2
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knock code, we divide them into 2 and 4 groups, respectively. Let k denote the number of
groups and ||p, g|| denote the Euclidian distance between points p and g. The flexible area
recognition algorithm is as follows.

e STEP 0: The threshold values ty, t, are initialized to be very small constant. If there is
no sliding operation, we choose first k knock positions (x;, y;) (1 <i<k) as ¢; and goto
STEP 4.

e STEP 1: For the pair of positions (p;, p,) for each sliding operation, if there is a point
p; such that ||p1, pjl| < t, and p; was already allocated with area A, then p; is allocated
with area A. Otherwise, p; is allocated with a new area B. Repeat this for p,.

e STEP 2: If the number of allocated area is more than k, we increase t; (e.g., t;=t;*2).
and repeat STEP 1. If there is a sliding operation (p;, p») such that p, and p, belong to
the same area, we choose first k knock positions (x;, yi) (1 <i<k) asc; and goto STEP
4.

e STEP 3: For each area S; (1 <i <j), ¢; = average of all points in S;. If j<k, we set the
remaining ¢; (j+1 <i <k) as the first k-j unallocated knock positions.

e STEP 4: For each point p, find the nearest center c;: ;. such that ||p — ci|| is the smallest
for (1 <i<Kk). Let p belong to Area S;.

e STEP 5: For each group S;, ¢i' is set to be the average of all points in S ¢i' = (py + p2 +
... +pj) /], wherepy, p, ..., pjare in the same area, S;.

e STEPG6: If(ci' - ¢j) <t,forall i (1<i<Kk),algorithm ends. Otherwise, c¢; = ¢;' and go to
STEP 4.

Example: Assume that k=4, p;=(1,2), p,=(4,1), ps=(4.5,1.2), ps=(5,7), ps=(2,7), and ps=(6,2).
Fig. 5 illustrates these points. Among them, (py, p2), (s, p4) are sliding operations, which are
shown in arrows. ps and pg represent knock operations. Suppose that t;=t,=1. Since there are 2
sliding operations, we go to STEP 1 from STEP 0. In STEP 1: p, is assigned as Area S; and p,
is assigned as Area S,. Because ||p2, p3|| < 1, ps is assigned as Area S,. p, is assigned as Area Ss.
In STEP 2, we go to STEP 3 without changing any values. In STEP 3, ¢;=p;, ¢,=(4.25, 1.1),

C3=P4, C4 IS Set to the first unallocated knock position, ps. In STEP 4, py is in Sy, p, and ps are in
Sz, P4 is in S, and ps is in S4. For pe, the nearest c; is ¢, and pg is set to be in S,. In STEP 5, ¢;' is
((4+4.5+6)/3=4.83, (1+1.2+2)/3=1.4) and c;'=Cy, C3'=C3, C4'=C4. In STEP 6, the algorithm ends.

T

L
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SUR'E |
P e TPe |
ERNACUNER

Fig. 5. An example for flexible area recognition.
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3.4 Generalized k-knock code

In this section, we describe the generalized graphical authentication algorithm: k-knock code.
This scheme encompasses 2x2 knock code and 1x2 knock code. Also, with flexible area
recognition, this scheme provides high user convenience.

Suppose that the screen is divided into k (2 < k) areas. Note that this scheme does not limit
the way to divide, e.g., border line can be in arbitrary shape. Fig. 6 shows 2 examples for k=3
and k=4.

O

. k=3 « k=4
Fig. 6. 2 examples for k-knock code (k=3, k=4)

For each area, the user can do one of the following operations: tapping in the area or sliding
to another area. Hence, there are k cases for the tapping and k-1 cases for the sliding (i.e.,
sliding to the same area is not allowed). If the user finishes the touch/sliding operations, this
scheme automatically recognizes k areas using the algorithm described in Section 3.3 and then
determines authentication success/failure.

In k-knock code, for each move (i.e., each touch/sliding operation) totally 2k-1 cases exist.
If the number of moves is from n; to n,, the size of the password space is ZZinl(Zk -1k

Note that k=2, it is the same as 1x2 knock code with flexible area recognition. If k=4, this
scheme includes 4x4 knock code, i.e., the user can use the same password as in 4x4 knock
code with the same security.

4. Analysis results: security and convenience

In this section, we analyze security of the proposed schemes. First, in Section 4.1 we compare
the size of the password space in the original Knock Code and the proposed schemes. Then, we
explain resistance against smudge attacks in Section 4.2. In Section 4.3 we provide user study
results on convenience and security of the proposed schemes.

4.1 Size of the password space

The security of the authentication scheme can be quantified as the total number of different
passwords that can be created. As mentioned in Section 2, the original Knock Code has totally
4" passwords where the length of the password is n.
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In 1x2 knock code, for each move (i.e., each touch/sliding operation) there are 4 different
ways possible and the number of passwords is 4" when the length of the password is n. For 2x2

knock code, the number of passwords is 16". In generalized k-knock code, it is ZZinl(Zk -

1)¥. Table 1 shows the comparison results between the original Knock Code and the proposed
schemes under the same password length. In Table 1, we set the password length to be 6 to 8,
which is the widely used value in the original Knock Code. In 1x2 knock code, even though
the number of areas is reduced by half, the security level is the same.

If the password length is the same, 2x2 knock code provides significantly larger password
space, e.g., n=8, the original Knock code can have 65,536 different passwords while 2x2
knock code can set more than 4.2 billion passwords.

Fig. 7 shows the comparison results for each scheme under the same password length.
Y-axis represents the number of possible passwords, which is shown in logarithm-scale.
Under the password length, 1x2 knock code has the same password length as that of the
original Knock Code. In 2x2 knock code, the password space is much larger than that of the
original Knock Code. If we set the same password space, the password length of 2x2 knock
code is reduced by half.

Table 1. Number of possible passwords for each authentication method (under same password length).

, 1x2 2x2 Generalized
Password LG’s Knock knock code knock code k-knock
Length Code code
6 4,096 4,096 16,777,216 2k — 1)°
7 16,834 16,834 268,435,456 2k — 1)
8 65,536 65,536 4,294,967,296 | (2k —1)®

The number of possible passwords for each scheme
(password length : 6, 7, 8)

10,000,000,000
1,000,000,000
100,000,000
10,000,000
1,000,000
100,000
10,000

1,000

100

10

1

LG's Knock Code 1x2 knock code 2x2 knck code
H6 m7 m8

Fig. 7. Comparison results for the number of passible passwords for each
authentication method (under the same password length.)
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4.2 Resistance analysis against the smudge attack

In this section, we show that compared with the original Knock Code, the proposed method
has some resistance to smudge attacks due to the slide operations.

Fig. 8-a) shows an example of smudge left after authentication when the password length is
6. Generally, the original Knock Code leaves 4~8 tapping marks. E.g., in Fig. 7-a), 5 marks are
shown. In this case, it is likely to be analyzed easily.

Fig. 8-b) and Fig. 8-c) are examples for smudges with length 6 of 1x2, 2x2 knock code
respectively. In Fig. 8-b), the left and right slide inputs were done, which removed all
remaining smudges during authentication. In Fig. 7-c) of 2x2 knock code, most of smudges
were erased by diagonal sliding operations. In this way, if the user adds the slide in the
password, especially at the end of the password, the smudge can be erased, which shows some
resistance against the smudge attacks.

Also, the user study in Section 4.3 shows the similar results: compared with the original
Knock Code and Android pattern lock, our scheme is more strongly resistant against the
smudge attack.

a) LG’s Knock Code b) 1x2 knock code ¢) 2x2 knock code

Fig. 8. Examples for smudge in
a) LG’s Knock Code, b) 1x2 knock code c) 2x2 knock code

In order to further increase resistance against the smudge attack, our scheme can be slightly
modified by enforcing a virtual wheel to be drawn at the end after drawing the pattern, which is
used in TinyLock [17].

4.3 User study: usability and security

4.3.1. Design, participants

Experiments were conducted on 20 university students (male: 16, female: 4), who already
have experience with Android pattern lock. Among them, 2 are left-handed people and the
others are right-handed. Also, they have knowledge of the original Knock Code for unlocking.
The smartphone devices that were used in the experiments are Google Nexus 6.
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First, we measured the elapsed time for unlocking the phone using the original Knock Code,
1x2 knock code, and 2x2 knock code. Then, we counted the number of success and that of
failure for each method. Thirds, we conducted survey regarding to convenience and security.

For the password length of the original Knock Code, we set as 6, 8, and 10. For 2x2 knock
code, we set the length as 3,4, and 5 to compare under the same security level. For 1x2 knock
code, we set the length as 6, 8, and 10.

4.3.2. Evaluation procedure

Before proceeding with the experiment, we gave brief explanation on the experiments and
then conducted basic training. We demonstrated how to unlock the smartphone using the
original Knock Code, 2x2 knock code, 1x2 knock code, and Android pattern lock. Then, we
had the question and answer time before starting the experiments.

First, all participants were asked to give personal information (name and age). Then, they
signed the consent form. Then, participants received the smartphone devices to setup the lock
and to conduct unlocking. Also, we measured the number of success/failure for unlocking and
the elapsed time for unlocking. The detailed procedure is as follows.

In the experiments, there is the practice time where participants can test/practice the device
using diverse locking methods. Then, the participants set the original Knock Code where the
password length is 6. Then, they perform the unlock test for 10 times. Then, we repeat this
procedure for different password length: 8 and 10.

Next, we conducted experiments for 1x2 knock code, where the procedure is the same for
that of the original Knock Code. Then, we conducted experiments for 2x2 knock code. Finally,
for Android pattern lock, we repeated the procedure.

After finishing all the tests, participants are asked to fill out the questionnaire regarding to
the following questions: “Usability: this method is easy to use?”, “Security: this method is
secure enough w.r.t. smudge attack?” Finally, participants were given a certain commodity as
compensation for the experiment.

4.3.3. Hypotheses
We use the following hypotheses on the experiments.

(H1-1) Enhanced 1x2 knock code is more convenient than the original Knock Code.
(H1-2) Enhanced 2x2 knock code is more convenient than the original Knock Code.
(H2-1) Enhanced 1x2 knock code is more convenient than the Android pattern lock.
(H2-2) Enhanced 2x2 knock code is more convenient than the Android pattern lock.
(H3-1) Enhanced 1x2 knock code is faster than the original Knock Code.

(H3-2) Enhanced 2x2 knock code is faster than the original Knock Code.

(H4-1) Enhanced 1x2 knock code is faster than the Android pattern lock.

(H4-2) Enhanced 2x2 knock code is faster than the Android pattern lock.

(H5-1) Enhanced 1x2 knock code is more secure than the original Knock Code.
(H5-2) Enhanced 2x2 knock code is more secure than the original Knock Code.
(H6-1) Enhanced 1x2 knock code is more secure than the Android pattern lock.
(H6-2) Enhanced 2x2 knock code is more secure than the Android pattern lock.
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4.3.4. Results

1) Entry time

The entry time means the elapsed time for unlocking the screen to use the smartphone, i.e.,
from the event where the participant first touches the screen to the event where the unlocking
is successfully finished or failed. In the experiment, the participant repeated unlocking 10
times for each scheme (Android pattern, LG knock code, 1x2 knock code, 2x2 knock code)
and then the average value was calculated.

Table 2. Numerical results of the unlocking time.

Method Median Mean Min Max Std

Android pattern lock 2.41s 2.38s 2.01s 2.74s 0.202

Original Knock Code (length=6) 2.03s 2.04s 1.91s 2.17s 0.080

Original Knock Code (length=8) 2.27s 2.28s 2.10s 2.46s 0.102

Original Knock Code (length=10) 2.43s 2.43s 2.20s 2.57s 0.100

Enhanced 1x2 knock code 1.985 1.97s 1.84s 2.10s 0.072
(length=6)

Enhanced 1x2 knock code 2.21s 2.19s 1.965 2.355 0.099
(length=8)

Enhanced 1x2 knock code 2.31s 2.30s 2.12s 2.44s 0.091
(length=10)

Enhanced 2x2 knock code 1.40s 1395 1.09s 1.60s 0130
(length=3)

Enhanced 2x2 knock code 1.40s 1.43s 1.27s 1.695 0.097
(length=4)

Enhanced 2x2 knock code 1.485 1.49s 1.30s 1.67s 0.108
(length=5)

Table 2 shows the experimental results. For Android pattern lock, the fastest time to unlock
was 2.01 seconds and the slowest time was 2.74 seconds. The average value was 2.38 seconds.

In LG Knock Code with 6 digits, the fastest time for a player to unlock was 1.91 seconds and
the slowest time was 2.17 seconds. On average, it took 2.04 seconds. For the 10 digits, the
fastest time was 2.20 second, the slowest time was 2.57 second, and the average them was 2.43
second.

For 1x2 knock code, it can be seen that the entry time is a little bit faster than that of LG’s
Knock Code.

In 2x2 knock code for 3 digits, the fastest time, the slowest time, and the average time were
1.09, 1.60, and 1.39 seconds respectively. For 5 digits, the fastest time, the slowest time, and
the average time were 1.30, 1.67, and 1.49 seconds, respectively. Compared with the original
Knock Code/Android pattern lock, those are approximately 1.6 times faster. This implies that
the entry time for 2x2 knock code is faster than that of LG’s Knock Code and that of Android
pattern lock. With respect to these results, Hypotheses (H3-2) and (H4-2) can be accepted.
However, for 1x2 knock code, the speed is slightly faster than the original Knock Code and
Android pattern lock, but the difference is not so significant. From this observation,
Hypotheses (H3-1) and (H4-1) cannot be accepted.

2) Error rate

We measured how many times the participant failed during the test (totally 10 attempts). Some
participants have successfully unlocked in a single attempt, but most participants have failed at
least one time. None of the participants has failed unlocking ten times.
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Fig. 9 shows the error rates for the enhanced knock code, the original Knock Code, and
Android pattern lock. These are the average values where the number of unsuccessful cases is
divided into 10 for 2x2 knock code, 1x2 knock code, LG Knock Code and Android pattern
lock. This figure shows that 2x2 knock code has the smallest error rates while Android pattern
lock has the most.

0.000 0.050 0.100 0.150 0. 200

Fig. 9. Error rates for Enhanced knock code, the original knock code, and Android pattern lock.

3) Usability and Security

Usability and security were evaluated based on participants’ questionnaires. After the
experiment to measure the time required to perform each unlock, participants were asked to
fill in the questionnaire given in Section 4.3.2. Fig. 10 summarizes the results. We used the
paired-samples t-test to analyze the data.

a7 5 25 F0
o« 0 s
as 15 15 10
a4 30 50 10 10
as 30 70
a2 15 25 55 5
a1 20 50 30
0% 10% 20% 30% 4% 50% 60% 70% 80% 0% 100%

‘ m Strongly disagree Disagree Neutral Agree Strongly agree ‘

Fig. 10. Score rates regarding the questionnaire. (Questions (Q1, Q3, Q5, Q7): Usability — this method
is easy to use?; Security (Q2, Q4, Q6, Q8) — this method is secure enough w.r.t. smudge attack?)
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With respect to Hypotheses (H1-1) ~ (H6-2), we prepared 8 questions, which are as follows.

Q1: Is the Android pattern lock convenient to use?

Q2: Can the Android pattern lock be guessed by observing fingerprint smudge?

Q3: Is the original Knock Code convenient to use?

Q4: Can the original Knock Code be guessed by observing fingerprint smudge?

Q5: Is the enhanced 1x2 knock code convenient to use?

Q6: Can the enhanced 1x2 knock code be guessed by observing fingerprint smudge?
Q7: Is the enhanced 2x2 knock code convenient to use?

Q8: Can the enhanced 2x2 knock code be guessed by observing fingerprint smudge?

Above questions can be divided into usability and security. Questions about usability
include Q1, Q3, Q5 and Q7 while those about security include Q2, Q4, Q6, and Q8. For the
answers, Likert-type scale was used for ratings from 1 (strongly disagree) to 5 (strongly
agree).

After survey was done, we conducted paired-samples t-test to measure statistically
significant changes. We use the confidence level of 0.01. First, a paired-samples t-test was
calculated to compare the convenience of the enhanced 1x2 knock code and the original
Knock Code. The analysis produced a significant t value (t(19) = -8.75, p=2.148E-08, p <
0.01), which implies that (H1-1) can be accepted. Second, a paired-samples t-test was
calculated to compare the convenience of the enhanced 2x2 knock code and the original
Knock Code. The analysis produced a significant t value (t(19) = -12.71, p=4.902E-11, p <
0.01), which implies that (H1-2) can be accepted. From this observation, it can be considered
that our enhanced knock code is more convenient than the original Knock Code.

Third, a paired-samples t-test was calculated to compare the convenience of the enhanced
1x2 knock code and the Android pattern lock. The analysis produced a significant t value (t(19)
= -4.07, p=3.243E-04, p < 0.01), which implies that (H2-1) can be accepted. Fourth, a
paired-samples t-test was calculated to compare the convenience of the enhanced 2x2 knock
code and the Android pattern lock. The analysis produced a significant t value (t(19) = -8.40,
p=4.056E-08, p < 0.01), which implies that (H2-2) can be accepted. From this observation, it
can be considered that our enhanced knock code is more convenient than the Android pattern
lock.

Fifth, a paired-samples t-test was calculated to compare the security of the enhanced 1x2
knock code and the original Knock Code. The analysis produced a significant t value (t(19) =
4.22, p=2.310E-04, p < 0.01), which implies that (H5-1) can be accepted. Sixth, a
paired-samples t-test was calculated to compare the security of the enhanced 2x2 knock code
and the original Knock Code. The analysis produced a significant t value (t(19) = 6.47,
p=1.683E-06, p < 0.01), which implies that (H5-2) can be accepted. From this observation,
w.r.t. the smudge attack, it can be considered that our enhanced knock code is more secure
than the original Knock Code.

Seventh, a paired-samples t-test was calculated to compare the security of the enhanced 1x2
knock code and the Android pattern lock. The analysis produced a significant t value (t(19) =
6.02, p=4.259E-06, p < 0.01), which implies that (H6-1) can be accepted. Eighth, a
paired-samples t-test was calculated to compare the security of the enhanced 2x2 knock code
and the Android pattern lock. The analysis produced a significant t value (t(19) = 8.86,
p=1.766E-08, p < 0.01), which implies that (H6-2) can be accepted. From this observation,
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w.r.t. the smudge attack, it can be considered that our enhanced knock code is more secure
than Android pattern lock.

5. Conclusion

In this paper, we proposed the enhanced knock code schemes that support slides as inputs. Our
schemes have flexible area recognition, which provides high user convenience. We
mathematically analyze security of the proposed schemes, which shows that in 2x2 knock
code, the password length is reduced by half under the same security level. With flexible area
recognition, 1x2 knock code provides high user convenience. Under the same password length,
the total number of passwords in 2x2 knock code is more than 4.5 billion, which is
overwhelmingly larger than the original Knock Code. We describe the generalized k-knock
code, which encompasses 1x2 and 2x2 knock code. The user study is provided to show
convenience and security of the proposed schemes.
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