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Abstract

This paper proposes a new index of Key Risk Indicators (KRI)
as an effective framework for the measurement, management, and
supervision of operational risks. In doing so, this paper collects
thirty core KRI’s with unified definitions for the January 2007 -
June 2010 period from six large Korean advanced measurement
approach (AMA) banks. The core KRI’s are selected in such a
way to account for the operational risk types categorized by Basel
IT and the number of assigned core KRI’s to each operational
risk type is intended to mimic the observed pattern of the actual
operational losses experienced by large banks during the 2004-
2009 period. The historical banking industry operational risk in-
dex (ORI) suggests a downward trend since the Lehman Brothers
bankruptcy, and particularly during the first half of 2009, reflect-
ing in part, banks’ tighter implementations of operational risk
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management to survive through a crisis, and thereof economic re-
cession, and in part, tighter monitoring by the supervisors as part
of micro-prudential surveillance during a crisis. The empirical re-
sults indicate that 35 percent of the variation of 6-month-ahead
actual loss events is explained by the current banking industry
ORI suggesting its potential usefulness as an early warning sys-
tem for the state of operational risks. Further, the results suggest
that the individual banks’ operational risks are closely related to
the characteristics of their portfolios.

Keywords : Advanced Measurement Approach (AMA); Basel IT;
Key Risk Indicators (KRI); Operational Risk; Operational Risk
Types

JEL classification : G1; G10

1 Introduction

Operational risks in banks are the risks of suffering losses in processes asso-
ciated with conducting all business unit activities. The ‘07/°08 global financial
crisis is a good example of the devastating consequences of the mismanage-
ment of such risks. Operational risk is subject to regulatory review under
Basel IT (BCBS (2006)) and Korean banks have started calculating their BIS
ratios reflecting the amount of operational risk capital since 2008. Five large
banks have already obtained approval for the use of their advanced measure-
ment approach (AMA) by the Financial Supervisory Service by the end of
2009. BCBS (2006) requires AMA banks to include four data elements in their
model: internal loss data (ILD), external data (ED), scenario analysis (SA),
and business environment and internal control factors (BEICFs). According to
the data provided by 42 AMA banks for the 2008 Loss Data Collection Exer-
cise (LDCE), the percentage direct contributions to capital charge of ILD, ED,
SA, and BEICFs are, respectively, 31, 37, 55, and 11 percent (refer to BCBS
(2010)). As pointed out by BCBS (2010), BEICFs are of particular interest
because they are expected to be operational risk management indicators that
provide forward-looking assessments of business risk factors as well as a bank’s
internal control environment. Measures of BEICF's are often incorporated di-
rectly or indirectly into the bank’s capital model which may result in BEICF
adjustments to the AMA capital charge.

Banks tend to measure their BEICFs identified using metrics known as
key risk indicators (KRIs)?. KRI is a measure to calibrate the change in the

3Refer to Watchorn and Levy (2008) for a brief overview on developing BEICFs
for operational risk measurement and management.
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nature of risks of a bank, to monitor operational risk, and to provide quan-
titative criteria and a basis for operational risk management. According to
a survey conducted by the Financial Supervisory Service in 2010 on eighteen
domestic banks operating in Korea, the average number of KRI’s turns out
to be 193.4. In addition to the fact that banks compile and monitor a large
number of KRI’s, their definition varies from one bank to another, making it
difficult for supervisors to monitor and compare the distribution and trend of
the operational risk for regulatory purpose. Hence, in order to build an effec-
tive and timely regulatory framework for operational risk supervision, it has
become necessary to standardize the definition, to select the core KRI's of a
manageable size, and to aggregate the information in the form of, say, ratings
or an index.

There is only a dearth of existing literature addressing the issues and meth-
ods of indexing KRI’s. Peccia (2004), for instance, proposes an operational risk
ratings model at a bank level. For each business activity such as retail banking
and trading and sales and for each operational risk type such as internal fraud
and external fraud, his model assigns the aggregate ratings scaled from one
to five depending on the level of operational risks in the business and control
environments. The aggregate ratings are then conveniently placed in terms of
what are sometimes called heat maps to represent the operational risk profile
of a particular business activity. In order to calibrate the risk, he introduces,
so-called, the loss rate Vega to describe the loss rate for the different business
and control environments for each operational risk type within a business line.
His model does not, however, use KRI’s directly to construct the aggregate
ratings, nor consider aggregating risks over the whole risk type or business
activity.

Taylor (2006) proposes a method for constructing composite indicators of
KRI’s to help make sense of large amounts of information at the senior manage-
ment level. He perceives the problem as trying to combine apples and oranges
whereby proposing a two-step approach. In the first step, he transforms all
KRI'’s into so-called T-values allowing comparison between KRIs. In the sec-
ond step, he combines these T-values using the geometric-weighted average
along with other parameters representing risk appetites. Davies et al. (2006)
further discuss the possibility of indexing KRI’s to represent a score for each
specific risk exposure. These works focus mainly on indexing and monitoring
KRI’s at the bank level.

The purpose of this paper is therefore to propose a methodology for con-
structing an operational risk ratings or a composite index by using KRI’s
directly with particular attention to the inter-bank comparability of such an
index. The method parallels the CAEL ratings system adopted by banking
supervisors and deposit insurance corporations around the world. It aims to
capture the distribution and trend of the operational risks for each bank and
the banking industry as a whole. The composite index of KRI’s, which will be
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referred to as the operational risk index would provide regulatory supervisors
with an effective device for routine off-site monitoring of the change in risk
characteristics of banks and for generating early warning signals.

This paper is organized as follows: Section 2 explains the proposed method-
ology of constructing an operational risk index. Section 3 presents the com-
puted banks’ operational risk indices and their aggregate using data supplied
by six major Korean banks from January 2007 to March 2010, as well as the
results on the validation of the index. A brief summary and conclusions are
presented in Section 4.

2 Methodology

The idea of constructing an operational risk index used in this paper is very
similar, in principle, to the one applied to the CAEL ratings model. It assigns
the composite risk ratings of financial institutions by selecting several compo-
nent variables that represent risk factors, such as capital adequacy (C), asset
quality (A), earnings (E), liquidity (L) and the like, and by assigning points
for each component variable and weights for each risk factor. The weighted
average of constituent series is computed, often referred to as a “rating score,”
and is mapped to the composite rating scale. Each financial institution is then
assigned to one of the five risk groups or ratings. Chang and Kim (2009), for
instance, provide a detailed description on the CAEL ratings method and its
application to financial industries.

The framework for devising an operational risk index can be developed in
four steps: (1) the collection and validation of candidate KRI's and selection
of core KRI’s, (2) the configuration of rating intervals for each core KRI, (3)
the computation of a rating score or composite index for an individual bank,
and (4) the validation of the index.

Step 1: the validation and selection of core KRI’s
The core KRI's can be selected and classified in accordance with the oper-
ational risk types of Basel II by applying the following criteria:

1. Importance: the importance of the specific operational risk type which
a candidate KRI is expected to represent.

2. Effectiveness: the extent to which a candidate KRI reflects the level of
risk meaningfully and signals the change of risk in advance.

3. Data availability: the extent to which a candidate KRI can be collected
through the system at each bank on a monthly basis.

Step 2: the configuration of rating intervals for each core KRI
Since the size of each bank differs, the selected core KRI's are adjusted for
by the size proxy variables such as total deposits and total loans at the end of
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a preceding quarter. The time series of each bank’s scale-adjusted core KRI is
pooled across all banks and the empirical distribution is examined. In order to
configure the rating intervals, the sample mean and standard deviation can be
used if the normality of the data is a reasonable description of the empirical
distribution. For instance, if the value of a particular bank’s core KRI exceeds
the sum of the sample mean and one standard deviation, the lowest rating 5 is
assigned and if the value of a particular bank’s core KRI lies between the mean
plus a half the standard deviation and the mean plus one standard deviation,
the second lowest rating 4 is assigned. The rating intervals for 1, 2, and 3 can
be defined in a similar fashion. The choice of parameters such as one standard
deviation and a half the standard deviation would be regarded as reasonable if
the resulting distribution of ratings is not concentrated in a particular rating.

If the empirical distribution is skewed, the median and percentiles such as
10t", 25" and 75" could be used instead of the mean and standard deviation.
The choice of percentiles could be adjusted to avoid the concentration of the
distribution of ratings. This paper considers the percentile rule as a baseline
method and compares the results with the ones from the mean-standard devi-
ation rule.

Step 3: the computation of rating score or a composite index for
an individual bank

Once the ratings of all core KRI’s for an individual bank are assigned each
month based upon the rating intervals table, the composite operational risk in-
dex of a bank can be constructed by simply averaging thirty core KRI’s ratings
of a bank. This would yield an equal-weighted rating or an index. Different
weights could be applied to each KRI depending upon the operational risk
type which it belongs to and according to its contribution within the same risk
type*. Since the sample size is relatively small, this paper considers equal-
weights. The index of KRI’s for the banking industry may be computed again
as the simple average of all individual banks’ operational risk indices.

Step 4: the validation of the index

For the index of KRI’s to be regarded as an effective tool for the mea-
surement and management of operational risk, it must be validated. The sig-
nificance of the correlations, both contemporaneous and lead-lag between the
composite index and the actual operational loss events indicates the validity
of the proposed measure.

“The principal component analysis may be used to determine such weights within
and across risk types.
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3 Empirical Results

3.1 Data and Rating Intervals

Using the criteria cited in step 1, thirty core KRI's were collected from six
large Korean banks. Monthly data covering January 2007 to June 2010 yielded
a total of 6,299 observations because of the unavailability of one particular
bank’s KRIs for certain periods within the duration covered. The operational
risk types are categorized aligned to the Basel IT classifications: (i)internal
and external fraud, (ii)execution delivery and process management, (iii)clients,
products, and business practices, (iv)business disruption and system failures,
(v)employment practices and workplace safety, and (vi)damage to physical as-
sets. The number of core KRI’s allocated to each type are, respectively, 13,
10, 4, 2, 1, and 0 as the damage to physical assets is regarded as a relatively
trivial problem among Korean AMA banks. Table 1 provides the list of core
KRI’s as well as their descriptive statistics.

For instance, the number of transactions in convenient handling with large
amount, i.e. cases with the amount exceeding 100 million KRW, is selected as
one of thirty KRIs to cover the risk type of internal fraud in the domain of
deposit. When a customer wants to withdraw money from his/her account in
Korea, (s)he should present a valid ID card and depositor’s registered stamp
at the counter. In practice, however, a regular customer occasionally demands
a bypass of such rule. An employee at the bank may abuse this practice of
convenient handling and attempt to withdraw money illegally from a client’s
account without consent from the customer, which may pose a significant op-
erational risk to a bank. Similarly, twenty nine other KRIs in Table 1 are
selected to cover important domains such as lending, FX transaction, busi-
ness process reengineering (BPR), private banking (PB), customer satisfaction
(CS), human relations (HR), risk, compliance, and IT. Since the composition
and size of portfolios are different across banks, KRI’s are scaled by using
variables such as total deposits, total loans, and etc as indicated in the fourth
column of Table 1. The last column of Table 1 indicates that the assumption
for normality is mostly rejected.



103

M.J. Kim and D.S. Won / Journal of Economic Research 16 (2011) 97-115

sjosse
Aouarmd ulraroy

SIq
Bunaodxe jo uorrenodou rewou 1ayje

£6'9%C T86T6L  0LETTL  0686'LL xd MDY UonIy T 12g SI01OU J02Jop PAAIEdAI JO TqUINN
sjasse
Aouarmd udreroy SaOURHIWDL
SHTIL 6L0°6 €S/LTL TTS9PL xd MDY UoTIy T 13g premut pajepnby jou jo zaquinN
sjasse SUHUOW ¢ UBY) dI0UL
Aouarmd udreroy 10 SOOURHTWDI PIeMUL/PIEMINO
6TLEST  €/8ST 72610 182C°T xd MDY UOT[[IY T 13g X4 payepmnbry jou jo 1aquinN
ueoy 1a)e
sAep ssaursnq g ungym papraoid
sueo| aIe YOTyM SanLINDas jisodop
1918 £009°T 8046'0 €86€'T Surpuay MDY UoTIy T 13g YIIM SJUNoddE UeO] JO IquInN
UOTJRULIOJUT JSWIO}SND
syisodap J0 98ueyd 1933e INoqe JYSnoiq
L9701 SITZ'0 €990 82080 Surpua] M VoI T Iod ueo[ sanLmMdas J1sodop Jo IaquInN
syisodap sjunodoe
1¢'e8 ¥6.£CC ¥696'CC 6/879¢ ysodaqq M UOT([L T I9q [EIPO3ISND SNPISAO JO IBUNN
syisodap SINoY ssaursng JIajje 1o
Ge'06C 7800°S 6690°¢ LEC6'Y ysodaqq MU UOTLR T3] 910§3q PI[[9oUEd SPUNOIDE JO ToquinN
uonjerrdxa
syisodop 210599 MY UOI[IUW ()¢ TOAO SJUNOdIE
6LLL 8ICTST  8L06'46  STIL'SS nsodaq MDY UoIy T 12 nsodap pajjeoued jo Jaqumpy
syisodap Burpuey justuLAU0D
66'66 6¥SETC  ¥8TLE 79661 ysodag MDY UoT[IY T 13g ur sased pajepmbry jou jo aqumy
junoure pneij
syisodap a8xe[ yym Surppuey] JUSTUIAUOD Teuraixyg
98FHT OVSL0T  SL66FC  896V'TT ysodaq MDY UOT[[Iy T 13g ur suopoesteI) JO JaquInN 1 pue [eurajuy
paulisse odA ] sry
s,I¥ Jo reuonerado
al as UeIpaN UedJA urewo(q d[qeLIeA 3[edg D 210D IPquINN 1] [oseg

sonsnelg 2Andrnsa(q pue s 13 310D Jo IS

1 9lqel



Supervising Operational Risks

104

suonoesuer} JuLpune[-Asuour

sysodoap  snomidsns uo (1) 31U U I[ERIUT
86CLL S616'8 PocT'IL ceeTel aouerdwo) MDA uor[[La T 13 [eueuL] 3y} 0} sirodar jo equinN
sjosse
Aduarmd ugrazoy oyer a3ueydxa paAIdsaL
80°€cE T9LE€T 68991 7561 Xd MY UoTI T 19 ays Sutsn j0u $35e JO IqUINN
sjasse
Kouarmod uSraroy s[riq Sunodxa pajerjoSou
95'86 690S'T 0020'T LT6V'T Xd MY UorIn T 19 30 saypedsip pakep jo rqunN
sueo[ ajerodiod uoneN[eAddI
69°¢L 060€°€0T  69EP'C9 7966101 Surpua] ML U0 T3] dNPIA0 M sastidiaius jo sequnN
sueo[ doueINSUT 3I1J
c€1r'8s LTS ce06'L L8CLTL Surpua] MY UOT[[LR T 1o paxidxe yiim sanLmdas Jo raquinN
sueof [rejax 13U 0 U
61°LL $999¥78%  9960'9C 0S¢6'64T qdd MY UOT[LR T I3  JOU SPUIWNDOP ULO] [IB321 JO TaquIinN
9)ep 1Ie)s ueo|
sueoy ajerodiod JO syjuow 9 uryIm sueoj ajerodrod
68'6E1 86€6'€ yesra 0ev9's Surpua M UOT[[LR T 13 UT PALIND0 SIEdLIE JO ToqUINN
arep
sueof [rejax 11)S UeO[ JO SYJUOW 9 UNJ}IM SUeo|
86’86 ¥8L'L W90T  6WLETT Surpuay MY UOI[LY T 19 [IB49I UI PILINDO0 SIEDLIE JO BqUInN
jruar] uontsod Sunyoearq JusuRFeue
16°9/1% 1STL°0 0 1€€T°0 PEN Ppayeds J0N Iapen; 1ad suonoesuen Jo IaquinN $89001]
jruar| ssof doys Surpasoxa pue L12A19(1
€1 /90 0 $26C°0 ST Payeds 10N Iapen 1ad suonoesuen Jo IaquinN 0L uonndaxXy
SUeO[ pIed JIPAId PIed JIPaId JO asn w3y
€7’ 901 ¥29€0¢ elerdcmh4 90¥8'09 pIed 3IpaI) M UoT[[L T 19 10 suonesuadod Jo saqumN
ouensst Surdaay
16'8CC °680°'1C 1919°6 184€°CT PIedJIpaID)  MOU pUESNOY} [ 13 ST UdURIq 9y} SPIed HPaId JO TaquinN
el X JUSIJJIP AIM
sjasse JNq JUNOUIR JWIES PUE d)ep dWeS
Aduarmd uSraI0]  “ISWIO)SND SUIES A} Y}IM SUOPAI pue
£8°00T 6VELTY  8090'S9  PSLSEL Xd M UOITIY T 1] PI[[20Ued Suondesuen X Jo RqunN




105

M.J. Kim and D.S. Won / Journal of Economic Research 16 (2011) 97-115

"SUOT}E[2I UBeWNY] 0] SPUe)S YH PUe ‘UOTIOeJsHes IaWo0isnd 0] spuels GO ‘Sunyueq ajearid 10j spuess gJ
“Gurresurduaar ssadoad ssaursng 10y spuels Y Jg ‘sjueq ssoide sorjoyrod jo az1s pue uonisoduwod JuaIsyIp ayj 10 isnlpe 03 sueof [e30}
pue syisodap [e30} se yons sa[qerrea afeds Juisn Aq pafeds are s, ‘sonsnels ajdures jo uoneinduwod ay; 03 1o ‘porrad ooz sun(
- /00 Arenue( ay} 10y syueq UeaIod 931e XIS WOIJ Pajda[0d s, [} 2100 uodn paseq are sonsnels 2andLosa( “Ajewriou jo sisayod Ay
[[Nu 9y} Iopun @x PaINqLISIP SI YoIym dnsness erag-anbre[ sajousp gf ‘[ [oSeg YIM aduepiodde ul are sadAy ysu [euonerad

[SEE
[earsAy g
eu eu eu eu eu eu eu 03 wwmamh—
JEETET
aoerdyropm
BINEEY| pue seonoeI
¥T'881 €8€1°0 1061°0 6LCC0 IH Pa[eos J0N SSAWIS U0 seaLo[dwa Jo requimNy juswAopdurg
saImnyreq
waysAg pue
€€'109 €120°0 L1100 €020°0 SO JuL0 13 I2)UR0 [[eD e S[[ed PI[rey JO oney uondnisiq
16'808% °9€T9L 0 €876'7C 1I SIINUIN awiny aanrej Junjueq JoUIIU] ssaursng
S}osse ﬂvw\w«mumh
967978 2970 Ge9¢’0 €9/¥°0 SO M UoT[[Ln T 19 spuredurod s1oWwoIsSNd Jo PAUINN
syisodap punj Ojur PaIdIUL SISWO)ISND P[O
€8'80% Tl 0789 96101 ad M voILn T I3 ~Tea£-AJusAds 19A0 M3U JO J2quINN
syure[dwod
UOoISSTuIuod ‘wHWEOumSU 0} mﬁ,;u sadueansse sadndeIL ]
S0'%9 8TL6'0 98l 9Te6'L dd Sur[[es uor[u T 1o S[ueq paf[aoued JO IoquInN ssaursng
syisodop Jjuoul e uetf} a1our pue ‘sponpoid
LS°€8 699¢'1C €188 LY [454°5% nsodaq MY UYL L I3  dNPISAO S)unodde 3isodap jo rquunN ‘SURID
suonoesuer) SuLpune[-Lauow
syisodap  snowidsns uo (1) 3un ddudIIEIU]
86CLL 6168 P6CT 1L eeTer aouerdwo) M UOT[[I T 19 [erueur] ayj 03 sprodar Jo sequnN




106 Supervising Operational Risks

The number of assigned core KRI's to each operational risk type resembles
the observed pattern of the actual operational losses which occurred during
the 2004-2009 period. Table 2 compares the portion of the number of core
KRI's for each risk type with the number of loss events, the amount of loss
events, and the amount of operational risk capital. The portions of operational
loss events for two risk types, namely, internal and external fraud and execu-
tion delivery and process management are, respectively, 49.1 percent and 23.5
percent, whereas the corresponding figures of the number of core KRI’s are,
respectively, 43.3 percent and 33.3 percent. The operational risk capital based
upon the actual figures of five banks as of fourth quarter of 2009 is illustrated
in the last row of Table 2. It shows that these two major risk types account
for 68 per cent of total operational risk capital.

Table 2
Operational Risk Type

Internal Execution Clients, Business Employment Damage Total

and Delivery and  Products,  Disruption Practices to

External Process and and and Physical

Fraud Management Business System Workplace Assets

Practices Failures Safety

Number of 43.3 33.3 13.3 6.7 33 0 100.0
Core KRI's
Number of 49.1 23.5 11.0 1.3 9.6 54 100.0
Loss Events
Amount of 61.4 11.1 21.5 11 4.5 0.5 100.0
Loss Events
Amount of
Operational 54.3 13.5 22.2 2.5 4.0 35 100.0
Risk Capital

The table is based upon the actual number of loss events and the amount of loss
events by risk types observed during the 2004-2009 period. During this period, the
total number of loss events collected from six major Korean banks is 1,124 cases.
Operational risk capital is based upon the actual figures as of fourth quarter of 2009
of five AMA banks. Units in the table are all in percent.

Two percentile rules and one mean-SD rule are applied to determine rating
intervals and are illustrated in Table 3. Percentile rule 1 refers to 10", 25",
50" and 75" percentiles as thresholds and percentile rule 2 refers to 15",
30t 50" and 75" percentiles as thresholds. The mean-SD rule refers to
mean +k x SD,k = 0.5 and 1 as thresholds. Table 3 compares the percentage
of all cases that falls within a particular rating for each rating intervals rule.
The mean-SD rule tends to assign more cases to the middle rating of 3 as
expected and relatively less cases to poor ratings of 4 and 5 whereas percentile
rules distribute cases relatively evenly across all ratings.
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Table 3
Panel (a) Percentile rule 1
Rating Intervals KRI
Total Cases Portion (%)
(number)
Rating 1 X <10 percentile 490 7.78%
Rating 2 10 percentile < X = 25 percentile 1,422 22.58%
Rating 3 25 percentile <X < median 1,511 23.99%
Rating 4 median < X < 75 percentile 1,434 22.77%
Rating 5 X > 75 percentile 1,442 22.89%
Total 6,299 100.0%
Panel (b) Percentile rule 2
Rating Intervals KRI
Cases (number) Portion (%)
Rating 1 X <15 percentile 771 12.24%
Rating 2 15 percentile <X = 30 percentile 1,413 22.43%
Rating 3 30 percentile <X = median 1,245 19.77%
Rating 4 median < X =< 75 percentile 1,440 22.86%
Rating 5 X > 75 percentile 1,430 22.70%
Total 6,299 100.0%
Panel (3) Mean-SD rule
Rating Intervals KRI
Cases (number) Portion (%)
Rating 1 X < (mean - SD) 466 7.40%
Rating 2 (mean -SD) <X = (mean - 0.5SD) 1,551 24.62%
Rating 3 (mean - 0.5SD) <X = (mean + 0.5 SD) 2,874 45.63%
Rating 4 (mean + 0.5SD) <X < (mean + SD) 498 7.91%
Rating 5 X> (mean + SD) 910 14.45%
Total 6,299 100.0%

X denotes the value of scaled KRI. SD denotes the standard deviation computed

from the empirical distribution of scaled KRI’s.

3.2 Computation and Validation of Operational Risk

Index

The ratings of each core KRI of a bank are assigned over time according
to the rating intervals of rating assignment rules reported in Table 3. The
equal-weighted operational risk index of a bank is then computed as a simple
average of all core KRI’s ratings of a bank each month and is expressed in
decimals. The equal-weighted banking industry operational risk index (ORI)
is also computed as a simple average of the individual banks’ operational risk

indices.

Since the core KRI’s are already adjusted for their scale, the ad-

ditional information from computing the value-weighted industry operational
risk index, say by the size of total assets, may not be materially significant.



108 Supervising Operational Risks

Three versions of banking industry ORI’s that correspond to each rating
assignment rules are illustrated in Figure 1. The correlation between bank-
ing industry ORI’s computed from using different percentile rules, namely
10-25-50-75"-percentile rule and 15-30-50-75"-percentile rule, was 0.994. The
correlations between these indexes and the one computed from using the mean
+k x SD rule are about 0.960. Hence, three versions of ORI tend to exhibit
similar time series patterns despite the different rating assignment rules applied
to their construction.

Figure 1: Banking Industry Operational Risk Index - Three different
rating assignment rules

Banking ORI: Percentile rule 1

Banking ORI: Percentile rule 2

Banking ORI: Mean-SD rule
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Three versions of banking industry ORI’s correspond to different rating assignment
rules of Table 3, which are based upon 10-25-50-75"-percentile rule (rule 1), 15-30-
50-75""-percentile rule (rule 2), and mean +k x SD rule. Series are normalized by
using their sample means and standard deviations.

To validate the index, the association between ORI and actual loss events
may be examined. For instance, Figure 2 depicts the banking industry ORI
computed from using the mean +k x SD rule, superimposed by the operational
risk events (OR Loss Event). OR Loss Event data are collected by Korea
Operational Riskdata Exchange Committee (KOREC) of Korea Federation of
Banks (KFB) and shared among contributing banks. It represents the number
of loss events that have been experienced by six large Korean banks for such
cases that have resulted in losses exceeding KRW 10 million.
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The magnitude of the contemporaneous correlations turns out to be rather
small. However, the ORI seems to lead the actual loss events by about six
months. For example, the correlations between all ORIs and OR Loss Events
were greatest at a six-month-lead and particularly so when the mean £k x SD
rule was used. This magnitude was 0.530, and in terms of goodness-of-fit mea-
sured by adjusted R-squared (EQ) from six-month-ahead predictive regression
reported in Table 4, it amounts to 35%, compared to 32.8% and 30.6% when
other percentile rating assignment rules are used.

Both ORI (z;) and OR Loss Events (y;) appear to contain a unit root.
Hence, the regression in Table 4 may be interpreted as a co-integrating rela-
tionship. When the vector error correction model (VECM) was estimated, the
result was very similar to that of OLS. Namely, when the mean £k x SD rule
was used for z;, VECM has yielded

Ay = — 0.81258(y; + 58.7506 — 23.1769z_7) + e, B~ = 0.370,
(—4.518) (3.936)  (—4.680)

where figures in parentheses denote t-values. Since our sample is limited, it
may be too early to judge the usefulness of the ORI. Nevertheless, the empir-
ical evidence suggests that it contains statistically significant information for
future operational risk events at the industry level that would provide supervi-
sors with a reasonable lead time to determine appropriate preemptive measures
beforehand.
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Figure 2: Banking Industry Operational Risk Index (ORI) and
Operational Loss Events
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OR Loss Events represents the number of loss events that have been experienced
by six large Korean banks. The cases that resulted in losses exceeding KRW 10
million are collected by Korea Operational Riskdata Exchange Committee (KOREC)
of Korea Federation of Banks (KFB) and shared among contributing banks. ORI
represents the banking operational risk index computed from using the mean +k x

SD rule and 30 KRI’s of six large Korean banks. The correlation between OR Index
at t and OR Loss Events at ¢ + 6 is 0.53.

Table 4. Predictive Ability of Banking Industry Operational Risk
Index (ORI) for Future Operational Loss Events

Predictor Coefficient t-value* R?
(ORI’s at lag 6)
ORI 1: 10-25-50-75th-percentile rule 20.9868 4.245 0.328
ORI 2: 15-30-50-75t-percentile rule 18.8493 4.307 0.306
ORI 3: mean + k X SD rule 21.2320 4113 0.350

The results are based upon the six-month-ahead predictive least squares estimation
where operational loss events (OR Loss Events) depicted in Figure 2 is used as the
dependent variable. The sample covers from January 2007 to June 2010. * denotes
Newey-West (1987) heteroscedasticity-consistent t-values.
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Operational risk types contribute consistently to the ORI. For example,
Figure 3 depicts three operational risk sub-indices for internal and external
fraud (consisting of 13 component KRI’s), execution delivery and process man-
agement (consisting of 10 component KRI’s), and clients, products, and busi-
ness practices (consisting of 4 component KRI’s). The first principle compo-
nent of three sub-indices, which may be interpreted as the state of operational
risks, explains 70.8% of the total variation and their factor loadings are 0.635,
0.624, and 0.455, respectively. T sub-index for business disruption and sys-
tem failures (consisting of 2 component KRI’s) also contribute consistently to
ORI, but employment practices and workplace safety (consisting of only one
component KRI) yielded a small, but negative factor loading. However, the
value-weighted ORI that uses factor loadings as weights or ORI that excludes

employment practices and workplace safety did not improve the predictive
ability of ORI for future operational risk events.

Figure 3: Operational Risk Sub-indices by Operational Risk Types
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The classification of three operational risk sub-indexes - (i)internal and external
fraud, (ii)execution delivery and process management, and (iii)clients, products, and
business practices - are in accordance with Basel II classifications.
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3.3 Supervision of Operational Risks at Bank Level

The trend and distribution of individual bank’s ORI can be monitored to
supervise operational risks at bank level. Figure 4, for example, illustrates in-
dividual bank’s equal-weighted operational risk index constructed from using
the mean +k x SD rule. A superimposed vertical line indicates the collapse of
Lehman Brothers on September 2008, which triggered the 2008 liquidity crisis
in Korea. Since the Lehman Brothers bankruptcy, the downward trend of in-
dividual bank’s ORI is apparent particularly during the first half of 2009. It
may be attributable, in part, to the banks’ increasing awareness of the impor-
tance of operational risk management and tighter implementations to survive
through a crisis and thereof economic recession. The downward trend and a
narrower distribution of bank ORIs may also be attributable to a tighter mon-
itoring by the supervisors as part of their micro-prudential surveillance during
a crisis.

Figure 4: Trend and Distribution of Operational Risk Indices
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Each line represents individual bank’s equal-weighted operational risk index con-
structed from using the mean 4+k x S D rule. The vertical line indicates the occurrence
of Lehman Brothers bankruptcy that triggered the 2008 financial crisis in Korea.

Figure 4 also shows that bank A recorded on average the poorest rating
throughout the sample period, followed by bank B. Complex factors would
have interacted to result in this result, but a substantial portion of the poor
rating may be explained by the characteristic of bank A’s loan portfolio that
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has a higher concentration of SME than others, and therefore, is more vulner-
able through business cycles. Similarly, bank B has a higher concentration of
retails than others.

Since individual bank ORIs tend to frequently intersect each other, it is some-
times not obvious determining which bank is more susceptible to operational
risk. One simple but elegant method would be a scatter diagram charting the
sample means and SD’s of bank ORIs. Figure 5, for instance, illustrates these
using observations for 2010 clearly demonstrating that banks A and E in the
north-eastern region, along with bank B which exceeds the industry average,
have been more exposed to operational risks than the others in the sample.

Figure 5: Mean and SD of Individual Bank Operational Risk Index
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The sample means and SD’s of individual bank operational risk index are computed
from using six individual banks’ equal-weighted operational risk indices depicted in
Figure 4 for the 2010M1 - 2010M6 period. The average of the banking industry ORI
for the same period was 2.823.

4 Summary and Conclusions

Since the introduction of the new Basel accord (BCBS (2006)), banks have
started defining, collecting, and monitoring key risk indicators (KRI’s) as a
measure for calibrating the change in the nature of risks of a bank, mon-
itoring operational risk, and providing quantitative criteria and a basis for
operational risk management. Nevertheless, the number of KRI’s compiled by
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banks adopting the advanced measurement approach (AMA) is typically more
than a hundred, making it difficult to understand the state of operational risks
through a simple monitoring of these KRI’'s. Additionally, the definitions of
KRI’s differ from one bank to another, and therefore, monitoring the trend of
operational risk at the industry level and comparing the state of operational
risks among banks has been a daunting task to supervisors.

The purpose of this paper is, therefore, to propose an effective framework
for operational risk management and supervision using various own and estab-
lished KRI’s. As such it becomes necessary to standardize the definition among
banks under supervision, to select the core KRI’s of a manageable size, and to
aggregate the information in the form of an index. This paper collects thirty
core KRIs with unified definitions from six large Korean AMA banks. The
core KRIs are selected in such a way to account for the operational risk types
categorized by Basel II (the number of KRI’s in parentheses): internal and
external fraud (13), execution delivery and process management (10), clients,
products, and business practices (4), business disruption and system failures
(2), employment practices and workplace safety (1), and damage to physical
assets (0). The number of assigned core KRIs to each operational risk type
resembles the observed pattern of the actual operational losses experienced by
large banks during the 2004 -2009 period.

Using the indexing methodology that parallels the CAEL ratings method
and data from six AMA banks in Korea from January 2007 to June 2010,
this paper computes the banking industry operational risk index (ORI), its
sub-indices for risk types, and individual bank’s ORI. The historical industry
ORI suggests that a downward trend is apparent since the Lehman Brothers
bankruptcy, and particularly during the first half of 2009, reflecting, in part,
banks’ increasing awareness of the importance of operational risk management
and tighter implementations to survive through a crisis and thereof economic
recession, and in part, a tighter monitoring conducted by the banking super-
visors as part of their micro-prudential surveillance during a crisis.

The results from a regression analysis indicate that 35 percent of the vari-
ation of 6-month-ahead actual loss events is explained by the current banking
industry ORI, suggesting its potential usefulness as a prudential early warning
system for the state of operational risks. Further, the individual banks’ ORI’s
may be conveniently evaluated by expressing them in their means-standard
deviations space using an x-month moving window. When a 6-month moving
window was used to assess the individual banks’ ORIs, they seemed to behave
consistently with the characteristics of their portfolios: namely, banks with
higher concentration of retails and SME loans tended to be more vulnerable
to operational risks over this business cycle.
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