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ABSTRACT

Internet becomes more and more popular, and most companies and institutes use web services for e-business and
many other purposes. With the explosion of Internet, the occurrence of cyber terrorism has grown very rapidly. Simulation
is one of the most widely used method to study internet worms. But, it is quite challenging to simulate very large-scale
worm attacks because of various reasons. In this paper, we propose a hybrid modeling method for RCS(Random Constant
Spreading) worm simulation. The proposed hybrid model simulates worm attacks by synchronizing modeling network
and packet network. So, this model will be both detailed enough to generate realistic packet traffic, and efficient enough
to model a worm spreading through the Internet. Moreover, our model have the capability of dynamic updates of the
modeling parameters. Finally, we simulate the hybrid model with the CodeRed worm to show validity of our proposed

model for RCS worm simulation.
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macroscopic model of worm spread
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