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ABSTRACT

Class distribution of unbalanced data is an important part of the digital world and is a significant part of cybersecurity. Abnormal
activity of unbalanced data should be found and problems solved. Although a system capable of tracking patterns in all transactions
is needed, machine learning with disproportionate data, which typically has abnormal patterns, can ignore and degrade performance

for minority layers, and predictive models can be inaccurately biased. In this paper, we predict target variables and improve accuracy
by combining estimates using Synthetic Minority Oversampling Technique (SMOTE) and Light GBM algorithms as an approach to address
unbalanced datasets. Experimental results were compared with logistic regression, decision tree, KNN, Random Forest, and XGBoost
algorithms. The performance was similar in accuracy and reproduction rate, but in precision, two algorithms performed at Random Forest
80.76% and Light GBM 97.16%, and in Fl-score, Random Forest 84.67% and Light GBM 91.96%. As a result of this experiment, it was
confirmed that Light GBM's performance was similar without deviation or improved by up to 16% compared to five algorithms.
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Fig. 1. Example of the Model(GBDT)
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Table 2. Accuracy Benchmarking

Igb_base

e Light GBM

xgb_exa | xgv_his

Allstate 0.6070 | 0.6089 | 0.6093 | 0.6093 + 9e-5

Flight Delay | 0.7601 | 0.7840 | 0.7847 | 0.7846 + 4e-5

LETOR 0.4977 | 0.4982 | 0.5277 | 0.5275 + 5e-4

+

KDD10 0.7796 OOM | 0.78735 | 0.78732 * le-4

H+

KDD12 0.7029 OOM 0.7049 | 0.7051 + 5e-5
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Table 3. Experimental Data Set

xgb_exa | xgv_his | Igb_baseline gﬁﬁ

Allstate 10.85 2.63 6.07 0.28
Flight Delay 5.94 1.05 1.39 0.22
LETOR 5.55 0.63 0.49 0.31
KDD10 108.27 OOM 39.85 2.85
KDD12 191.99 OOM 168.26 12.67

Data Percentage(%) Class
Total 284,807 100% All
Non-Fraud 284,315 99.827% 0
Fraud 492 0.173% 1
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Table 4. Comparison of ML Algorithms before Preprocessing
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data_copy = df.copy()
data_copy = remove_outlier(data_copy, 'V14')
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Fig. 10. Distribution of Class (V17 & V14)

Table 5. IQR ML Algorithm Comparison

Accuracy | Precision | Recall |Fl-score| AUC

Pecsion | 09994 | 08962 | 07851 | 08370 | 0.8924
ree

KNN 0.9983 0.8888 0.0661 0.1230 | 0.5330

Logistic | 9089 | 0.6936 | 0.6363 | 0.6637 | 0.8179

Regression

Random | ' 9993 | 09230 | 0.6942 | 0.7924 | 0.8470
Forest

XGBoost 0.9995 0.9339 0.8181 0.8722 | 0.9090

Light GBM | 0.9996 0.9523 0.8264 | 0.8849 | 0.9131

Accuracy | Precision| Recall [Fl-score| AUC
Decision | 9097 | 0.9904 | 0.8813 | 0.9327 | 0.9406
Tree
KNN | 0999 | 0.9795 | 0.8135 | 0.8888 | 0.9067
Logistic | 9905 | 0.9898 | 0.8305 | 0.9032 | 0.9152
Regression
Random |5 o007 | 10 | 0.8728 | 0.9321 | 0.9364
Forest
XGBoost | 0.9997 | 1.0 | 0.8813 | 0.9369 | 0.9406
Light GBM | 0.9997 | 0.9900 | 0.8474 | 0.9132 | 0.9237
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Table 6. Compare the Smote ML Algorithm

Accuracy | Precision| Recall | Fl-score| AUC
Decision | gg89 | 0.1276 | 0.9152 | 0.2240 | 0.9521
Tree
KNN 0.9985 | 0.5483 | 0.8644 | 0.6710 | 0.9315
Losistic 1 9765 | 0.0642 | 0.9152 | 0.1200 | 0.9459
Regression
Random | ' 9904 | 0.8076 | 0.8898 | 0.8467 | 0.9447
Forest
XGBoost 0.9944 | 0.2281 0.9067 0.3645 | 0.9507
Light GBM | 0.9997 | 0.9716 | 0.8728 | 0.9196 | 0.9364

Table 7. Recall ML Algorithm Comparison

Machine Learning Model Recall
Standard 0.7851

Decision Tree IQR 0.8813
SMOTE 0.9152

Standard 0.0661

KNN IQR 0.8135
SMOTE 0.8644

Lowisi Standard 0.6363
Regrgel:;f)n IQR 0.8305
SMOTE 0.9152

Standard 0.6942

Random Forest IQR 0.8728
SMOTE 0.8898

Standard 0.8181

XGBoost IQR 0.8813
SMOTE 0.9067

Standard 0.8264

Light GBM IQR 0.8474
SMOTE 0.8728
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