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KEYWORDS Abstract Blockchain technology must have sparked widespread interest, applications associated
Blockchain; with data monitoring, banking sectors, computer security, the Internet of Things, and food chem-
Multimedia; istry to the healthcare sector and cognitive science. The use of multimedia in the healthcare archi-
Data processing; tecture also allows for the storage, processing and transmission of patient information in a wide
Internet of Things (IoT); range of formats such as images, text and audio over the Internet using various smart particles.
Healthcare system; However, managing large amounts of data, including findings and images of each individual,
Data security increases human effort and increases protection risks. In this paper, to address these problems

by using IoT in healthcare improves the performance of patient care while lowering costs by effi-
ciently distributing healthcare resources. Nevertheless, various attackers can cause a variety of risks
in IoT devices. To avoid these problems, Blockchain technology has been identified as the most
effective method for maintaining the secrecy and security of control systems in real-time. This
should provide a security architecture for healthcare multimedia content using blockchain technol-
ogy by producing the hash of every information so that any transition or modification in informa-
tion, as well as any breaches of medicines, would be evidenced across the whole blockchain

platform.
© 2022 THE AUTHORS. Published by Elsevier BV on behalf of Faculty of Engineering, Alexandria
University. This is an open access article under the CC BY-NC-ND license (http://creativecommons.org/
licenses/by-nc-nd/4.0/).

* Corresponding authors at: Department of Computer Science, College of Science and Arts in Qurayyat, Jouf University, Saudi Arabia and
Research Institute for Natural Sciences, Hanyang University, Seoul 04763, Republic of Korea.

E-mail addresses: aitaloba(@ju.edu.sa (A.I. Taloba), aaclhadad @ju.edu.sa (A. Elhadad), rmalanazi@ju.edu.sa (A. Rayan), rmhassanien(@ju.edu.sa
(R.M. Abd El-Aziz), mostafasalem(@aun.edu.eg (M. Salem), aalzahrani(@uqu.edu.sa (A.A. Alzahrani), f.alshalawi@tu.edu.sa (F.S. Alharithi),
baak(@hanyang.ac.kr (C. Park).

Peer review under responsibility of Faculty of Engineering, Alexandria University.

https://doi.org/10.1016/j.a€j.2022.09.031

1110-0168 © 2022 THE AUTHORS. Published by Elsevier BV on behalf of Faculty of Engineering, Alexandria University.
This is an open access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).

Please cite this article in press as: A.I. Taloba et al., A blockchain-based hybrid platform for multimedia data processing in I[oT-Healthcare, Alexandria Eng. J. (2022),
https://doi.org/10.1016/j.a€j.2022.09.031



http://creativecommons.org/licenses/by-nc-nd/4.0/
http://creativecommons.org/licenses/by-nc-nd/4.0/
mailto:aitaloba@ju.edu.sa
mailto:aaelhadad@ju.edu.sa
mailto:rmalanazi@ju.edu.sa
mailto:rmhassanien@ju.edu.sa
mailto:mostafasalem@aun.edu.eg
mailto:aalzahrani@uqu.edu.sa
mailto:f.alshalawi@tu.edu.sa
mailto:baak@hanyang.ac.kr
https://doi.org/10.1016/j.aej.2022.09.031
https://doi.org/10.1016/j.aej.2022.09.031
http://www.sciencedirect.com/science/journal/11100168
https://doi.org/10.1016/j.aej.2022.09.031
http://creativecommons.org/licenses/by-nc-nd/4.0/
https://doi.org/10.1016/j.aej.2022.09.031

2

A.l. Taloba et al.

1. Introduction

Smart healthcare and biomedicine development always seems
to be significant concerns that should be discussed in any pos-
sible manner also with technological advancements that are
enveloping the world [1]. The only thing that matters is
improving the framework, confidence, process, and effective-
ness of health services, as well as providing qualified nutrition
and care to patients. In today’s world, people are becoming
increasingly hesitant to seek individual health services until a
major crisis occurs. This is commonly considered a section of
over-engagement with the traditional busy living and lifestyle
framework [2]. Accordingly, if a framework is established that
initiatives or identifies typical problems in a human’s care
package and can inform a person’s assigned personalized care
manager, the entire scenario will be even more useful, and an
easy discussion on the patient could be accomplished at the
right time and within a safe timeframe.

The extent of communication between remote equipment
connected to the Internet to transmit information and access
has improved greatly thanks to the continuous developments
in the Internet of Things (I0T) sector. As a result, IoT has inno-
vated and interrupted nearly every sector on that planet, from
learning to the supply chain [3]. [oT also has performed admir-
ably in the healthcare sector, facilitating diagnostic tests and
effectively monitoring patient operations. Furthermore, one
of the main benefits of IoT is that it allows for healthcare man-
agement during the person’s non-active minutes, which can be
challenging to attain in a traditional system. Advanced access
to the system, as well as constant improvement of it, reveals a
wealth of possibilities for faster diagnostic tests and therapy [4].

People interact in a variety of ways such as through multi-
media thanks to the spread of technological advances in the lat-
est decades. Due to a pairing of various formats, resolutions,
information sources, and media, multimedia interaction is clas-
sified as very complex nature [5]. The medical domain is now
regarded as the most complicated, important, and fast-
expanding component of multimedia applications, providing
a method to increase the performance of interplay among the
patient and a doctor while also advancing their participation
in the healing procedure [6]. The utilization of multimedia in
healthcare schemes also allows for the storage, processing,
and transmission of patient information in a range of formats,
including images, text, and audio, via internet services utilizing
different smart artifacts. Healthcare organizations all over the
world have been converting themself into more effective, syn-
chronized, and user-centered processes in today’s world. Never-
theless, as the world’s population grows, provider power is
reduced, resulting in lower service quality [7]. Traditionally,
researchers and scientists have proposed a significant change
to the current healthcare approach to solving such circum-
stances; however, today’s healthcare has become such a data-
intensive area in which large amounts of data have been gener-
ated, distributed, deposited, and obtained daily [§]. As a result,
managing large amounts of multimedia content and images of
each individual requires more human work and privacy issues.

Furthermore, rapid advances in health care procedure
strategies and operations may lead to a variety of communica-
tion and storage issues between different vendors, including
physicians, health insurance agents, pharmacists, and patients
[9]. As a result, security must be at the forefront of future IoT

discussions, with transparency playing a key role in enhancing
the security of patient data. Furthermore, automated record-
ing and transmission of medical records have been regarded
as a critical form of healthcare data, with online data storing
and exchanging of patient documents putting the patient’s pri-
vacy and security in danger in terms of reducing medical costs
[10]. Multimedia references that decrease manual intervention
may encourage numerous security problems, in which vendors
cooperate with several types of equipment and modify records
and reports in an attempt to benefit from service users [11].

Blockchain technologies have recently captured the focus of
business assistants from a wide range of industries, including
healthcare, real estate, administration, and financial services
[12]. The numerous healthcare applications connected with
blockchain technological advancements are shown in Fig. 1.
It has been growing at an incredible rate in an attempt to offer
users transparency. Furthermore, it is capable of ensuring
security services or visibility even when IoT artifacts or equip-
ment are exploited by a large number of intruders. Further-
more, by storing data from a large number of gadgets and
enabling the creation of parties even without a governmental
fog, blockchain networks can track, arrange, and bear out
interactions. Blockchain technology encrypts all transactions
and tracks data from IoT nearby objects returns as the ship-
ment moves from one location to some other [13]. When a
pharmaceutical corporation manufactures medicinal products,
blockchain technology is used to keep track of them as they are
shipped to store locations [6]. Moreover, blockchain’s use in
healthcare will indeed capture advanced operation, health
records data and patient records availability information. Fur-
thermore, the occurrence of medicine delivery from IoT objects
engaged to elements where its overstock movements from one
location to others can be updated regularly both by the trans-
mitter and the recipient.

As a result, the goal of this study is to recognize multimedia
data processing in such an IoT healthcare ecosystem which
helps secure healthcare management programs by capturing
every person’s everyday task [14]. Furthermore, the use of
Blockchain Technology in healthcare structures benefited soci-
ety in a range of methods, including maintaining the security
and accountability of patient records, as well as allowing
patients to choose who has significant exposure to their find-
ings. Furthermore, file availability and shipping procedure
between supplier and the customer, allowing customers to
track their product’s position and transmitting actions. How-
ever, the presented framework’s exploratory evaluation was
based on the criminal activities or communication services car-
ried out by malevolent IoT particles [15]. These have been
explored what percentage of diagnosis data security is compro-
mised when IoT devices are hacked. Furthermore, wormhole
and falsification threats, as well as probability situations for
measuring verification and content drop proportion, have
already been tested.

This study would then offer a healthcare security architec-
ture using blockchain technology by creating hashes of each
information, with the contribution of the hash being to offer
protection chains of data that should be collected in each of
the person’s network [16]. Any information violations or
healthcare breaches could affect the entire blockchain net-
work’s users. Enough that no one in the scheme can engage
in both illegal activities during the healthcare scheme.
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2. Related works

Cyber attackers have always been drawn to the information
stored in a cloud server. Healthcare information in a cloud
must have recently stimulated their involvement. Threats to
health information can have catastrophic implications for
healthcare associations. Decentralization of cloud information
can help to reduce the impact of threats. Decentralization,
facilitated by such a peer-to-peer (P2P) system, allows for
the storage and data processing of responsive private health-
care information in the cloud. The blockchain method guaran-
tees integrity and accountability by utilizing the advanced or
dispersed property. Various decentralized measures have been
developed to regulate the impact of attacks, but these alterna-
tives have so far failed to satisfy the total private data of
patient processes. This paper, delivers a patient-centric health-
care information management framework utilizing blockchain-
based technology for storage, allowing for greater confidential-
ity. To encrypt patient information to verify pseudonymity,
cryptographic features have been used. This examines the data
processing processes as well as the platform’s smart contrac-
tual agreements’ cost efficiency [17].

Every day, large amounts of multimedia information were
also created. Multimedia information is traditionally con-
trolled by systems preserved by multimedia service suppliers,
that are typically designed with a centralized system. However,
a centralized architecture could result in system failure and
royalty payments, or other protection disagreements. It’s diffi-
cult to maintain the integrity of data and path compliance with

Payment
provider

Healthcare applications based on blockchain technology.

copyright contract commitments. To address these concerns,
introduce a blockchain-based system architectural design for
multimedia information administration in this study. For iden-
tity verification, use self-sovereign identity and create a multi-
level capability-based authentication process. Be using the sug-
gested process to develop a proof-of-concept design and ana-
lyze this wusing a utilization situation. The results
demonstrate that the proposed system is appropriate and
expandable [18].

The number of wirelessly connected equipment has
increased rapidly in recent years, and it is anticipated to
achieve billions in coming years. Whereas cloud computing
should bring a unique answer to processing this information,
security issues cannot be solved solely through these advanced
technologies. Blockchain is the technique that undergirds Bit-
coin; it uses smart agreements to provide a completely auton-
omous and ensure security scheme. Multi-layer BC is an
effective solution for many IoT issues. This paper explains
how Blockchain performs, what IoT difficulties there seem to
be, and how they can be addressed with Blockchain. This
paper, suggests a multi IoT/blockchain-based structure that
is personalized and planned for medical applications. Many
groups, which include doctors, healthcare providers, insurance
firms, and health centers, communicate with just this data. The
greatest goal is to resolve the performance and scalability
issues [19].

Smart healthcare also necessitates the facility’s ability to
diagnose patients who are situated in a remote location. Infor-
mation security, expenditures, recollection, extensibility, confi-
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dence, and accountability among platforms are all major con-
cerns for the smart medical structure. Because the user’s integ-
rity has been in discussion due to its open online platform, it’s
critical to manage information privacy and integrity. Numer-
ous techniques exist to address security problems such as for-
gery, timescale, rejection of service, and theft smartcard
threats, among others. To recognize the consumers associated
with issuing, blockchain technology understands the guidelines
of complete privacy. The disposal of a centrally controlled
third party, range of characteristics, enhanced information
sharing, improved security, and lower operating expenses in
distributed systems are all reasons for using Blockchain in
medical informatics. Healthcare informatics seems to have
some unique protection and confidentiality demands, as well
as some additional legal demands. Using a probabilistic model,
this paper proposes a novel authentication and authorization
structure for Blockchain-enabled IoT connections. In the
authentication system, the suggested scheme employs random
numbers, which are then linked via joint probabilistic reason-
ing. As a result, it creates a secure correlation between IoT
devices for data collection. Extensive simulations with the
AVISPA device and the Cooja simulation game are used to
verify and analyze the suggested model. In comparison to
other frameworks, experimental experiments demonstrated
that the suggested model supports robust collaborative valid-
ity, improved security systems, and lowers both information
exchange and computational operating expenses [20].

Patients’ personal information, including their names,
addresses, and diseases, is regularly compromised in today’s
smart urban centers and residences, which is partially attribu-
table to the stability of electronic health records (EHRs). The
current state-of-the-art security mechanisms for EHRs have
rendered data unreachable to service users. These strategies
struggle to strike an effective balance between privacy protec-
tion, a need for patient populations, and suppliers to commu-
nicate with information daily. Since this shares information in
a distributed and operational manner, blockchain technology
addresses the aforementioned problems. This can be used in
the healthcare industry to keep the balance between EHR pri-
vacy and availability. This study, suggests a Blockchain-based
structure for storing and maintaining EHRs efficiently. This
also allows patients, suppliers, and third parties to have conve-
nient and effective electronic health records while protecting
patient privacy. The purpose of this document is to examine
how the suggested scheme meets the requirements of patient
populations, providers, and third parties while also addressing
security and privacy issues in the healthcare 4.0 environment
[21].

Advanced healthcare processes rely on a third-party finan-
cial intermediary to share medical imaging information elec-
tronically, but the present equipment for cross-site
transferring information is based on confidence. This looks
at the blockchain construct in this paper, which allows parties
to reach a consensus without a centralized authority. This cre-
ates a platform for cross-domain image information exchange
that employs blockchain technology as a decentralized infor-
mation store to create a balance of radioactivity research with
patient-defined privileged availability. The blockchain struc-
ture has been demonstrated to remove third-party significant
exposure to secured patient information, meet many require-
ments for an integrated healthcare system, and is easily gener-
alizable to domains other than diagnostic imaging. The

framework has some flaws, such as the difficulty of the security
and privacy designs and an ambiguous regulatory system.
Finally, the large-scale evaluation of such a methodology must
be illustrated, which will be dependent on a variety of variables
mentioned [22].

3. Methodology

3.1. Blockchain in medical research

In medical studies, a variety of issues such as information pri-
vacy, the integrity of information, information sharing,
records management, patient enrollment, and so on may
emerge. Blockchain, as another internet generation, has the
potential to solve these issues [23]. With the assistance of
blockchain emerging technologies, healthcare investigators
have been working to resolve these problems. Blockchain tech-
nologies, combined with artificial intelligence (AI) and
machine learning, would then eventually take a healthcare
industry that is growing rapidly. Permissioned Cryptocur-
rency, a blockchain procedure that offers self-executing capa-
bilities, is being used in tandem with hospital-based database
management systems in research design.

The main purpose of this study has been to tackle the issue
of the diagnosis enrolment problem. The findings of this
study revealed that Ethereum enabled faster transactions
than bitcoin, leading to the conclusion that Ethereum net-
work agreements could be used to improve the predictability
of database management systems in medical studies. The tra-
ditional healthcare method of the patient record is repre-
sented in Fig. 2. As seen in Fig. 2, many organizations act
independently [24]. Even while all departments’ operations
including doctor diagnostics or prescriptions, laboratory test-
ing, and medicines indicated by doctors are documented or
managed distantly, it is vital to track every action of the
patient data. As a result, one of the current applications of
blockchain technological advances in medical research is
patient engagement. Another study was performed, in which
a structure was executed to obtain patients’ explicit consent
for monitoring and storage it in a safe, publicly reliable,
and unverifiable manner. The workflow was created using
blockchain solutions.

3.2. Blockchains in medical recognition of fraud

The organization of medicinal drug supply chains is one of the
most important applications of blockchains in the medical
industry. Providing organization is important in all industries,
but it is especially important in healthcare due to the increasing
difficulty [25]. This is because any disruption in the healthcare
supply chain has an impact on a patient’s health. As a result of
the numerous moving components and people involved, sup-
ply chains were also susceptible and contain holes for fraudu-
lent threats.

By having to introduce increased data accessibility and
enhanced product reliability, blockchains include a secure
and safe framework to overcome such issues and, in
certain instances, protect fraud from occurring. Manipula-
tion of the blockchain is difficult because a record could
only be confirmed and modified through a blockchain
network.
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3.3. Blockchain-based healthcare system framework

The suggested healthcare platform’s architecture of the system
is depicted in Fig. 3, which involves a web-based application
having two sides: a front end that connects among patients
and a back end that enables the communication process via
blockchain. The specific request serves as a link between these
goals [26]. The suggested healthcare system is easy to compre-
hend because it includes web-based communications between
patients and suppliers. There were organizations which are
already connected like a network of networks during the oper-
ation of a back end in which the blockchain communications
process takes place. This utilized two sorts of networks to
study the healthcare blockchain procedure: miners or an
authentication node and the remaining were executing nodes
[27].

The miner’s job is to verify if a transaction is right or wrong
to duplicate the database information after it is committed or
rejected. The role of the execution node, on the other hand, is
to check if the transactions accumulated in the miners are gen-
uine or not. If the quantity is correct, the miner’s amount will
be acquired and executed into the transaction [28]. To imitate a
true blockchain process, have provided two virtual machines
(VM) systems, as illustrated in Fig. 4. The executing network
is hosted on device 1, whereas both miner and execution nodes
are executed on device 2.

3.4. Blockchain-based in healthcare: Functional requirements

The invention of blockchain technologies has piqued the inter-
est of many users. Many soon realized that the methodology

might be utilized for a variety of purposes, including industry,
tax collection, and unitary. This part discussed how blockchain
technology might be used in healthcare in terms of report
traceability and cost accuracy for diseases [29].

When a patient visits a doctor for therapy, there is a chance
that after the diagnosis, the doctor will recommend needless
tests or pressure the patient to a customer is buying from cer-
tain medical centers. Furthermore, a patient may wish to
replace his or her primary doctor and begin therapy with
someone else [30]. If a patient switches doctors, all records,
laboratory tests, and medicines including proper billing must
be kept in the blockchain such that the patient or doctor
knows how much money was spent on a method involved.
Although all records are kept also on the blockchain, no sup-
plier could modify drugs or expenses bills without such
patient’s authorization. If a patient has several tests or pills
during therapy, the invoice or record of every document
should be maintained on the blockchain. So that even if med-
ical shops or laboratory tests generate high expenditures for
treatments and afterward update the records during surveil-
lance checks. If every other behavior of the patient is saved
within the blockchain, it will be impossible to make any more
alterations than once the bill has already been created and
placed within the blockchain. The following material discussed
two distinct instances.

e Instances 1: Patient reports traceability from the circulating
system

Consider a scenario in which a large number of patients are
aided in maintaining their records on the blockchain. Reports
are automatically recorded during development and stored in
the appropriate locations. Every chunk/blockchain contains
three parts: hash, data, and the previous chunk’s hash. The
amount of data stored in a blockchain varies depending on
the model of blockchain, such as the health records block-
chain, that maintains transaction records as shown in Table 1.
The second component, hash, recognizes a block including its
data, and it is always distinctive, exactly like a person’s [31].
Moreover, the utilization of these advanced technologies aids
in the protection of record transactions (distributed ledger
databases), attempting to avoid record manipulation by pri-
mary individuality or fraudulent participants, creating
unchanging (challenging for a personal contributor to harmful
interference or customize), and providing protection. Fig. 5
depicts a transactions schematic diagram of blockchain
technologies.

The second component, hash, recognizes a block including
its data, and it is always distinctive, exactly like a person’s fin-
gerprints. When a block is created, its hash is calculated, and
changing any data inside this block will change the hash. In
other words, when it comes to identifying modifications to
blockchains, the hashing of a blockchain system is quite signif-
icant [32]. The hash of the previous blocks has been the third
aspect within every block. In its structure, blockchain technol-
ogy is a collection of blocks. Except for the origin transaction,
which has no preceding hashing, every block consists of data
and also the hash of the preceding block, as seen in Fig. 6. This
generates a chain of blocks, and it is thanks to this technique
that a blockchain is so safe. Let’s look at an example where
have a series of three blocks to properly comprehend it in
the context of healthcare.
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As seen in Fig. 7, each block represents a distinct seller.
Furthermore, each block contains three elements: quality of
the products, hash, and the hash for every block. Let’s imagine
a patient visits a doctor for a specific medical therapy, and all
of the events associated with that patient are recorded in the
blockchain. Consider that any doctor assisting also with
patient laboratory testing could try to tamper also with the sec-
ond frame, including once the information or testing counts
were saved, any alteration in counts may result in a modifica-

tion in the product’s hash. This causes the hash of a transac-
tion to change, rendering block 3 and all following blocks
nonsensical since they no more collect a proper hash of the
previous block [33]. As a result, changing a single chunk ren-
ders all subsequent blocks unusable. To properly manipulate
a blockchain, an attacker must manipulate all of the segments
on the chain. Only by identifying the above points can the
intruder-adjusted blocks be recognized by others, which is
extremely difficult.
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Table 1 Industrial transaction record
block.

Patient Name Record

Patient Doctor

Recommended Medicines
Recommended Tests
Insurance abc

e Instances 2:

Another possibility is that even if transmitting prescriptions
to medical stores, intermediaries engage in harmful behavior.
This indicates so if a corporation delivers 1000 units of drug
’A,’ all 1000 units should be transferred to the recipient. Tra-
ditionally, if a firm A’ needs to transport pharmaceuticals to
a recipient 'B,” say from INDIA to the United States, this
method is carried out through the use of any strong authenti-
cation authorities. However, this method incurs higher costs,
requires longer time, and compromises the privacy of individ-
ual user’s ’A’ and ’B.” All of these concerns, however, could be
easily handled using blockchain approaches. The blockchain
assisted in shipping the merchandise without the assistance
of a third entity and also more quickly and less expensively
[34]. The following describes how blockchain manages product
shipment. Assume this have such a connection of three entities
that would like to transport the goods from one end to
another. ’A’ is the transmitter or supplier, ‘B’ is the dealer
who accepts the shipping request and recipient, and 'C’ is
the eventual recipient who receives the products.

i. Initially, the corporation or sender ’A” who commences
the goods shipment procedure will hash a transaction
from the first network A — B and disseminate the
demand to accessible dealers.

ii. The distributor, ’B,” will then approve the A’ demand
and add a new block to an existing process including
its new hash and prior hash.

iii. Furthermore, the trader or deliverer, ’B,” will transmit
their item to an individual ’C,’ i.e., the recipient, with
such a different hash value and prior hash function,
and the ultimate blockchain would be marked as
completed.

Blockchain is a commercial transactions chain that is trans-
parent and open to everybody, which implies that most block-
chain clients have such a complete version of the networks [35].
It gives users transparency by allowing every-one in the net-
work to know where the item is and how long it will require
to be distributed.

3.5. Analysis of performance

Earlier, the validity of the proposed architecture utilizing
blockchain technology was verified utilizing the NS2 simulator
before giving the simulation tests. The protection design is run
in the NS2 setting mostly on a maximum level of security to
aid intermediate visibility of several aspects. As previously sta-
ted, the internal workings of the suggested scheme have been
examined in this study [36]. Although it is a difficult problem
to secure network and security testing at the same time, pro-
posed a respected security architecture that not only maintains
a high level of trust between nodes but also provides valid net-
work support to consumers. Three businesses are using an NS2
edition with a set number of customers. Three machine effects
on access are functioning in the scenario. As shown in Table 2,
a 400 m x 400 m able to fully utilize is formed with small and
large network dimensions of 25 and 250 nodes,
correspondingly.

Users were transportable in the sense that they can leave
their connection and join another system at any time. Further-
more, the MAC layer protocol is 802.11, and the MAP router

Link id

Request

Process
completion

A

Blockchain
technology

Transaction

Block
Attachment

Validation

Block

A 4

Fig. 5 Transaction blockchain diagram.
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has communication distances of 120 m/s. Each node also was
allocated a randomly initialized TV. At first, 25 nodes are con-
structed to serve as blockchain nodes. In addition, a simulated
data producer is worn, which generates data utilizing a normal
pattern of distribution [37]. To assess security, quality is
defined in terms of metrics at which IoT devices are penetrated
by attackers. During communications, network packets or

Table 2 Parameter of simulation.

Grid facet 400 m x 400 m
Number of nodes in CRN 10, 250

Size of data or request of the user 128 Bytes
Physical layer PHY 802.11
Transmission Range 120 m
Simulation time 60 sec

users are introduced into the system depending on a posterior
distribution. Wormholes and falsifying are considered serious
routing concerns since the former reduces system performance
by informing the transmission paths of users’ requests, whereas
the latter arbitrarily drops packets and could be detected too
early. The introduction of compromised nodes, miners, and
network transformation to compromised nodes is dependent
on the probability indicated in Table 3, which is that 20 of
the 250 installed IoT devices and networks are malicious. Fur-
thermore, a falsification attack is examined, where one of the
transmitting entities is compromised by attackers that attempt
to disrupt the communication. The falsification nodes indicate
that 5 out of 25 sensor nodes, 45 out of 100 sensor nodes, and
150 out of 250 sensor nodes were corrupted in a particular unit
time.

Furthermore, the transformation of a trusted device to
malicious after falsifying attack indicates that among 10 min-
ers, 25 nodes (in terms of low network density) are trans-
formed to malicious, as shown in Table 4. Taking all of
these parameters into account, effectiveness analysis is com-
pleted in 60 s [38]. The proposed framework’s design includes
a blockchain network accountable for certifying the authentic-
ity of users, two gateway gateways that provide communica-
tion between the internet and devices, and gateways that
provide services to users who primarily use internet providers.
The performing nodes are in charge of providing services to
their clients, whilst miners or validating networks are in charge
of validating the authenticity of network entities [39].

3.6. Parameter for performance

Several parameters are collected to compare the proposed
framework’s effectiveness to that of the present technique
[40]. The existing approach does not detect rogue devices
depending on TV; however, the suggested scheme analyzes
three separate aspects:

e Whenever a false developer created a false product demand
at work.

e The security features of corrupted IoT devices, including
falsification assault, wormhole intrusion, and item decrease
percentage

e Probabilistic identification situations in the presence of
compromised mining

Fig. 8 compares the proposed system’s effectiveness to
existing approaches for detecting Malicious Nodes (MN) in
networks related to corresponding nodes, including the proba-
bility of a falsification operation.

Furthermore, attack resistance against wormhole attacks is
studied for networks with 25 nodes. Furthermore, Figs. 9, and
10 demonstrate the verification possibility, probabilistic possi-
bilities depending on the trust factor, and past historical inter-
action examined by authenticating networks [41]. In
comparison to MN predictions, the suggested framework pro-
vides 86 percent accuracy, which can be increased if the exper-
iment is repeated over a longer length of time. In comparison
to existing systems, the measurement variables in the concep-
tual methodology perform more effectively [42].
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Table 3 NS2 configuration for various network environment.
Sl.no Virtual Machine (VM) Compromised nodes Transmitting nodes Miners
1 Node 1 5 25 10
2 Node 2 45 100 50
3 Node 3 150 150 100

Table 4 Various probability utilized for performance
analysis.

Sl.no Action Probabilities
1 Malicious node addition 5%
2 Compromised node 10%

4. Result and discussion

The suggested framework was evaluated using numerous
users, and a modified reference model was proposed. The
experimental assessment was effective, and multiple findings
for various parameters were recorded. The findings of system
condition and test results indicated are reported in the preced-
ing subsections. The system operated as expected, and all mea-
sured values for the suggested solution for every healthcare
method are positive.

The experimental analysis of proposed and traditional pro-
cedures was effective, and multiple findings for different
parameters were recorded. The findings of the design and per-
formance suitable to analyze are reported in preceding sub-
groups of a performance evaluation. The system performed
as intended, and all performance requirements for every
healthcare information for the suggested framework were
acceptable. Furthermore, the proposed approach’s efficiency
is close to 86 %, which would continue to enhance when

[y
<

Product drop (%)
S = N W A Ui 0 O

Basic
method

Proposed
method

Basic
method

detected MNs are removed from the network. The identifica-
tion of MNss is predicated on trust, with the removal of discov-
ered MNs having no negative impact on the performance of
other nodes. The suggested mechanism evaluates the confi-
dence of all other networks at regular intervals, and nodes that
are affected and operate deliberately will have a poor rating
and confidence due to a high production residual value, black
hole, and falsified assault, but will always be recognized in the
long term. As shown in Fig. 9, the suggested scheme has a
lower product loss ratio than the present methodology. The
explanation for this enhancement is increased transparency
between networks that monitor the actions of neighboring
nodes. Fig. 9 depicts the enhanced performance from a worm-
hole and falsifying assaults. The Blockchain records the speci-
fics of each node’s activity, which eliminates the possibility of
editing or changing any data during transfer from one location
to the next.

Furthermore, Fig. 10 depicts the greatest and median veri-
fication latency in the event of an intrusion assault, as well as
how the current and planned methodology can access legiti-
mate networks in the event of an intrusion assault. The existing
process used many security measures at several levels of inter-
action, making it exceedingly easy for hackers to brute—force
assault the security measures used individually at the transit,
perceptual, and application levels.

However, the suggested system keeps the Blockchain for
such an existing system, making it difficult to anticipate the
hashed of all nodes (modules) at once. Fig. 9 depicts the prob-
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Number of nodes

Fig. 8

Wormbhole, falsification, and product drop possibility over a minimum network dimension.
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Fig. 9  Probability situations to measure the node’s authentication.
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Fig. 10 The impact of having more mobile clients than usual and having maximal verification.

ability situations of an authentication method in which, as the
quantity of MNs (namely, mining or peer stations) increases
with node density, both techniques recognize the valid node.
The suggested system, which preserves a Blockchain between
each node, may determine the trusted node. Furthermore,
the accuracy is near to 86 %, which will improve overtime as
recognized MNs are removed from the system. The identifica-
tion and segmentation of MNs depending on confidence do
not impair the functioning of other networks.

After a certain amount of time, the suggested mechanism
evaluates the trust and ratings of their networks. Endpoints
that have been attacked and are acting aggressively will get a
poor grade and trust (due to a lower product drop percentage,

wormhole, and falsified attack) and can never be evaluated
again.

5. Conclusion

This paper evaluates multimedia data processing in IoT
healthcare systems and offered a robust healthcare architecture
based on blockchain technologies. Individual activity acquired
by IoT devices is saved inside the Blockchain to guarantee con-
fidentiality and visibility between patients, and intermediaries,
and to track every behavior of the pathways. The suggested
framework expands on the Blockchain movement to maintain
the protection and integrity of patient records, document avail-
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ability, and the shipment procedure between provider and cli-
ent. Furthermore, the necessity for blockchain in healthcare is
it could collect intermediary activities, health records data, or
drug shipment phenomena from I[oT sensors dedicated to ele-
ments moving from one location to another after from supplier
to client. Illegal behavior could be directly detected at every
point in the communication chain. However, the suggested
framework’s operational study was based on the illicit acts
or communications performed by hostile IoT devices. The
experimental examination of hostile IoT devices from illegal
behavior including over-product drop percentage, falsified
assault, wormhole intrusion, and probability verification situ-
ations reveals an 86 percent success percentage in the proposed
technique versus existing alternatives. In addition, the transac-
tion duration or estimated cost during multimedia information
transfer procedures in healthcare would be investigated in
future research.
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