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ABSTRACT With the exponential growth of Internet of Things (IoT) devices, IoT has become a
transformative technology with applications spanning various domains. It encompasses a wide range of
public and industrial vertical services that come with diverse and stringent Quality of Service (QoS)
requirements. Traditional networks often struggle to meet the demands of these diverse IoT services.
As a result, the introduction of 5G and Beyond 5G (B5G) networks holds promise in accommodating
these diverse IoT services through network slicing technology. Network slicing involves partitioning a
single physical network infrastructure into multiple logically isolated networks and ensures dedicated
resources to each service as per QoS requirements. Additionally, Multi-Access Edge Computing (MEC)
in B5G networks presents an innovative solution to facilitate low-latency communication for IoT services.
However, the automatic provisioning and management of end-to-end (e2e) network slicing for IoT
services across multi-domain infrastructures pose significant challenges, including manual error-prone
resource configuration, network slice template preparation, and human intervention. This paper proposes an
automated Artificial Intelligence (AI) and MEC-enabled solution for provisioning and managing network
slice resources across multiple domains specifically tailored for IoT services. Our solution provides an
abstraction layer that generates slice templates for each domain and automates the deployment of resources
based on the specified QoS requirements. It automates the slice resource configuration process, reduces
human intervention, and manages the complete lifecycle of IoT slices. We have conducted several tests
with our system, creating multiple IoT slices, and have observed stable performance in slice design,
resource provisioning, slice isolation, and management.

INDEX TERMS IoT, beyond 5G networks, MEC, SDN, network slicing, Al for 5G, service automation
and management.

I. INTRODUCTION
NTERNET of Things (IoT) has emerged as a versatile
technology that holds immense potential to address a wide
range of societal challenges [1]. McKinsey report predicts a
substantial economic impact, ranging from 3.9 trillion to 11.1
trillion dollars annually by 2025, generated by the IoT indus-
try [2]. With the continuous proliferation of IoT devices,

such as sensors, home appliances, actuators, cameras, drones,
and medical IoT devices, these interconnected devices can
engage in networked interactions. This connectivity has
found applications in various domains, including smart
grid, smart healthcare, home automation, medical assistance,
emergency services, and traffic management [3]. However,
as the IoT industry expands, there is an increasing demand
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for low-latency connectivity and high bandwidth to support
real-time IoT applications effectively. Traditional centralized
cloud-based IoT solutions face challenges in meeting diverse
and stringent Quality of Service (QoS) requirements. So, 5G
and Beyond 5G (B5G) networks are designed on the service-
oriented pattern and aim to accommodate these diverse novel
services, such as IoT real-time services with better quality of
experience QoE [4]. These BSG networks enhance network
throughput and support a wide range of highly innovative
services with different QoS requirements, including virtual
reality, augmented reality, metaverse, critical IoT, smart
healthcare, smart city, and holographic applications. These
services pave the way for autonomous vehicles, the Industrial
Internet of Things (IIoT), and Industry 5.0 applications, revo-
lutionizing our daily lives [5]. To fulfill the demands of these
services, the B5G network must leverage network-slicing
technology to provide instant and seamless connectivity,
extensive broadband coverage, efficiency, reliability, and
impeccable network availability.

Network slicing in B5SG networks emerges as a viable
solution to accommodate the diverse and differentiated QoS
requirements of IoT services, enabling enhanced connec-
tivity and improved performance. Network Slicing supports
these diverse QoS IoT services by providing dedicated
network resources to each service according to the Service
Level Agreement (SLA). Network slicing is partitioning
the physical network into multiple logical and isolated
networks. Network slicing is made possible through the
use of Software-Defined Networking (SDN) and Network
Function Virtualization (NFV), which drive a transformative
and innovative shift in future networking approaches. SDN
and NFV allow the creation of scalable and flexible multiple
network slices over a physical network [6], [7], [8]. Looking
ahead, the future B5G services (i.e., robotics communication
services, multi-sensory services, neuroscience intelligence
(brain interaction with computer) services, autonomous
industrial operations, etc.) will impose even more demanding
QoS prerequisites, such as high throughput of 1 TB/s, latency
less than a millisecond, and seven nines reliability [9], [10].
As a result, it is essential for BSG mobile networks to
provide more stringent QoS assurances to fulfill the demands
of disruptive services and applications on the horizon. It
also needs to integrate edge and cloud resources to cater
to high-performance requirements across different industrial
verticals.

Edge computing is crucial in ensuring low latency for
IoT time-critical services, particularly URLLC services
in the B5G context. So, the intelligent integration of
edge computing technologies is very beneficial to ensure
better QoE for low latency, better throughput, and reli-
ability [11]. However, the European Telecommunications
Standards Institute (ETSI) has introduced an innovative
technology named Multi-Access Edge Computing (MEC) for
low-latency IoT services [12]. MEC is expected to support
various 5G use cases by providing value-added services to
end users. Apart from serving as an execution environment
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for edge-based applications, MEC offers multiple services
related to end-users and RAN contexts, such as context-
aware applications, location information, user information,
and geographical edge applications [13], [14].

The automatic orchestration and management of diverse
IoT services in a multi-domain environment such as MEC,
RAN, core, and transport network domains is crucial and
challenging for B5G service providers. There are many
solutions developed based on NFV management and orches-
tration (NFV-MANO) to support the automatic orchestration
and management of 5G and beyond services, including [oT
services. However, all mechanisms require slice templates
and configurations in a specific format and use manual
configuration procedures for the deployment of resources.
It is also complex because each domain requires different
policy configurations to activate the resources such as
core orchestrator, MEC orchestrator, RAN, and transport
controller. However, automatic provisioning and managing
the lifecycle of complete e2e IoT slicing with the MEC
environment is still very challenging.

Nowadays, many industrial solutions have incorporated
Artificial Intelligence (AI) technologies to proactively man-
age and ensure B5G services. In the 5G, the Third
Generation Partnership Project (3GPP) has introduced an
Al-enabled Network Data Analytics Function (NWDAF)
to provide network intelligence [15]. NWDAF leverages
Al methods to offer proactive resource management and
assurance. Automating network slicing and leveraging Al
technologies play a vital role in efficiently provisioning and
managing services in a multi-domain network infrastructure.
By employing proactive resource management and utilizing
intelligent analytics, networks can effectively meet the
requirements of IoT-diverse and evolving service demands.

A. RESEARCH MOTIVATION

As aforementioned, the core objective of the 5G and beyond
network is to support diverse IoT services with specific QoS
needs. However, manually configuring these services is prone
to errors, time-consuming, and requires significant expertise.
Additionally, manually allocating resources across multiple
domains like core, RAN, transport, and edge to establish
e2e network slicing is not an optimal solution. So, the
research community and standardization bodies are striving
to automate the orchestration and management of network
resources. While several solutions have emerged for automat-
ing resource deployment, they often need to catch up when
managing resources across multiple domains. Moreover,
efficient and automated service design is also crucial, as each
domain may require different policies and configurations to
activate network resources. For instance, IoT encompasses a
wide range of services with varying and strict QoS demands,
making allocating dedicated and shared resources to each
IoT service complex. Additionally, many IoT services fall
under the URLLC category, which necessitates ultra-low
latency communication that can be challenging for B5G
network operators to provide. Integration with Multi-Access
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Edge Computing (MEC) becomes essential to address these
latency issues. Due to that, designing and orchestrating
IoT services over a multidomain network infrastructure
supported by MEC is inherently complex. On the other
side, Al-driven approaches show promise in managing,
automating, and controlling various network operations. To
navigate these complexities, there is a pressing need for an
automated orchestration solution that leverages MEC and
Al to provision and manage services across multidomain
network infrastructures efficiently.

B. RESEARCH CONTRIBUTIONS

To overcome the problem related to accommodating IoT
diverse services and providing dedicated resources in an
automated fashion, we have proposed a MEC-assisted
efficient service provision mechanism. Following are the
summarized objectives of our work:

o An advanced framework is presented that leverages
SDN, NFV, MEC, NFV MANO, and Al technologies
for intelligent provisioning and management of diverse
IoT and B5G services automatically. It enables the pro-
visioning of multi-domain resources, including RAN,
MEQC, core, and transport domains, and facilitates the
activation of e2e network slices based on SLAs.

o The Proposed mechanism follows a closed-loop and
one-touch mechanism to manage the lifecycle of e2e
IoT services.

o Allows the orchestration of critical low-latency IoT
services by integrating the MEC capabilities.

« provides openness to implementing Al and data process-
ing and analytics mechanisms for efficient automation
and proactive management of network resources.

« Several tests have been carried out to validate system
performance by designing, instantiating, and activating
multiple e2e IoT slices, and it performs well in the
context of resource allocation, stability, flexibility, data
rate, and response delay.

o« We have also discussed background technologies for
better understanding, such as 5G networks, MEC for
low latency communication, benefits of e2e network
slicing for IoT services, 3GPP orchestration and man-
agement capabilities, and Al applications for providing
intelligence and proactive control over B5G networks.

C. PAPER ORGANIZATION

The remainder of the article is structured as follows.
Section II presents the background technologies and related
literature, such as the 5G network, MEC and its components,
e2e network slicing for IoT use cases, management and
orchestration technologies for BSG networks, and Al-assisted
automation and proactive management. Section III explains
the proposed MEC-enabled IoT service provisioning and
management system with its components for B5G services.
The implemented testbed and experimental results and
analysis are discussed in Section IV. Section V presents the
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FIGURE 1. 5G SBA architecture.

conclusive remarks with future directions of the proposed
work.

Il. BACKGROUND TECHNOLOGIES

This section explains the background technologies such as
the 5G network, MEC, and its components, benefits of
network slicing for IoT applications, and automation and
management of network slicing for diverse IoT services.

A. 5G ARCHITECTURE

3GPP has designed a 5G system as a Service Based
Architecture (SBA) for accommodating novel and diverse
requirements services. Figure 1 illustrates the SBA architec-
ture outlining the control and user/data plane communication.
The lower data plane elements handle user data trans-
portation, while the control plane comprises various core
network Virtual Network Functions (VNFs) for handling
various control plane tasks. These core VNFs include an
Access and Mobility Management Function (AMF), Session
Management Function (SMF), User Plane Function (UPF),
and many more. Detailed functionalities and responsibilities
of these VNFs are presented in 3GPP TS 23.501 [16], [17].
Decoupling the user plane from the control plane in the
5G system allows scalable, cost-effective, and flexible
deployment of VNFs. By adopting the SBA, the 5G network
optimizes network performance, enables dynamic resource
allocation, and supports emerging applications and services
with diverse requirements. It provides a foundation for
leveraging SDN and NFV technologies, ensuring a flexible
and scalable infrastructure for the evolving needs of B5G
networks.

B. MULTI-ACCESS EDGE COMPUTING

ETSI proposed the idea of utilizing distributed computing
closer to User Equipment (UE) to attain faster response, low
latency, and alleviate network congestion, named MEC. MEC
in 5G and beyond networks plays a crucial role in bringing
cloud computing capabilities to the edge [12]. By processing
data near the end devices or users, MEC enables the network
to achieve URLLC communication for mission-critical IoT
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FIGURE 2. NFV-enabled MEC architecture for B5G services.

services. Additionally, MEC offers the advantage of reducing
data transfer costs by processing data locally. Moreover,
MEC brings several other benefits, such as the optimization
of mobile resources by offloading computational-intensive
services to the edge network, improved QoS assurance
and QoE for end-users, and context-aware services by
transforming RAN (gNodeBs) nodes into intelligent service
hubs.

The ETSI MEC reference architecture comprises a MEC
management entity and MEC hosts. The MEC host is a
fundamental component of MEC architecture that consists of
the MEC Platform (MEP), Virtualization Infrastructure (VI),
and MEC applications. VI includes storage and computing
resources for MEC applications. The MEC host enables the
execution of MEC apps and provides necessary resources
and services. Conversely, the MEP manages traffic routing
among applications, services, and RAN networks within
the MEC host. It configures the DNS proxy, creates an
environment for MEC services, and performs essential tasks
for MEC app operation. Virtualization techniques ensure
isolation and efficient utilization of resources with spe-
cific network services. Furthermore, the MEC management
entity comprises MEC host-level and MEC system-level
management. In MEC system-level management, the MEC
Orchestrator (MEO) is a central decision-making entity that
has a broad view of services, MEC hosts, topology, and
resources. The MEO selects the most appropriate MEC host
based on QoS requirements and performs system-level tasks
through the OSS and user application LCM proxy. The OSS
handles user requests, enables or terminates applications, and
relocates MEC applications. The LCM proxy entity assists
in managing the complete lifecycle of user applications,
working in conjunction with the MEO and OSS [12], [13].

The MEC host-level module contains Virtualization
Infrastructure Manager (VIM) and MEC Platform Manager
(MEPM). The MEPM provides critical information about
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the MEP to the MEO, performs MEC application lifecycle
management, handles rules, MEC services authorization, and
configures DNS. In addition, the VIM provides virtualization
support for hosting VMs and facilitating rapid application
deployment. It controls the allocation and management of
virtualized resources within the virtual infrastructure.

Figure 3 presents an updated NFV-enabled MEC archi-
tecture from the last high-level architecture, which provides
a common NFV environment to all MEC entities. It
included NFV-enabled components involving running the
MEP and MEPM as VNFs. The MEO is changed to
the Mobile Edge Application Orchestrator (MEAO) while
maintaining its functionality but utilizing the NFVO to
commission MEC apps, MEP, and MEPM. This ensures that
all resource management and instantiation processes follow
well-designed NFV interfaces. As a result, edge resources
can be managed as standard computational and storage
resources and managed by the single VIM [13].

C. NETWORK SLICING FOR IOT SERVICES

Network slicing is a technique of partitioning a single
physical network into multiple virtual and isolated networks.
Network slicing can be commonly divided into massive
Machine-Type Communications (mMTC) service for IloT
automation and smart city use cases, enhanced Mobile
Broadband (eMBB) service for tasks like ultra-HD video
streaming, and Ultra-Reliable Low-Latency Communications
(URLLC) for applications such as critical IoT, autonomous
vehicle, remote surgery, and medical emergency [18]. In the
network slicing context, IoT applications can be classified
into four main areas based on their specific requirements:
massive [oT services, short-range IoT services, critical
IoT services, and low-range IoT services, as presented
in Figure 4. These IoT services have many applications
in the real world, such as industrial automation, criti-
cal IoT or smart healthcare, smart homes, transportation,
energy systems, military applications, massive IoT, UAV
applications, gaming, and many more [5], [6]. Moreover,
network slicing offers dedicated resources, ensuring minimal
interference from other applications and enhancing resource
utilization, especially during high-density traffic periods.
It also provides isolation for healthcare, factory, grid,
and military applications, ensuring security and tailored
communication needs. In the context of 5G, it enables UAV
operations and data collection. Network slicing promises
secure, high-throughput, and low-latency communication for
diverse IoT services.

D. NETWORK SLICING MANAGEMENT AND
ORCHESTRATION (MANO)

To provide differentiated services to 5G consumers, the
MANO of the e2e network is an essential activity for
MNOs. Several mobile network standardization bodies have
defined the specifications for e2e network slice MANO, such
as ETSI, Internet Engineering Task Force (IETF), 3GPP,
Fifth Generation Partnership Project (SGPP), ITU, Next
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Generation Mobile Network (NGMN), etc. [16], [19]. ETSI
has introduced the NFV-MANO platform, which automates
the deployment of VNFs in an efficient way. MANO com-
prises an NFV Orchestration (NFVO) layer, VNF Managers
(VNFMs), and Virtual Infrastructure Managers (VIMs). The
NFVO is the orchestration entity that can manage the
lifecycle of the network services with the cooperation of
VNFM and VIM. It is responsible for the deployment
of appropriate resources and establishes the connection.
The MNOs input network service configurations through
the Operation Support System /Business Support System
(OSS/BSS), and NFVO deploys and activates the resource
over the physical infrastructure with the help of VNFM
and VIM. NFVO has multiple VNMFS and VIMs for the
automation and management of resources.

The 3GPP has introduced an architecture for managing and
orchestrating the service-oriented 5G networks. This system
consists of Communication Service Management Function
(CSMF), Network Slice Management Function (NSMF),

VOLUME 4, 2023

and Network Slice Subnet Management Function (NSSMF),
as presented in Figure 5. The CSMF acts as a central
management entity for managing and deploying network
slices. It is responsible for creating the network slice requests
and sending them to NSMF for further operations. The
MNOs used CSMF functions to plan, design, and activate
the network slices. Conversely, NSMF translates the slice
requirements and generates domain-specific configurations.
Further, those configurations are forwarded to NSSMF for
the deployment of the network slice instances. Each domain
has separate NSMF, e.g., RAN, core, edge. Also, NSSMF
ultimately manages each slice instance. Moreover, the CSMF
receives network slice requests with QoS requirements from
the customers and forwards those requests to NSMF. NSMF
converts slice QoS into policies and activates the resources
with the cooperation of NSSMF. The slice instances are
appropriately monitored, and CSMF performs autoscaling of
the network resources whenever needed [19], [20].

lll. RELATED WORK

In this section, we delve into the existing research concerning
IoT services across diverse domains and examine how
network slicing can effectively tackle the challenges posed
by these IoT services. We also explore the relevant body
of work on the automation of IoT network slicing and the
utilization of AI approaches for network management.

A. NETWORK SLICING FOR IOT USE CASES

1) SLICING FOR SMART HEALTHCARE OR CRITICAL
APPLICATIONS

The traditional telecommunication network is inadequate
to meet the healthcare industry’s diverse communication
requirements of IoT use cases. The 5G offers higher data
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rates, low latency, and faster response times, enabling remote
monitoring and examination of patients. The reliability of
communication services is crucial in healthcare applica-
tions, especially in critical procedures like remote surgeries.
Network slicing provides an effective solution by ensuring
dedicated resources and minimizing disturbances caused by
resource variations from other applications. Privacy and
security are top priorities in smart healthcare services,
and network slicing enables the activation of specialized
NFs to enhance privacy and security within healthcare
slices. Network slice isolation ensures the confidentiality
of healthcare traffic and prevents its visibility to other
application slices [21].

2) SLICING FOR SMART TRANSPORTATION

In the realm of smart transportation, IoT plays a crucial
role in various aspects, such as vehicle-to-infrastructure com-
munication (V2I), vehicle-to-vehicle communication (V2V),
vehicle-to-everything communication (V2X), vehicle info-
tainment, and autonomous driving. These services have
unique connectivity and QoS requirements that a common
network cannot adequately meet. For example, autonomous
driving requires extremely low-latency communication. To
cater to the diverse needs of V2X applications in a cost-
effective manner, network slicing proves to be the ideal
solution. Besides, it is very challenging for Mobile Network
Operators (MNOs) to provide services and entertain multi-
tenant service providers such as vehicle manufacturers or
companies, road authorities, municipalities, etc., in the V2X
scenario [22]. So, it becomes more complex to support multi-
tenants through the infrastructure provided by the multiple
MNOs. Adopting well-designed slice templates for each
tenant can efficiently fulfill the QoS requirements of these
multi-tenants. So, network slicing ensures the provisioning of
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dedicated resources for each service, such as V2X use cases,
and it also ensures complete isolation from other use-case
slices. So, It also overcomes and entertains the increasing
high-density traffic demand issues by dynamically deploying
VNFs on peak time (peak hours) or location type, enhancing
network resource utilization efficiency. Moreover, dedicated
security network slicing can be implemented to ensure robust
security measures for different V2X applications.

3) SLICING FOR SMART INDUSTRIAL AUTOMATION

Traditional networks cannot meet the wide range of com-
munication requirements of IloT applications, such as low
latency, high data rates, and reliability. Network slicing offers
a cost-effective solution by utilizing a single network. By
adjusting the network functions and slice configurations,
network slicing can cater to various requirements, including
security, mobility, latency, and bandwidth. Dedicated slices
can be allocated for large-scale factory environments to
address specific communication needs, such as automated
machine operations, factory management, and automated
maintenance and diagnostics [23]. These dedicated slices
enable effective connectivity among sensors, actuators, work-
ers, and machines while ensuring secure and optimized
operations.

4) SLICING FOR SMART CITY APPLICATIONS

IoT devices in homes exhibit a wide range of heterogeneity,
from basic ones with limited energy to more powerful ones
requiring continuous power supply. Additionally, security
levels vary from insecure devices to highly secure ones.
Security devices, such as door locks and surveillance
cameras, directly impact home security, making it crucial
to prevent unauthorized access and potential harm. Network
slicing offers a solution by implementing dedicated security

VOLUME 4, 2023
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VNFs and complete slice isolation to smart home slices, mit-
igating negative effects caused by compromised devices [33].
In smart city applications, various IoT devices like traffic
management, smart parking, road lights, and waste manage-
ment systems are interconnected for centralized management.
Many of the devices from these systems are battery-powered
and resource-constrained. So, secure and energy-efficient
type communication services are essential to ensure the
well-being and lifestyle of smart city residents. Network
slicing proves to be a valuable technology in meeting
the communication requirements of these devices [34]. So,
by providing lightweight VNFs in a dedicated slice with
complete isolation, effective communication is achieved
while maintaining security and preserving the integrity of
the overall network.

5) SLICING FOR GAMING

Traditional networks are inadequate to meet the strict
QoS requirements, such as less than 20ms (ideally 5
to 9ms) for AR/VR gaming applications. Security and
privacy are very important in applications like remote
surgeries and virtual meetings due to their direct handling
of sensitive information. AR/VR services demand high data
rates for 360-degree videos requiring around 25Mbits/s of
bandwidth, which increases significantly with higher video
quality [35]. These diverse QoS requirements can be accom-
modated through network slicing. The novel 5G eMBB
service scenario is specifically designed to support such
applications.

6) SLICING FOR SMART ENERGY APPLICATIONS

A smart grid encompasses numerous connected components
in a large area. These components have different QoS
requirements, serving various applications such as power
line monitoring, smart homes, and smart vehicles. Existing
network infrastructure faces challenges in providing reliable
connectivity, managing the massive data generated, and
fulfilling these strict requirements [36]. So, these challenges
can be effectively addressed in a cost-efficient manner by
allocating dedicated slices to each application in a smart grid
environment. The security of smart grid applications is also
a major concern, which can have severe consequences for an
entire country, disrupting people’s daily lives and damaging
electrical assets. Network slicing offers a viable approach
to incorporate security functions for grid systems, enabling
the segregation of grid-based traffic and enhancing overall
security.

7) SLICING FOR UAVS APPLICATIONS

Nowadays, UAVs have emerged as a crucial technology
for our daily lives. Communication with UAVs involves
two types of data: control data and UAVs-generated data.
The control data for managing the UAV operations and
generated data is gathered from UAV’s connected devices
(sensors, cameras) for future usage. These data types have

VOLUME 4, 2023

distinct network requirements that must be met in a cost-
effective manner. Control data necessitates high reliability
and low latency to ensure effective UAV control. On the other
hand, generated data often involves transmitting a significant
volume of data, which needs a high data rate [37]. So, 5G
slicing in 5G addresses these challenges by enabling slice
isolation and providing high data rate slices to UAVs to
perform UAV operations and collect huge amounts of data
from the field for future usage.

8) SLICING FOR MASSIVE IOT APPLICATIONS

Network slicing offers a promising solution to meet the
network requirements of massive IoT services, also known
as mMTC in 5G, which involves billions of low-power
devices transmitting small amounts of data. For example, in
weather monitoring and smart farming applications, where
IoT devices are deployed in rural areas with limited network
capacity and coverage, these constrained devices need
seamless connectivity to send collected data and preserve
battery life [38], [39]. So, the power usage of constrained
IoT devices can be optimized by using a dedicated slice with
optimized and lightweight VNFs.

9) SLICING FOR MILITARY APPLICATIONS

Ensuring secure communication in battlefield scenarios, such
as soldier-to-control center communication and transmis-
sion of data from IoT devices, is of utmost importance.
Utilizing a public network with wide coverage for military
communication offers a cost-effective solution but a big
security threat [40]. So, a dedicated, isolated, and secure
network slice with proper security VNFs can provide secure
communication to military applications.

IoT has made significant advancements in the smart
retail industry, covering various areas such as smart vending
machines and supply-chain management. It is considered a
prominent use case for MEC. Network slicing is essential
for enabling technologies like AR/VR that can profoundly
impact customer decision-making in smart retail [41]. The
application of smart wearables extends across domains
like smart cities, healthcare, and gaming. Network slicing
combined with MEC offers a solution to address critical
challenges in communications of smart wearables, including
limited battery and computing capabilities [42]. Smart
supply chain management is recognized as a leading
IoT application involving tasks such as tracking goods
during transportation and exchanging inventory information.
5G mMTC slice can effectively support use cases in
the smart supply chain. So, from the above discussion,
network slicing seems a promising solution for diverse
IoT services that provide completely isolated resources to
enhance security and ensure high throughput and low latency
communication.

Table 1 presents a comparative analysis of our system
with the relevant techniques in the literature, which shows
the superiority of our system for efficient IoT service
provisioning. As explained, our system performs complete
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TABLE 1. Comparative analysis of proposed mechanism with different approaches in the literature.

Paper

Objective

E2E Slicing E2E O&M  MEC support Al Intelligence

[24]

Developed a robust network slicing and fog
computing-supported authentication system
designed to enhance the efficiency and se-

curity of 5G-empowered IoT services.

4 X X X

[25]

Presented a dynamic network slicing
scheme for multitenant heterogeneous
cloud RANSs, considering tenant priorities,
QoS assurance, interference management,

and resource allocation.

[26]

This paper focuses on RAN resource shar-
ing. It explores the benefits of enabling non-
orthogonal resource sharing in uplink com-
munications among mMTC, eMBB, and
URLLC devices communicating with a cen-
tral BS.

[27]

Introduces the Distributed Autonomous
Slice Management and Orchestration
(DASMO) concepts for overcoming
scalability issues. In addition, this paper
outlines the DASMO architecture and
delves into the scalability aspects of
DASMO monitoring.

[28]

Presented an SDN-NFV-enabled network
slicing mechanism for smart grid applica-

tions.

[29]

Introduces a network-slicing architecture to
enhance reliability in smart healthcare ap-
plications. The architecture employs ap-
plication fingerprinting to efficiently tailor
network resources and meet the specific
reliability needs of each smart healthcare

application.

[30]

Presented a customized network slicing
mechanism for V2X services. This slicing
solution encompass the allocation and slic-
ing of RAN and core network resources,
along with the configuration of end-device
functionality to support a wide range of

V2X use cases.

[31]

Demonstrated a network slicing mechanism
for efficient and flexible service provision-

ing in IIoT networks.

[32]

This work focuses on SDN-based orches-
tration of network slicing for industrial use
cases with strict and varying QoS require-
ments, specifically wind power plant net-

works.

Our Work

introduced an automation framework that
harnesses the capabilities of SDN, NFV, Al,
and MEC to streamline the provisioning and
management of IoT critical and industrial
services, optimizing efficiency and perfor-

mance.

automation and management of e2e IoT service. However, mechanism provides complete lifecycle management support
most systems in the literature focused on specific aspects of IoT service using AI, SDN-NFV, MANO, and MEC
such as core slicing, RAN slicing, or slice isolation. Our  support.
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B. ORCHESTRATION AND MANAGEMENT OF 10T
SERVICES

Several open-source orchestration platforms were imple-
mented based on the 3GPP and ETSI standards. These
platforms support network slicing and automation. Some
well-known orchestration platforms are Tacker, open network
automation platform (ONAP), Open Network Foundation
(ONF), COMEC, JOX, M-CORD, SONATA, OPNFV, 5G
NORMA, Cloudify, OpenBaton, OpenStack HEAT, and
Open-O [43], [44], [45], [46], [47], [48], [49]. The pri-
mary aim of these platforms is to enable programmability
to automate the network resources deployment over the
infrastructure. The network administrators define the policy
configurations for the deployment of the resources. The
OpenStack platform is used to deploy the VNFs, and SDN-
based controllers are used for chaining the VNFs. So, these
existing orchestration platforms require specific and complex
network configurations to activate resources.

The Open-Source MANO (OSM) orchestration platform
has been developed based on ETSI NFV-MANO speci-
fications that can efficiently orchestrate and manage the
lifecycle of the network services. It has an integrated
cloud platform, OpenStack, as a VIM and supports SDN
controllers [50]. Moreover, ETSI has also introduced a Zero-
Touch Service Management system (ZSM) for the complete
automation of the network. It is an entirely closed-loop
system that does not need any human involvement when in
execution mode. It considers different Al, Machine Learning
(ML), and big data approaches for proactively managing
the network. It uses ML models to learn the user traffic
patterns from the network and performs future predictions.
It performs data analytics and extracts the network’s trends,
patterns, and behavior. Based on the predictions of the ML
models, ZSM can proactively prepare the resources and
perform autoscaling of the VNFs resources. It can manage
Physical Network Functions (PNFs), VNFs, and physical
infrastructure [51], [52].

C. Al FOR NETWORK SLICING AUTOMATION AND
PROACTIVE MANAGEMENT

Recently, Al has emerged as a promising technology
for enhancing various network automation tasks within
the context of B5G networks. Standardization bodies and
researchers have increasingly adopted Al methods to enable
proactive network management and assurance [53], [54]. For
example, 3GPP introduced NWDAF in 5G for performing
Al-enabled network intelligence. On the other side, ZSM
also provides openness for implementing Al algorithms for
network automation. IETF Intent-based networking (IBN)
technology also introduced AI approaches for network
automation. These Al and ML techniques majorly encompass
a range of approaches, including Supervised Learning (SL),
Unsupervised Learning (UL), Reinforcement Learning (RL),
Federated Learning (FL), and Transfer Learning (TL), geared
toward network automation. Each paradigm involves an
exploration/training phase to optimize the learning algorithm
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and an exploitation/prediction phase to make inferences on
new inputs. UL does not rely on labeled data but trains
on an unlabeled dataset. K-means, K-Nearest Neighbors
(KNN), and Principal Component Analysis (PCA) are
popular clustering and dimensionality reduction mechanisms.
In SL, a labeled dataset is used to learn a function
that maps inputs to expected outputs. Standard techniques
like Artificial Neural Networks (ANN), Bayesian networks,
Random Forests (RF), Decision Trees (DT), Support Vector
Machines (SVMs), Recurrent Neural Networks (RNNs), and
Convolutional Neural Networks (CNNs) are used to solve
supervised learning problems [55]. Conversely, RL does not
involve explicit training; the agent or decision-maker learns
and adapts in real-time to maximize long-term rewards. RL
is valuable in control problems, such as resource autoscaling
and power control, where the agent must respond to changing
environmental conditions. Q- Learning (QL), Asynchronous
Advantage Actor-Critic (A3C), Deep Q-Network (DQN),
and Deep Deterministic Policy Gradient (DDPG) are some
popular RL algorithms used in controlling future network
operations [56], [57].

Besides, FL is a novel technique of ML where various
nodes or devices keep their data locally and are involved in
the collaborative training of a shared model. In FL, the model
is distributed to individual devices rather than transmitting
raw data to a central server. Each device makes local updates
to the model using its data, and these updates are later
combined to enhance the global model. Furthermore, TL
is a technique that utilizes knowledge obtained from one
domain/task and applies it to another related domain/task.
Rather than training a model from scratch, a pre-trained
model is used as a foundation and fine-tuned on the target
task with a smaller dataset [55], [58].

However, with AI/ML algorithms, BSG MNOs can achieve
automatic service provisioning, network intelligence, and
proactive management of critical network resources across
the core, RAN, MEC, and transport domains.

IV. PROPOSED ARCHITECTURE OF Al AND MEC
ASSISTED IOT SERVICE PROVISIONING MECHANISM
Autonomously provisioning resources over edge cloud and
multi-domain infrastructure is very challenging. As a result,
the traditional manual configuration approaches for con-
figuring e2e slices for IoT services over a heterogeneous
environment are complex, error-prone, tedious, and inef-
ficient. To this end, network automation is introduced as
a software-based repeatable solution that simplifies control
of multi-domain and various platforms. Due to that, this
work presents an efficient and intelligent framework for
the autonomous provisioning of network slices over multi-
domain edge cloud network infrastructure. This Al and
MEC-assisted closed-loop mechanism consists of IoT service
orchestration, core cloud management, RAN management,
MEC management, transport management, monitoring and
big data processing, and Al-driven intelligence and analytics
module. The IoT service orchestration module designs an
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e2e network slice for IoT service according to the specified
QoS requirements. The [oT service orchestration module
has OSS/BSS system, an IoT service designer, an IoT slice
template store, and a resource repository.

The Web portal or OSS/BSS system is an interactive entity
where users input their IoT slice QoS requirements, such as
data rate, delay, service type, and latency for slice activation.
The IoT template store has various generic domain-specific
templates for configuring domain resources. IoT service
designer with IoT template store and resource repository
generates underlying domain and platform-specific e2e IoT
slice templates to create e2e slice over infra. After that, these
created IoT slice templates are deployed with the help of
network orchestrators and controllers for instantiating e2Ze
slice over the core, MEC, and RAN infrastructure. Once
the slices are activated at the physical infrastructure, the
monitoring and big data processing system continuously
collects resource utilization information from RAN, MEC,
transport, and core cloud domains. Besides, the Al-driven
intelligence and analytics module provides efficient and
intelligent service assurance and management.

Our system efficiently deploys network slices over RAN,
Core, and MEC domains, which follow a closed loop and
one-touch mechanism. This implemented system performs a
complete lifecycle of IoT slices by automatically designing,
activating, monitoring, and deleting IoT services. Figure 6
depicts the proposed Al and MEC-assisted IoT service pro-
vision and assurance architecture. The working functionality
of each component is presented below. The proposed system
consists of the following components:

A. OPERATION SUPPORT SYSTEM AND BUSINESS
SUPPORT SYSTEM (OSS/BSS)

It is a Web-based portal where IoT service providers
and users define their IoT slice QoS requirements. It
exposes many Application Programming Interfaces (APIs)
to communicate with other modules of the system and push
the configurations to underlying modules and platforms for
implementing e2e network slices over RAN, MEC, transport,
and core domain.

B. IOT SLICE TEMPLATE STORE

It is a slice template generation entity that contains pre-
defined multiple types of IoT slice templates in the form of
JSON script or YAML script for configuring multi-domain
network resources. As each of the underlying platforms
may require a different type of configuration; for example,
the ONF-COMAC platform requires HELM, and OSM
requires NST (Network Slice Templates), VNFD (virtual
Network function descriptors), and NSD (Network Service
Descriptors). Similarly, every RAN controller and WAN
SDN controller has specific scripting languages. Therefore,
considering the variety of configuration requirements, this
network template store provides configuration according to
the needs of the underlying platform.
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C. RESOURCE REPOSITORY

There are a variety of standard architectures and development
options to orchestrate network slicing for IoT services. In
addition to that, multiple vendor-specific VNFs may be
orchestrated per the operator’s requirements. Hence, the
resource repository is a network resource database that con-
tains information on different VNFs, physical infrastructure,
deployed platforms, and network architectures. Using the
information, the IoT slice designer can allocate specific
VNFs and how those VNFs communicate with each other.
Every slice creation request may require a chain of VNFs,
including network configuration specifications, to achieve
the required bandwidth.

D. IOT SLICE DESIGNER

The central IoT service designer module receives high-level
operator requirements and, based on that, associates E2E
slice context. The context is designed using the slice template
store and resource repository. In addition, slice demand
satisfaction is achieved by different functions; firstly, we
propose VNF placement on a specific compute node based
on a specified slice’s latency and resource requirements.
Secondly, routing path and flow rules are managed to ensure
network slice QoS provisioning for transport network QoS
satisfaction. Finally, it handles each slice RAN specific
resources and VNF compute (CPU, RAM, and Storage)
resources; the resource allocation is performed based on
GBR (Guaranteed Bandwidth Rate) and non-GBR schemes
in accordance to slice requirements. In addition to that,
it includes the management of monitoring and updating
configurations. Each platform has its monitoring procedures.
To this end, the IoT service designer attaches monitoring
configurations with the slice configuration to monitor the
performed control actions on runtime. Finally, after creating
the e2e slice design, the e2e policy translator generates
and distributes the specific platforms’ policy configurations
through REST API interfaces.

E. B5G CORE NETWORK MANAGEMENT

It consists of service providers and cloud-based 5G core
components. Based on the slice requirements, different
services can be orchestrated on B5G core networks. In our
implementation, we have used a very popular NFVO named
Open-Source MANO (OSM) to manage and automate the
5G core network VNFs, such as AMF, UPF, SMF, etc.
OSM is an advanced network orchestrator developed by the
ETSI [50]. Its purpose is to empower MNOs in automating
the deployment of e2e B5G network services. Based on
the NFV specifications, OSM consists of several modules,
including the NFVO, VIM, and VNFM. The platform
offers a user-friendly GUI portal for efficient management,
monitoring, and automated deployment of network resources.
With Open-source MANO, users can easily deploy and
manage e2e slices while effectively overseeing their lifecycle.
To deploy the slice template over the core, the IoT service
orchestration module transmits it to OSM via the REST API,
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enabling OSM to deploy the core network VNFs using the
OpenStack-based VIM automatically.

F. MULTI-ACCESS EDGE COMPUTING MANAGEMENT
MEC serves as a low-latency service provider and contains
MEC applications, IoT low-latency applications, MEC
platform, and other MEC components that provide services
at the edge. In slice orchestration based on operator setting,
many VNFs and services can be orchestrated to achieve
slice latency demands. They receive the configuration
from North-Bound APIs and orchestrate them using VIM
(Virtual Infrastructure Managers)on the physical computing
infrastructure. We have used low-latency MEC developed by
the Mosaic group [59] to accommodate the low-latency IoT
services such as critical IoT slices in our IoT network slicing
testbed. The low latency MEC platform is an SDN-based
platform comprised of the MEC platform, MEC application,
and Abstraction. It provides complete programmability and
flexibility to deploy and develop MEC applications and
handles MEC operations for ensuing low latency and content-
aware service provisioning for various network applications.
Hence, low latency MEC is the best candidate to serve
critical TIoT services with low latency and fast response
time.

G. TRANSPORT NETWORK MANAGEMENT

The SD-WAN controller handles communication between
different MEC sites and core networks. We have used
the OpenDaylight SDN controller for managing routing
tasks for establishing e2e IoT slicing in the transport
network. It manages different routings according to the
allocated and available resources to provide the specific
bandwidth to the slices. The infrastructure and network
distribution type performs segment routing, OSPF-based
routing, and optimal path routing. It also receives the
configuration from the northbound interface and activates
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them to physical networking devices such as SDN switches
in our implementation.

H. RAN MANAGEMENT

In other words, it is known as the RAN resource orchestrator
and RAN domain controller. It enables control of network
RAN resources. Each slice requires specific bandwidth,
and the RAN controller serves as a control plane for
handling RAN resource allocation. Depending on resource
requirements, it allocates radio resources for each slice. In
addition, it can control multiple RRUs (Radio Remote Units),
and it receives configurations through the north-bound APIs
and translates them to physical infrastructure. We have
used the FlexRAN controller for managing RAN domain
operation as well as slicing the RAN [60]. It performs static
and dynamic RAN slicing. It accepts the RAN slice template
in JSON string format.

I. MONITORING AND BIG DATA PROCESSING

This module receives continuous monitoring information
and analyzes critical events. Several monitoring agents are
deployed on RAN, MEC, and core network resources for
collecting data. The collected data of each module can be
stored on different servers for future usage. Once the data is
stored and we perform many data processing operations to
make the data ready for the Al module for training multiple
Al models to achieve various automation and management
tasks. Based on dynamic thresholding and slice performance
measures, it either invokes ML models to perform updates
in underlying platforms or invokes direct updates in the
underlying platforms through the IoT service orchestration
module.

J. AI-DRIVEN INTELLIGENCE AND ANALYTICS

Several domain-specific ML approaches can be added to this
intelligence and analytics module for complete assurance
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and autonomic network slice orchestration. The SL, UL,
FL, TL, and RL methods can be implemented to achieve
multiple proactive assurance and management use cases such
as DL-based network resource forecasting, attack detection
from IoT slices, RL-based VNF placement, RL-based service
function chaining, RL-based congestion control, and many
more. Al seems to be the best option to provide intelligence
to each RAN, MEC, core, and transport network domain and
ensure better QoE to customers while preparing the resources
proactively. Al can also assist in many network automation
and management operations.

This part introduces the diverse use cases and applications
of Al for core, RAN, MEC, and transport slicing for
intelligent automation and management.

1) Al FOR CORE NETWORK SLICING AUTOMATION

NFV technology enables MNOs to implement core network
slicing cost-effectively and flexibly. VNFs constitute a signif-
icant part of core network slicing and can be deployed using
VMs, containers, Kubernetes, and microservices. Multiple
core VNFs can be selected, chained together to provide a
specific service, and deployed at various locations per the
QoS requirements. However, the lifecycle management of
core VNFs is very crucial and challenging. Al approaches
are very promising for performing lifecycle management
of core VNFs in network slicing context. Al algorithms
can be applied to perform VNFs resource usage prediction,
anomaly detection, power management of core cloud, attack
detection, service function chaining, autoscaling of VNFs,
VNF placement, VNF scheduling, VNF configurations, VNF
live migration, and efficient resource allocation.

2) Al FOR MEC MANAGEMENT

MEC is a crucial technology to support B5G diverse
requirement services, and it provides analytics, manage-
ment, and computing support within or near RAN in
close user proximity. The complexity arises in MEC from
uncertain, multi-dimensional, and dynamic characteristics,
making knowledge discovery, pattern learning, and decision-
making optimization challenging. Traditional algorithms may
have limitations in coping with such complexities of B5G
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networks. Al methods come to the rescue by extracting
valuable insights from collected data and supporting various
functions, such as prediction, optimization, and decision-
making in the MEC environment. Lightweight Al algorithms
can be utilized to develop intelligent edge applications
because of the limited capabilities of MEC servers. For
instance, RL-based model-free algorithms can be used for
MEC resource management that does not rely on historical
data. It learns from the environment in real-time to make
suitable decisions. Al algorithms can handle various MEC
operations such as efficient resource management, edge
security, edge analytics, resource usage predictions, context-
aware services, task offloading, caching optimization, and
edge traffic management.

3) Al FOR RAN MANAGEMENT

RAN slicing is a vital and complicated part of network
slicing that fulfills QoS requirements. Al promises to perform
proactive, optimized, and intelligent RAN management in
an automated fashion. Multiple SL, UL, DL, RL, FL, and
TL algorithms can be used in various tasks for RAN
slicing management, such as RL-based spectrum manage-
ment, mobility and handover management, beam forming
and antenna optimization, carrier isolation, resource block
management, spectrum sharing, priority and QoS-aware
resource allocation, interference management, predictive
maintenance, QoS assurance, energy efficiency, security,
DL-based intelligent monitoring and prediction, and QoE
assurance.

4) Al FOR TRANSPORT MANAGEMENT

In B5G networks, transport slicing involves virtualizing
network resources, such as nodes, links, and physical ports,
enabling on-demand network transmission performance. Al
brings automation, adaptability, and intelligence to trans-
port slicing, enabling efficient resource utilization, better
QoE, and increased agility in meeting the diverse QoS of
B5G networks. Al can be applied to support intelligent
and efficient transport slicing, such as RL-based dynamic
bandwidth scaling, DL for intelligent traffic engineering
and routing, multi-path resource allocation and optimization,
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transport slice configurations, SLA assurance, and predictive
maintenance and failure recovery.

5) Al FOR HIGHER-LEVEL MANAGEMENT

The complete lifecycle management of network slicing
involves slice designing, activation, monitoring, update and
assurance, and deletion. Al can assist in performing multiple
network slicing operations such as NLP-based intent transla-
tion, DRL for service designing, slice template preparation,
DL for cost-aware slice capacity forecasting, SLA assurance,
and multidomain SLA decomposition. So, integrating Al
approaches is very important to perform complete lifecycle
management of network slicing automatically.

Due to the aforementioned discussion, Al empowers B5G
MNOs to perform network intelligence, efficient service
provisioning, proactive management, and assurance within
the context of e2e network slicing. For example, the SL
approach, such as Long Short-Term Memory (LSTM), RF,
and Support Vector Regression (SVR), can be used to predict
the core slice VNFs utilization or data center capacity
forecasts. The predicted resource usage results will be used
for autoscaling decisions. In our scenario, the prediction
results of the SL model on different time windows can be
used by the IoT service orchestration module for making
autoscaling decisions, such as scaling up or scaling down
the core VNFs. So, the 10T service orchestrator decides the
resource scaling and requests the core NFVO. Moreover,
NFVO commands VNFM and VIMs to perform IoT slice
core resource scaling.

V. EXPERIMENTAL IMPLEMENTATION AND RESULTS

A. EXPERIMENTAL TESTBED AND SETTINGS

Figure 8 illustrates our implemented e2e IoT slice provision-
ing and management testbed, featuring various components
such as the IoT service orchestrator for designing IoT slice
template, OSM for core and MEC VNFs and application
deployment, FlexRAN controller for controlling and man-
aging RAN slicing, low-latency MEC for IoT low latency
service such as IoT critical slice in our experiments, SDN
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controller OpenDaylight for handling transport operations,
OpenAirlnterface (OAI) [61] 5G core VNFs, OAI gNB,
and IoT UEs and devices and OAI UEs. The OAI is an
open-source community that implements 5G core, RAN, and
UE. Moreover, we have implemented low-latency MEC for
providing low-latency services for IoT-critical applications.
So, the IoT critical service can access the content from
MEC applications, and normal IoT slices can serve from
the IoT cloud. Our IoT service orchestrator application
has been deployed to a PC with 16GB of RAM, a core
I7 processor, a Windows 10 operating system (OS), and
512GB storage. This IoT service orchestration application
is developed in HTML, Bootstrap, JavaScript, MYSQL
database, and PHP and Python as programming languages.
OSM with integrated OpenStack is deployed in a separate
server with enough capabilities: 252 GB of memory, Ubuntu
18, 2 TB of storage, and 32 cores processor. OSM with
OpenStack deploys the 5G core VNFs (UPF, AMF, SMF,
etc.) for providing 5G core network capabilities to IoT
slices.

Moreover, OAI gNB is deployed in a separate PC with
Universal Software Radio Peripheral (USRP) B210 as a
Software Defined Radio (SDR) for implementing RAN. OAI-
simulated UEs and Raspberry Pi devices are used as IoT
UEs for testing IoT slice e2e connectivity. On the other
side, a low-latency MEC system with its components MEC
platform and MEC application (as a video server and Web
server) is also deployed in a server with 56GB memory,
512GB storage, and Ubuntu 18 LTS. SDN Open Virtual
Switch (OVS) is deployed to provide paths (gateway) for
accessing low-latency applications residing inside the MEC
server. The MEC platform set up the forwarding rules inside
OVS switches to communicate with MEC entities. Besides,
the FlexRAN controller and SDN OpenDayLight controllers
are deployed in two separate PCs with 16GB memory, core
I7, Ubuntu 18, and 512GB storage. In our experimental
setup, the 5G VNFs, RAN, and MEC components are
interconnected using LTE and 5G network topology for
establishing e2e network slices.
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B. RESULTS AND ANALYSIS

We have successfully designed and implemented a network
automation platform specifically for e2e network slicing of
IoT services. This platform offers automated functionalities
for creating, updating, monitoring, and deleting network slice
instances. To facilitate user interaction, we have developed a
dashboard portal that allows users and MNOs to define the
QoS requirements for IoT slices. The requested slice require-
ments are translated into domain-specific slice templates
by our IoT service orchestration module. These templates
are then deployed and activated over the infrastructure by
the network orchestrator (OSM), FlexRAN controller, and
SDN controller. The IoT service orchestrator communicates
with the underlying domain orchestrators and controllers
through a REST interface. Our IoT orchestration system is
capable of managing and handling complex configuration
generation tasks, and preparing slice templates that align
with the underlying platforms. It serves as the primary
orchestrator, managing IoT slice design, admission, and
control mechanisms. The OSM orchestrator is responsible
for deploying core network VNFs, the FlexRAN controller
handles RAN slicing, the MEC NFVO handles MEC appli-
cation deployment, and the OpenDayLight SDN controller
manages transport network operations in our system.

Furthermore, our IoT service orchestration system pre-
pares the slice templates for the OSM, FlexRAN controller,
MEC, and transport controller. Our current testbed has
focused on testing core and RAN slicing for IoT services. For
this purpose, we have utilized OAI 5G core, OAI RAN, and
OAI UE components to create an end-to-end network slicing
testbed for IoT services. In addition, we have customized and
developed radio resource management applications on top
of the FlexRAN controller. This allows us to slice the RAN
resources based on the RAN slice template received from the
upper [oT service orchestration module. To establish an end-
to-end connection, we have stitched together the RAN slice
and core EPC VNFs, providing a dedicated AMF (or vMME
in LTE networks) configuration in the template. Each slice is
admitted using a unique public land mobile network (PLMN)
ID and slice type, ensuring access to the specific slice.
Through these efforts, we have created a comprehensive
network-slicing framework tailored to IoT services, enabling
efficient resource management and seamless connectivity
across the network.

To assess the stability of our system, we conducted a series
of tests involving three types of slices: critical IoT slice,
massive IoT slice, and normal IoT slice. Figure 8a illustrates
the first case where we deployed two static slices, a critical
IoT slice and a massive IoT slice, utilizing 50% of the
available RAN resources. We defined the QoS requirements
through the OSS/BSS Web portal, and the IoT orchestrator
automatically activated the end-to-end IoT slices across the
infrastructure in collaboration with other components. As
shown in Figure 8a, the downlink speed was measured for
the deployed critical IoT slice and massive IoT slice. Both
slices exhibited similar throughput, reaching a maximum of
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15MB/s and 15.5MB/s, respectively, owing to equal resource
allocation based on the SLA.

In Figure 8b, the average downlink throughput of the
three slices was recorded during multiple tests with varying
QoS requirements. The critical IoT slice, massive 10T slice,
and normal IoT slice were deployed with 40%, 40%,
and 20% of the gNB resource capacity, respectively. The
critical IoT slice achieved a maximum average downlink
throughput of 12.4MB/s, while the massive IoT slice reached
a maximum of 12.5MB/s. Furthermore, the normal IoT slice
exhibited a maximum throughput speed of 7MB/s. Figure 8c
presents the average downlink throughput achieved when
activating four IoT slices: critical IoT slice, massive IoT
slice, normal IoT slice, and normal IoT slice 2, utilizing
40%, 40%, 10%, and 10% of the RAN resource capacity,
respectively. Both the critical IoT slice and massive IoT
slice, deployed with identical QoS requirements, achieved
an average downlink throughput of approximately 12MB/s
during multiple tests. On the other side, normal IoT slice
1 and slice 2 were deployed with the same resources
and achieved a maximum of 4MB/s and 3.7MB/s average
downlink data rates, respectively.

Figure 8 shows the performance metrics obtained from
three different types of IoT services with varying QoS
requirements, including average response delay and average
jitter delay. In order to fulfill the low latency slice require-
ments, we employed a priority mechanism to prioritize slices
with reduced delays and faster response times. To cater to
low-latency communication needs, we designated the critical
IoT slice as the most sensitive slice, demanding minimal
latency and rapid response times. This critical IoT slice is
served by low-latency MEC applications, where a Web server
is deployed for access via IoT UEs. The massive IoT slice
is assigned as the second-priority slice, also supported by
the MEC system, while the IoT normal slice is considered
a best-effort slice with no strict latency demands.

Several tests were conducted to evaluate the activated
IoT slices’ performance and communication capabilities.
Figure 8a presents the recorded average response delay for
each deployed slice. It is evident that the IoT critical slice
outperforms the massive and IoT normal slices, achieving a
faster response time. It attains a minimum response delay of
1.2ms and a maximum response delay of less than 4ms, even
in worst-case scenarios. Conversely, the massive IoT and
normal slices exhibit maximum response delays of Sms and
6ms, respectively. Overall, all IoT slices yielded satisfactory
results within our testbed, which was deployed using open-
source solutions.

Figure 8b depicts the average jitter’s results recorded
during multiple tests on the three deployed slices. As
previously mentioned, the critical IoT slice, designated as
the priority slice, demonstrates a lower jitter delay compared
to the other slices. The critical IoT slice exhibits a maximum
jitter delay of 4ms, the massive IoT slice reaches a maximum
of 5.7ms, and the normal IoT slice records a maximum
of 7.7ms jitter delay. In the best-case scenarios, these
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slices achieve minimum jitter delays of 3ms, 5ms, and
7.2ms, respectively. These critical, massive, and normal
IoT slices showcase stable performance by providing high
bandwidth, faster response times, and low latency, fulfilling
the requirements of most IoT applications. Overall, our IoT
service provisioning mechanism performs satisfactorily by
creating end-to-end network slicing for IoT services with
specific QoS requirements. It ensures dedicated core, MEC,
and RAN resources for each IoT service, ensuring complete
isolation and meeting their individual needs.

VI. LIMITATIONS AND FUTURE CHALLENGES
Multidomain network slicing for IoT, while promising,
presents several notable limitations. First and foremost, our
system places high importance on the dynamic allocation
of resources in a multi-tenant environment. To tackle
this, we are developing an efficient mechanism utilizing
RL. This cutting-edge approach will autonomously oversee
slice admission and control, simplifying the entire pro-
cess. Secondly, optimizing the sharing of Radio Access
Network (RAN) resources is a significant challenge in
future networks. Our strategy involves the creation of
an Al-powered solution that automates the allocation and
distribution of RAN resources. This automation will be finely
tuned to meet IoT services’ specific Quality of Service (QoS)
demands. Moving on, achieving zero-touch and seamless IoT
service provisioning and assurance necessitates automatically
translating network policies. We are actively harnessing the
power of natural language processing (NLP) techniques
to meet this requirement. This innovative approach will
effortlessly translate the requirements of IoT users into
network policies. Additionally, Ensuring the security of IoT
data and devices across multidomain is a complex endeavor,
with vulnerabilities possibly emerging at interconnection
points. So, a zero-trust network security mechanism is
needed to ensure a secure and reliable environment for B5SG
users. Additional challenges include scalability concerns,
management overhead, and consistent Quality of Service
(QoS) assurance. Lastly, we are integrating and developing
Al-based solutions to provide complete network intelligence
and lifecycle management of e2e IoT services. These
limitations underscore the need for innovative solutions and
efficient management strategies to harness the full potential
of multidomain network slicing for IoT services.

VIl. CONCLUSION

To automate the provisioning and management of IoT
services, we have implemented a well-designed Al and
MEC-enabled architecture that assists network service
providers in deploying multidomain network resources
efficiently and flexibly. Users and service providers can
input their QoS requirements and design their IoT network
slice through the OSS/BSS portal. To facilitate resource
deployment, the IoT service orchestration module generates
the IoT slice template for the RAN, core, MEC, and
transport domains. Management and orchestration entities,
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such as NFVO for MEC and core, RAN controller, and
transport controller, activate and deploy the resources based
on the received IoT slice template across each domain
infrastructure. Our system adopts a one-touch approach for
activating e2e network slices for IoT services. Furthermore,
we have integrated the MEC system to provide low-
latency communication for critical IoT services. Our system
automates IoT service design, activation, monitoring, and
resource depletion. We have conducted various tests by
activating multiple IoT slices with different QoS require-
ments over the multidomain resources, demonstrating stable
and efficient performance in terms of flexibility, throughput,
slice isolation, delay, and reliability. Therefore, our system
efficiently enables the automatic provisioning and manage-
ment of e2e slices for IoT services. In the future, we plan
to enhance our framework by introducing more Al-driven
automation use cases and implementing a blockchain-based
zero-trust security mechanism to provide enhanced security
for IoT slicing.
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