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Abstract
Consider a large-scale distributed system in which each computing device is observing triggers from an external source. Distributed Trigger

Counting (DTC) algorithm is used to detect the state of the system when the aggregated number of the observed triggers reaches a predefined
value. In this paper, we propose a simple and efficient DTC algorithm: Cascading Thresholds (CT). We mathematically show that CT is an
optimal DTC algorithm in terms of the total number of exchanged messages among the devices (message complexity). For the maximum

umber of received messages per device (MaxRcv), CT is sub-optimal. The average message complexity of CT is O(N log (W/N )), and
axRcv of it is O(k log (W/N ) + N ), where W is the number of triggers to be detected, N is the number of devices, and k is the degree of
node in the tree-like structure. Compared to the previous optimal algorithm (TreeFill), CT is much simpler: in our implementation the code

ize is about 2.5 times smaller. Also, unlike TreeFill CT does not require complicated mechanisms including distributed locking. Experimental
esults show that CT has a lower message complexity and MaxRcv compared to the previous work (CoinRand and RingRand). Furthermore,
T and TreeFill show a similar performance. From its simplicity, CT is more practical than previous work including TreeFill, CoinRand and
ingRand.
2024 The Author(s). Published by Elsevier B.V. on behalf of The Korean Institute of Communications and Information Sciences. This is an open

ccess article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
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1. Introduction

Consider a large-scale networked system in which the
participating devices are counting triggers from an external
source. The Distributed Trigger Counting (DTC) algorithm is
to raise an alarm when the total number of triggers counted
by all the devices reaches a predefined value. DTC algorithms
can be used for many real-world situations. E.g., effective
monitoring is crucial to maintain sensor and data networks.
Sensor and data networks are typically used to keep track
of physical and environmental conditions such as traffic flow,
animal behavior, military movements, and weather patterns.
E.g., an alarm is triggered if the number of vehicles on a
highway exceeds a certain limit, or if the population of a
specific species surpasses another limit. In this way, DTC
algorithms can be used for environment surveillance [1] with
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sensor networks [2–4] and also can be used for taking global
snapshots [5].

We use the following notations throughout this paper: W
enotes the total number of triggers to be detected, and N is
he number of devices in the distributed system. We consider
nly the case where W ≫ N , otherwise counting triggers
ecomes an easy problem [6,7]. To estimate the efficiency and
calability of our algorithm, we define message complexity to
e the total number of exchanged messages among the devices.
o show how message load is evenly distributed among the
evices, we define MaxRcv to be the maximum number of
eceived messages per device.

Garg et al. suggested a tree-based DTC algorithm and a
entralized one in order to design distributed snapshot algo-
ithms for large-scale distributed systems [5]. Their centralized
lgorithm has an optimal message complexity, but MaxRcv is
igher than the optimal one. Chakaravarthy et al. suggested a
ub-optimal algorithm, CoinRand, for both message complex-
ty and MaxRcv using a tree-like network topology [6]. They
lso devised RingRand [6] which relies on the ring-topology
Korean Institute of Communications and Information Sciences. This is an
/licenses/by-nc-nd/4.0/).
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etwork. Kim et al. suggested TreeFill, an optimal DTC al-
orithm [8]. However, it uses a more complicated distributed
ommunication protocol than [6]. Emek et al. improved lower
ounds on DTC algorithms and proposed the probabilistic
TC algorithm, which significantly improve compared to the
revious results [9]. Chang et al. also suggested the DTC algo-
ithm that can work with any network topology [7]. Lee et al.
roposed a simple DTC algorithm [10] for special cases but
oes not provide mathematical complexity analysis. Kim et al.
roposed an efficient probabilistic DTC algorithm [11] but it
as some false negatives. In 2021, Chang et al. proposed a new
TC algorithm [12] for arbitrary dynamic network topology
ithout any global assumption. They did not analyze message

omplexity and experimentally showed that this algorithm has
high message complexity. Recently, efficient data-driven

onsensus control schemes have been proposed for the dis-
ributed event-triggered multi-agent systems (MAs) [13,14],
here they guarantee the asymptotic consensus of MAs. The
istributed consensus problem is similar to DTC but slightly
ifferent: it shares asymptotically common value globally us-
ng complex differential computation. In 2022, El-Hayek et al.
olved the broadcasting problem for dynamic rooted trees in
he linear time complexity under the presence of the adversary
ho hinders the protocol [15]. If we use this, the DTC problem
ay be solved under adversarial attacks.
In this paper, we present a simple and efficient DTC al-

orithm: Cascading Thresholds (CT). CT is inspired by [6]
that has sub-optimal message complexity) and uses a similar
etwork topology compared to it. Our contributions are as
ollows.

• We prove that CT has no false negatives in the sense that
when W events have occurred, CT does not fail to raise
an alarm.

• We prove that CT is optimal in terms of average message
complexity and sub-optimal in terms of average MaxRcv.

• Experimental results show that compared with Coin-
Rand [6] and RingRand [6], CT has much lower message
complexity and MaxRcv. Also, CT has similar perfor-
mance to the optimal algorithm (TreeFill) [8] in terms
of message complexity and MaxRcv.

• CT uses much simpler distributed communication proto-
col than the optimal DTC algorithm, TreeFill [8]. This
is because (unlike CT) each node in TreeFill should
maintain the state information of other nodes. Also,
TreeFill requires distributed locking for serialized trigger
processing. Due to its simplicity, we believe that CT is
more practical than any other schemes.

his paper is organized as follows: Section 2 explains the pro-
osed algorithm, CT. In Section 3, we provide mathematical
nalysis of CT. Experimental results are shown in Section 4.
n Section 5, we conclude this paper.

. Proposed DTC algorithm: Cascading Thresholds (CT)

Let W be the number of triggers to be detected and the total
umber of devices be N = kh where k is an even integer and
896
≥ 4. (Even though CT can be easily extended for general
ases for N ̸= kh , we omit it due to a lack of space.) Devices
re organized in a multi-leveled k-ary tree-like hierarchy, as
ollows. A total of N devices correspond to the N leaf nodes in
evel-h. At level l (0 ≤ l < h), there are kl nodes. Therefore,
mong N devices k0

+k1
+· · ·+kh−1

=
kh

−1
k−1 devices have dual-

roles and they are also associated with nodes in the Level-0 ∼

(h−1). E.g., Fig. 1 shows an example of hierarchical structure
when k = 4, N = 16, and h = 2. We define Level-h as the
eaf level and all the other levels as aggregating levels.

The proposed algorithm operates on a round basis. Let ŵ

e the number of triggers that have not yet been detected at the
tart of each round. The initial value is ŵ = W . The detailed
escription of the algorithm is as follows.

1. (Detect-message generation routine) Recall that all N
nodes are at the leaf level (level-h). In round i , each
node has a local threshold τlea f = ⌊ŵ/(2N )⌋. Also,
each node x (1 ≤ x ≤ N ) has a variable C(x) to
count the number of observed triggers in x at this round.
When a node x detects a trigger, x increases C(x) by 1.
If x has observed τlea f triggers, C(x) is cleared to 0, and
x chooses a node y assigned to level-(h − 1) uniformly
at random and sends a Detect-message to y.

2. (Detect-message propagation routine) At aggregating
level l (1 ≤ l < h), there are kl nodes. Each aggregating
node y at Level-l maintains another counter variable
D(y) to indicate the number of Detect-messages re-
ceived by the node y in the current round. Upon receiv-
ing a Detect-message, the node y increments D(y) by 1.
When the counter variable D(y) reaches the threshold
τaggregating = ⌊k/2⌋, the node y clears D(y) as 0 and
sends a Detect-message to the randomly-selected node
at the upper level (= l −1). If we repeat this procedure,
the root node eventually receives at least k Detect-
messages, by Theorems 1 and 2, which are described
in Section 3. If the root receives k messages, it goes to
End-of-round procedure.

3. (End-of-round procedure) The root node computes
the total number of received triggers by all nodes and
updates ŵ by using a simple broadcast and upcast
procedure in the spanning tree, which is explained in
the previous work [6,8]: The aggregation notification
is broadcasted to all the nodes in a recursive top-
down manner. Similarly, aggregation values are com-
puted from the leaf nodes to the root node in a recursive
bottom-up manner. Thus, the root node updates ŵ and
broadcasts it to all the nodes, again in a recursive
fashion. Upon receiving the updated ŵ, all the nodes
clear C(x) and D(x), and update τlea f for the next
round.
If the number of not yet detected triggers exceeds
2N , a new round starts by going back to the Detect-
message generation routine. Otherwise, it goes to the
Final rounds procedure.

4. (Final rounds procedure) Every trigger makes a De-
tect-message. Instead of sending Detect-messages to
level h − 1, those are sent to the root. If the root counts
all remaining triggers, it raises an alarm.
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Fig. 1. An example of CT in Round 1 when N = 16, k = 4, and h = 2.
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. Analysis

First, we show CT has no false negatives in Section 3.1 and
hen analyze average message complexity and average MaxRcv
n Section 3.2.

.1. Mathematical analysis on CT

We first show 2 properties of CT in Theorems 1 and 2.

heorem 1. Regardless of the trigger distribution in each
ound, at the leaf level, always at least N Detect-messages
re sent to the nodes assigned to level-(h − 1) before a total
f ŵ triggers occur.

roof. Let us calculate the maximum number of triggers
hat can occur when N Detect-messages are sent to the nodes
ssigned to level-(h−1). The maximum number of triggers that
ach node can receive without generating a Detect-message is
lea f − 1 = ⌊ŵ/(2N )⌋ − 1. Therefore, the maximum number
f triggers that can occur when N Detect-messages are sent is
ess than ŵ because: ⌊ŵ/(2N )⌋ · N + (⌊ŵ/(2N )⌋ − 1) · N <

ˆ . ■

Recall that when an aggregating node receives ⌊k/2⌋ De-
ect-messages, it creates a new Detect-message and sends it
o a randomly chosen node at the upper level. If we repeat
his procedure, the root node eventually receives at least k
etect-messages, by Theorem 2.

heorem 2. Recall that there are ki nodes in aggregating
evel i (0 < i < h). In level-i , always at least ki Detect-
essages are forwarded to the upper level before a total of

i+1 Detect-messages have been received from the lower level.

roof. Let us calculate the maximum number of received De-
ect-messages from the lower level when ki Detect-messages
re sent to the nodes assigned to the upper level. The maxi-
um number of Detect-messages that each node can receive
ithout generating a Detect-message is ⌊k/2⌋ − 1. Therefore,

he maximum number of Detect-messages received at Level-i
hen ki Detect-messages are forwarded to the upper level is

ess than ki+1 because: ⌊k/2⌋ · ki
+ (⌊k/2⌋− 1)ki < ki+1. ■

By Theorem 1, regardless of the trigger distribution in each
ound, at the leaf level, always at least kh

= N Detect-

essages are sent to the nodes assigned to Level-(h−1) before

897
total of ŵ triggers occur. By Theorem 2, the root at Level-
eventually receives k Detect messages before a total of ŵ

riggers occur. This means, CT always goes to the End-of-
ound procedure and the final rounds procedure. This also
mplies that CT has no false negatives.

.2. Analysis on message complexity and MaxRcv

Average number of rounds: Consider the round i . Re-
ember that when the root at level 0 receives k Detect-
essages, it goes to the next round. At Level-1, there are k

odes. To send a Detect-messages from Level-1 to the root,
he node at level 1 should receive at least (1/2)k messages
rom Level-2. When it goes to the next round, the expected
alue of the variable D(y) is (1/2)k(1/2). This implies that to
end a message from Level-1 to the root, each node at level

has received (1/2)k + (1/2)k(1/2) = 3k/4 messages from
level-2 in average. Since there are k nodes at Level-1, they
have received 3k2/4 Detect-messages from Level-2 in average.

Suppose that in Level-2, nodes have sent 3k2/4 Detect-
essages. Since there are k2 nodes in Level-2, in average

ach node have sent (3/4) Detect-message. To send a De-
ect-message, the node should have received at least (1/2)k

essages from Level-3. Hence, to send (3k2/4) messages,
2 nodes have received (3/4)k2(k/2) messages from lower-
evel. When it goes to the next round, in average each node’s
D(y) is (1/2)k(1/2). Hence, in average k2 nodes have re-
eived (3/4)k2(k/2) + (k/2)(1/2)k2

= (5/8)k3 messages from
evel-3.

For Level-3, to send (5k3/8) messages, in average k3 nodes
ave received (5/8)(k3)(k/2) + (k/2)(1/2)k3

= (9/16)k4 mes-
sages from Level-4.

If we generalize, for Level- j , in average k j nodes have
eceived 2 j

+1
2 j+1 k j+1 messages from Level- j + 1. Therefore, for

Level-h where h is the height, (1/2 + 1/(2h))kh
≈ (1/2)N

etect-messages have been generated in average. This implies
hat (ŵ/2N )(1/2)N = ŵ/4 triggers have occurred and the
emaining trigger is ŵ − ŵ/4 = 3ŵ/4. In the final round,
ˆ f = W ( 3

4 ) f < 2N . So we can conclude that the number of
ounds, f = O log(W/N ).

Message complexity for each round: (From previous para-
raphs,) for each round, the number of generated Detect-
essages is k +

3
4 k2

+
5
8 k3

+ · · · + (1/2 +
1
2

h
)kh

≤ k +

k2
+ k3

+ · · · + kh
=

kh
−1

k−1 =
N−1
k−1 . Hence, The number of

Detect-messages for each round is O(N ).
In the end-of-round, the root requests the number of triggers

that have occurred so far to all nodes. If we assume that CT
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ses the spanning tree, the number of messages for propa-
ating the request is O(N ) and it gets the sum through the
panning tree again (= O(N )), and then this is shared by all
odes through the spanning tree: O(N ). Therefore, the number
f messages occurring in each round is O(N ).

Message complexity: The average number of rounds is
og(W/N ), and the average number of messages per round
s O(N ). In the final round, the number of remaining mes-
ages is less than 2N . Hence, the message complexity is

O(N log(W/N )).
MaxRcv analysis: Consider that in each round, an average

umber of Detect-messages is less than N−1
k−1 . This means

hat in average, each node has sent/received far less than 1
essage. Since the communication bottleneck is the root, we

alculate MaxRcv for the root, which receives k messages for
each round. In the end-of-round, if aggregation is performed
through the k − ary spanning tree, the root node sends 2k
messages and receives k messages, and the internal node
receives k + 1 messages and sends 2k messages. Each leaf
node receives 2 messages and sends 1 message. Therefore, in
each round, MaxRcv is for the root and is k + k + 2. The
average number of rounds is O(log(W/N )) and in the final
round the root receives less than 2N messages, so MaxRcv
= O((2k + 2)(log(W/N )) + 2N ) = O(k(log(W/N )) + N ).

4. Simulation results

We wrote simulation code using NetLogo 6.4.0 [16] to
compare the message complexity and MaxRcv of CT with
other DTC algorithms (TreeFill, RingRand and CoinRand).
The simulation code can be found at https://github.com/Seok
hyunKim/dtc-algos. Fig. 2 shows the simulation screenshot of
CT algorithm. By using the “DTC-ALGO” drop-down menu at
the top left, we can select one of the DTC algorithms (currently
CT). We can enter experimental parameters (N , k, W ) in the
input fields at the top left. After pressing the “Setup” button,
we can press the “go” button to start the simulation. During
simulation the number of detected triggers will be displayed
in a graph at the bottom of Fig. 2. After the simulation ends,
the number of rounds, message complexity, and MaxRcv are
displayed in the center of Fig. 2.

We used the following parameters: the number of triggers
to be detected (W ) was 500,000. The number of nodes (N )
was 4i , where 2 ≤ i ≤ 5. We set k = 4 for CT. We repeated
experiments 20 times to get the average value of message
complexity and MaxRcv.

Message complexity: Fig. 3 shows the message complexity
of CT, TreeFill [8], RingRand [6] and CoinRand [6]. As shown
in this figure, among them TreeFill has the smallest number of
messages. While CT has slightly larger message complexity
than TreeFill, it has much smaller message complexity than
CoinRand and RingRand. E.g., when N = 1024, message
complexity of CT is only about 1.19 times larger than that
of TreeFill while that of CoinRand is 2.87 times bigger. As
the number of nodes increases, the difference in message
complexity also increases. Especially, RingRand shows the

fastest increase. M

898
Fig. 2. Simulation of CT algorithm using NetLogo when N = 64, k = 8,
W = 500 000, and h = 2.

CT has similar message complexity with TreeFill until
round N ≤ 256, but the difference increases for N >

56. Even though CT has a much simpler algorithm, message
omplexity of CT is not much bigger than TreeFill’s one.

MaxRcv: Fig. 4 shows the comparison of MaxRcv of CT,
reeFill, RingRand, and CoinRand. As shown in this graph,
reeFill and CoinRand show similar MaxRcv. MaxRcv of CT

s lower than the one of CoinRand when N is small (about
ess than 20). However, the MaxRcv of CT goes bigger as
N becomes larger, which can be explained by mathematical
nalysis of MaxRcv in Section 3, MaxRcv = O(k(log(W/N ))+

N ). This is due to the final rounds procedure of CT, where all
the messages go directly to the root and the MaxRcv of the root
becomes O(N ). If we change the final rounds procedure as
follows, MaxRcv of CT reduces signinifanctly and it is about
he same as that of CoinRand or TreeFill, which is shown in
enhanced CT’ line of Fig. 4.

(Enhanced Final rounds procedure) Every trigger makes
Detect-message. Instead of sending Detect-messages to level

h − 1, those are sent to a level l ′ = maxl (wi ≥ 2kl). The root
ode can start next round similarly after receiving k Detect-
essages. In the next round, if ŵ is less than a pre-defined

small value e (e.g. e = 200), all the triggers go directly to the
root. The root counts all remaining triggers and then raises
an alarm. Rigorous mathematical analysis of this enhanced
version is complicated so we will leave it as future work
(simplified analysis is in the Appendix).

Comparison with the complexity analysis results: For
T, we compared the complexity analysis results and the

imulation results. Our findings indicate that there are not
o significant differences for both message complexity and

axRcv, which are shown in Figs. 3 and 4 (CT-Analysis).
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Fig. 3. Comparison of the numbers of messages of CT, enhanced CT, TreeFill, RingRand, and CoinRand when the number of nodes are 4i where 2 ≤ i ≤ 5.
The number of triggers (W ) is 500,000. e = 200 for the enhanced CT. CT-Analysis indicates the mathematical analysis results in Section 3.1.
Fig. 4. Comparison of Max Rcv of CT, enhanced CT, TreeFill, RingRand, and CoinRand, when the number of nodes is 4i where 2 ≤ i ≤ 5. The number
f triggers (W ) is 500,000. e = 200 for the enhanced CT. CT-Analysis indicates the mathematical analysis results in Section 3.2.
. Conclusion

Distributed Trigger Counting (DTC) algorithm is used to
etect the state of the system when the aggregated number of
he observed triggers reaches a predefined value. In this paper,
e propose a simple and efficient DTC algorithm: Cascading
899
Thresholds (CT). We mathematically show that CT is an opti-
mal DTC algorithm in terms of the total number of exchanged
messages among the devices (message complexity). For the
maximum number of received messages per node (MaxRcv),
CT is sub-optimal. The average message complexity of CT is
O(N log (W/N )), and MaxRcv of it is O(k log (W/N ) + N ),
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here W is the number of triggers to be detected, N is the
umber of devices, and k is the degree of a node in the tree-
ike structure. Experimental results show that CT has a lower

essage complexity and MaxRcv compared to the previous
ork (CoinRand and RingRand). Also, CT and TreeFill show
similar performance. Compared to previous work (TreeFill,
oinRand, RingRand), CT has a much simpler procedure:
.g., in our implementation, the code size is about 2.5 times
maller than TreeFill. Also, unlike TreeFill CT does not re-
uire complicated mechanisms including distributed locking.
rom this, we believe that CT is more practical than any other
cheme.
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Appendix

Firstly, we analyze the message complexity and the MaxRcv
or the enhanced CT (in short, eCT) as follows. Note that the
nal rounds of eCT can be considered as CT without final
ounds with a smaller tree-like structure where ŵ ≤ 2N .
ence, we use the analysis results in Section 3.2 to get the
essage complexity of final rounds: O(N log(ŵ/N )) = O(N )

nd MaxRcv of final rounds: O(k log(ŵ/N ) + N ) = O(N ),
hich implies that eCT has the same complexity as CT.
Since the resulting bounds are not so tight, we further

nalyze the number of rounds when k = 4. Then, we analyze
he MaxRcv for eCT for k = 4. To do this, we will slightly
implify the problem by introducing some assumptions in the
roof sketch.

heorem 3. In the eCT, when k = 4 and N = 4h , the average
umber of rounds = O(log(W/N ) + log4 N ).

roof (sketch). The eCT is identical to CT except for the
nal round(s), in which the number of rounds for non-final

s O(log(W/N )), as shown in Section 3.2. In the final rounds,
ˆ ≤ 2N .

From now on we analyze the number of rounds when
ˆ ≤ 2N = 2 · 4h . From Section 3.2, the average number of

h
etect-messages generated at Level-h is (1/2)N = (1/2)4 .

900
n eCT, every trigger makes a Detect-message, this implies
hat (1/2)4h triggers have occurred on average. Then, in each
ound, the remaining triggers, ŵ, are reduced by (1/2)4h on

average until ŵ < (1/2)4h . The number of rounds for this
process is at most (2N = 2 · 4h)/((1/2)4h) = 4 on average.

Now, the number of triggers left is ŵ ≤ (1/2)4h
= 2 · 4h−1.

he remaining problem is the exactly same as the case when
n k-ary tree-like hierarchy we delete Level-(h − 1) while

aintaining Levels-0 ∼ (h − 2) because for every trigger
etect-message goes to Level-(h−2). If we use the same above

nalysis procedure, the number of rounds is 4 on average.
ow, ŵ ≤ 2 · 4h−2. (Precisely speaking, if ŵ is small, we can
elete more levels, which will reduce the number of rounds
urther. However, precise analysis is difficult so we will skip
his part.)

If we repeat this procedure, in short, for every 4 rounds, we
an delete one level in the structure. Since originally h levels
xist, the maximal number of rounds is 4h = 4 logk N . Hence,
n eCT, when k = 4 and N = 4h , the average number of
ounds = O(log(W/N ) + log4 N ). ■

Recall that in Section 3.2 we already analyzed that the
axRcv is 2k + 2 for each round. By Theorem 3, the average

umber of rounds is O(log(W/N ) + log N ). Hence, MaxRcv
O((2k+2)(log(W/N )+log N )) = O(k(log(W/N )+log N )).

ote that this is not complete analysis because in the proof
ketch of Theorem 3 we used some assumptions to simplify
he problem. We will leave as future work the rigorous full
roof and the cases in which k ̸= 4.
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