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Abstract: Despite recent remarkable advances in binary code analysis, malware developers still
use complex anti-reversing techniques that make analysis difficult. Packers are used to protect
malware, which are (commercial) tools that contain diverse anti-reversing techniques, including code
encryption, anti-debugging, and code virtualization. In this study, we present UnSafengine64: a
Safengine unpacker for 64-bit Windows. UnSafengine64 can correctly unpack packed executables
using Safengine, which is considered one of the most complex commercial packers in Windows envi-
ronments; to the best of our knowledge, there have been no published analysis results. UnSafengine64
was developed as a plug-in for Pin, which is one of the most widely used dynamic analysis tools for
Microsoft Windows. In addition, we utilized Detect It Easy (DIE), IDA Pro, x64Dbg, and x64Unpack
as auxiliary tools for deep analysis. Using UnSafengine64, we can analyze obfuscated calls for major
application programming interface (API) functions or conduct fine-grained analyses at the instruction
level. Furthermore, UnSafengine64 detects anti-debugging code chunks, captures a memory dump of
the target process, and unpacks packed files. To verify the effectiveness of our scheme, experiments
were conducted using Safengine 2.4.0. The experimental results show that UnSafengine64 correctly
executes packed executable files and successfully produces an unpacked version. Based on this, we
provided detailed analysis results for the obfuscated executable file generated using Safengine 2.4.0.

Keywords: anti-forensics; code obfuscation; dynamic code analysis; software reverse engineering;
computer security

1. Introduction

Recently, malware has increased as a potential vulnerability for industrial control sys-
tems with sensors and actuators. For example, it was reported that BlackEnergy 3 malware
is under suspicion of having caused the massive blackout at the Ukraine Power Grid [1].

Malware developers use various code obfuscation techniques to deter code analysis
and protect their copyrights. Modern (commercial) obfuscation tools, including VMPro-
tect [2], Safengine [3], and Themida [4], employ strong anti-reverse engineering techniques
and are actively utilized for hindering analysis [5].

Although each has a different behavior, these protection tools use a common tech-
nique called code packing, which compresses or encrypts a target program for protection.
Specifically, it transforms a target program into a packed program by compressing or
encrypting the code into packed data and associating it with an unpacking routine. Ad-
ditionally, these tools include various anti-reverse engineering techniques (for example,
anti-debugging [5], self-modifying code [6], and code encryption [6]) in the unpacking
routine, making analysis difficult.

To the best of our knowledge, Safengine [3] is considered one of the most complex
commercial protectors in Microsoft Windows environments and there have been no analysis
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results published. Safengine is a code-packing tool that encrypts a target executable.
To deter analysis, Safengine contains diverse anti-reversing techniques, including anti-
debugging, anti-dump, anti-trace, integrity checking, and API relocation [3].

To analyze packed software, static analysis, which analyzes without execution, is
limited because the target code is encrypted or compressed. To overcome this problem,
dynamic analysis, which conducts code execution and analysis simultaneously, can be used.
To analyze dynamically, debuggers [7] or dynamic binary instrumentation (DBI) tools [8,9]
are widely used; however, they have shortcomings in that the execution environments are
slightly different from those of the actual execution, and many anti-reverse engineering
techniques can detect this difference.

In this study, we present UnSafengine64, a Safengine unpacker for 64-bit Windows
environments. UnSafengine64 relies on Pin [9], one of the most accurate DBI tools for
Windows. We used Detect It Easy (DIE) [10], IDA Pro [11], x64Unpack [12], and x64Dbg [13]
as auxiliary analysis tools.

UnSafengine64 can automatically decode the obfuscated application program inter-
face (API) function calls using the algorithm presented in [14]. Moreover, UnSafengine64
provides diverse functionalities for analyzing packed software, including automatic identi-
fication of the original entry point (OEP: the entry point of the original target program; refer
to Section 2.1) [15,16], detecting anti-debugging routines, dumping the memory region,
and automatically unpacking the packed file. The complete source code for UnSafengine64
is available in [17].

To verify the effectiveness of the proposed scheme, we conducted experiments on
Safengine 2.4.0 in 64-bit Microsoft Windows. UnSafengine64 successfully unpacks all the
test files packed with this protector and produces detailed logs. Based on this, we explain
in detail the structure of the obfuscated files generated using Safengine 2.4.0.

The remainder of this paper is organized as follows: Section 2 deals with preliminaries
(Section 2.1), an overview of Pin (Section 2.2), and related works (Section 2.3). In Section 3,
UnSafengine64, the proposed automatic unpacker for Safengine, is described. Section 4
summarizes the experimental results, and Section 5 provides detailed analysis results of
the unpacking routine of Safengine 2.4.0. Finally, we conclude the paper in Section 6.

2. Preliminaries and Related Work

Section 2.1 shows a simplified unpacking procedure for packers, including Safen-gine.
In Section 2.2, we briefly provide an overview of Pin, which UnSafengine64 relies on.
Section 2.3 describes related work.

2.1. (Very Simplified) Unpacking Procedure of Packers

Code packing is the process of transforming a target program into a packed program
such that it compresses or encrypts the original code and associates the packed code with
the unpacking routine. Figure 1 shows the general unpacking procedure when a packed
program is run. After the packed program begins (Figure 1a), the execution flow proceeds to
the restoration routine, which we call the unpacking routine. It unpacks or decrypts packed
data and restores the original code and data. When this work is completed (Figure 1b),
the unpacking routine also restores the execution context of the original program, which
includes the initialization of the CPU registers. Subsequently, as shown in Figure 1c), it sets
the program counter to the entry point of the unpacked original code, where we call this
address OEP. Finally, the restored original code is used. In reality, the unpacking procedure
of Safengine is very complex; it uses code packing multiple times while using various
anti-reversing techniques to deter the analysis.
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Figure 1. Very simplified unpacking procedure of packers (including Safengine).

2.2. Overview of Pin [9]

Pin [9] is one of the most widely used DBI tools for Windows and Linux environments.
Pin was originally used for computer architecture analysis; however, it is now actively used
for diverse purposes, such as checking code coverage for optimization, finding memory
leaks, and analyzing security properties.

Pin performs binary instrumentation; it instruments executables at runtime using a
just-in-time (JIT) compiler. It works as follows: (1) Pin intercepts the execution of the first
machine instruction for the executable target. (2) For the basic block (code for one entry
point and only one exit), starting with this instruction, Pin compiles a new code. (3) It
executes this new code, which is almost identical to the original code; however, Pin ensures
that it retains control when a branch exits this basic block. (4) After regaining control, Pin
compiles more code for the branch target and continues execution.

Pin allows us to inject our own plug-in code (instrumentation) called Pintool. Pintool
consists of the following two elements:

e A mechanism for deciding insertion points where the plug-in code is inserted;
e  Plug-in code for execution at the insertion points.

These two elements are the instrumentation and analysis codes. Using Pintool, we can
execute the target binary code and our plug-in code for analysis. For example, we can write
a simple plug-in code in which the analysis code increments the counter by one, and we
insert this analysis code between every executed machine instruction of the target program.
After executing the target program, the counter has the number of all executed instructions.

The potential limitation of Pin is that artifacts arise when executing Pin. Therefore,
malware can detect the presence of Pin. If the unpacking routine detects Pin and aborts the
execution, further analysis cannot be performed. (If a detection routine is found, the code
can be patched to neutralize the detection. However, this is not the fundamental solution.).

2.3. Related Work

Relevant research has been actively conducted on malware analysis (including mal-
ware detection [18,19], malware removal [20], and ransomware detection [21]) and binary
code analysis [22,23]. However, anti-reversing techniques have not attracted special interest
from researchers except for specific topics such as code virtualization [24,25]. This section
summarizes the related research and tools for unpacking, which can be classified into three
categories: debuggers, DBI, and (specialized) unpacking schemes or tools. The details of
each topic are as follows.

Debugger: Because the debugger supports runtime disassembly for the target program
and the single-step execution of machine instructions, it is one of the most convenient
and widely used tools for the dynamic analysis of binary code (including malware). In a
debugging environment, the execution context can be monitored and modified promptly.
Debugging tools allow analysts to easily check how the execution status changes as each
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machine instruction is executed. However, the debugging environment differs slightly from
the actual execution environment, and anti-debugging techniques can detect this difference.

WinDbg is a debugger developed by Microsoft and has the advantage of being able
to debug kernels. However, WinDbg has the shortcoming of a relatively inconvenient
interface compared to other debuggers. OllyDbg [7] and immunity debuggers are the most
widely used debuggers for analyzing binary code in Microsoft Windows environments;
however, they support only 32-bit binaries. x64Dbg [13] is one of the most widely used
debuggers for 64-bit binaries.

Recently, Apate [26] was proposed by Hao Shi and Jelena Mirkovic as a framework
for hiding the debugger from anti-debugging techniques. The authors designed and
implemented diverse bypassing methods for anti-debugging techniques in 32-bit Windows.
Apate was implemented as a WinDbg plug-in program. The authors claimed that Apate
outperforms other debugger-hiding schemes by a wide margin [26]. In our experiment,
although Apate worked well on simple packers (ASPack or UPX), it failed on complex
packers, including Themida, VMProtect, and Safengine.

Dynamic binary instrumentation (DBI): For dynamic analysis, DBI is widely used
because it can execute an analyst’s code while the target code is being run. DBI operates in
such a way that the target and analyst codes are interleaved and executed. Pin [9] provides
various convenient API functions for analyzing the target code and is known to be one of
the best tools for correct execution and fastness. However, it is difficult to identify the cause
of an error because it is not open-source.

Valgrind [27] and DynamoRIO [9] are widely used because they are open-source
and provide convenient API functions for analyzing binary code. Valgrind only supports
the Linux operating system, whereas DynamoRIO often fails to analyze a large/complex
program. Detours [28] hooks the major Win32 API functions for analysis and is well
known for its efficiency and correctness. However, one drawback is that a detailed analysis
(instruction-level analysis) is difficult.

These DBIs focus on fast and accurate code execution and flexible code instrumentation
for target binaries. Because the original code is modified during code instrumentation,
anti-reversing techniques for detecting this modification cannot be avoided. As there are
few types of DBI tools, techniques for identifying individual DBIs have already been widely
used [29,30]. For example, Lee et al. [31] presented the detailed analysis results of anti-VM
and anti-DBI techniques on commercial protectors: Themida, VMProtect, Obsidium, and
ASProtect. In addition, they demonstrated that their bypassing work was successful in
Pin environments.

Unpacking schemes/tools: Unpacking tools have been developed for various packers.
One such example is the UPX unpacker [32]. Renovo [15] provided a general method to
determine the unpacking procedures. It identifies the write-and-execute behaviors that
are common in unpacking. However, Renovo does not deal with various anti-reverse
engineering techniques, making it less practical in the real world.

VMAttack [33] focused on the automatic de-obfuscation (intensive code stripping) of
code-virtualization techniques in VMProtect (version 2), whereas this study deals with the
automatic analysis of the unpacking procedure of Safengine.

Pindemonium [34], one of the most well-known open-source unpacking tools, relies
on Pin for analyzing the packed program and dumping the unpacked code. To the best
of our knowledge, it cannot unpack the recent versions of complex (commercial) packers,
including Safengine.

Choi et al. proposed HybridEmu [35], which is a dynamic analysis scheme for investi-
gating the internal structure of malicious code in Microsoft Windows 32-bit environments.
Similar to xUnpack64 [12], HybridEmu can directly call or emulate various API functions
in malware while emulating instructions using a 32-bit CPU simulator. However, it was
designed only for 32-bit environments.

x64Unpack [12] is a hybrid dynamic analysis tool for coping with diverse packers in
64-bit Windows environments; it can handle both finding general unpacking routines and
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evading various anti-reverse engineering techniques. In addition, Choi et al. [12] provided
detailed analysis results for VMProtect. In this study, we used x64Unpack to obtain the
analysis results for Safengine.

Recently, UnThemida [36] was developed as a plug-in for the Pin tool to analyze and
unpack the structure of files packed with Themida 2.4.5.

One of the fundamental approaches to cope with secure computation is using quantum
cryptography. It can directly offer information-theoretic security against possible attacks
from obfuscated malware [37,38].

3. UnSafengine64: Safengine Unpacker for 64-Bit Windows Environments

Section 3.1 describes an overview of UnSafengine64. We explain the details of Un-
Safengine64 in Sections 3.2-3.11.

3.1. Overview of UnSafengine64

UnSafengine64 was developed as a plug-in for Pin [9]. We chose Pin because it is
one of the most accurate dynamic analysis tools for Windows. Our plug-in program can
analyze the unpacking routine while bypassing the anti-reverse engineering techniques
of Safengine. With this plug-in, we can analyze Safengine’s internal structure, detect OEP,
and perform automatic unpacking. In addition, relevant information can be gathered to
detect anti-debugging code, dump memory, and restore obfuscated files. We also used the
following auxiliary tools for a deep analysis:

e Detect It Easy [10]: DIE identifies the type of packer in the executable file and outputs
the section information. DIE was used to determine whether the target program was
packed with Safengine.

e DA Pro [11]: IDA Pro is one of the most popular disassemblers for reverse engi-
neering binaries in Windows/Linux environments. The executable file is statically
disassembled and displayed, and diverse information, including the function structure
and section information, is displayed. Because some malware uses Safengine’s unique
signature to cheat DIE, IDA Pro can be used for double-checking in this case.

o x64Dbg [13]: x64Dbg is a widely used debugger for reversing 64-bit Windows environ-
ments. We used x64Dbg as an auxiliary tool for executing code chunks to double-check
the analysis results from Pin or x64Unpack. In addition, x64Dbg can be used to deter-
mine whether UnSafengine64 is properly unpacked. Sometimes, the unpacked version
does not execute because of a minor bug; therefore, we can use x64Dbg to fix the minor
bugs.

e  x64Unpack [12]: This is an application-level hybrid emulator that either directly exe-
cutes code chunks or emulates them. Using x64Unpack, we can monitor API function
calls, examine memory reads/writes, and emulate each instruction for detailed analy-
sis. For further information, refer to [12]. We used x64Unpack to analyze the major
functionalities of Safengine, as explained in Section 4. For unpacking, x64Unpack is
not required (Figure 2).

The analysis process for UnSafengine64 proceeds as follows: First, we prepared a
sample program packed with Safengine. The first step was to conduct a simple static
analysis using DIE [10]. DIE displays the section and packer information. In this step, we
confirmed that the target binary was packed with Safengine.

The second step was a static analysis using IDA Pro. IDA Pro cannot precisely analyze
packed binary code because the original code is compressed or encrypted and stored as
data. We used IDA Pro to obtain the section information and Import Address Table (IAT)
information. After obtaining the unpacked version in the final step, IDA Pro was used to
check whether the unpacked version was correctly built.
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Figure 2. Overall execution procedure of UnSafengine64.

The third step was to conduct a dynamic analysis using the Pin plug-in program
UnSafengine64. It executes target code chunks while monitoring threads, analyzing obfus-
cated API function calls, and detecting or bypassing anti-reversing routines. The OEP can
also be determined in this step. Finally, the unpacked program is automatically dumped.

Optionally, we can proceed to the fifth step, which involves a dynamic analysis using
x64Unpack. The x64Unpack emulator can also correctly emulate obfuscated files, analyze
unpacked code chunks, and determine the OEP.

In addition, we optionally used x64Dbg as an auxiliary tool. Because x64Dbg does
not properly execute the unpacking routine (owing to various anti-reversing techniques),
we used x64Dbg as an auxiliary tool to double-check whether a specific functionality was
correctly analyzed.

Among these, DIE, IDA Pro, and x64Dbg are widely used tools; however, their detailed
descriptions are beyond the scope of this study. x64Unpack is described in detail in [12].
Hereafter, we focus on our Pin plug-in, UnSafengine64.

3.2. Structure of UnSafengine64

UnSafengine64 functions as follows: First, Pin creates a new process in a suspended
state that contains the executable code of the target (already packed with Safengine). Pin
loads pinvm.dll to use Pin API functions in the process and SafengineAnalyzer.dll, which
is the file name of our Pin plugin tool (UnSafengine64), into memory. Subsequently, it starts
the execution (Figure 3).

UnSafengine64 consists of four components for instrumentation: the image handler,
trace handler, thread handler, and application exit handler. The image handler handles
the application/library binary image, and the trace handler handles the basic blocks in
the code cache of Pin. The thread handler tracks the start and end of each thread. The
application exit handler detects the OEP at the end of the unpacking procedure. This is
explained in Sections 3.3-3.6.

For the analysis, UnSafengine64 has four components: an Obfuscated API call resolver,
an OEP detector, an anti-DBI, and an instruction tracer, as explained in Sections 3.7-3.10.
We address the implementation issues in Section 3.11.
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Figure 3. Internal structure of UnSafengine64.
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3.3. Pin Plug-In Structure: Image Handler

The image handler is invoked when the target executable image files/DLL library files
are loaded. It stores the addresses of the loaded executable files and the loaded DLL files.
In addition, it stores the names and the start/end addresses of the functions in them. This
information is used to identify which part we are currently executing the code in.

3.4. Pin Plug-In Structure: Trace Handler

The trace handler is called when there is no JIT-translated code (by Pin) in the code
cache. We define the instruction trace as the sequence of executed instruction information,
specifically the sequence of the basic blocks. The main task of the trace handler is instru-
mentation to execute the analysis routines, such as instruction tracers and OEP detectors,
during the execution of the packed file. In addition, obfuscated API function calls are
analyzed using an obfuscated API call resolver during unpacking.

Memory access must be tracked to detect OEP and anti-debugging code chunks.
Because the unpacking routine with anti-reversing techniques accesses the PEB (Process
Environment Block) or TEB (Thread Environment Block), the memory accesses for these
special areas of memory must be tracked. For OEP detection, to use the heuristic algorithm
(which will be described in Section 3.7), the memory writes and execution accesses should
be tracked and recorded.

3.5. Pin Plug-In Structure: Thread Handler

The thread handler maintains the logs of the start and end of the thread. This informa-
tion is then used by the trace handler to enable instruction tracing for each thread.

3.6. Pin Plug-In Structure: Application Exit Handler

When UnSafengine64 detects an OEP (described in Section 3.7), it calls the application
exit handler. It de-obfuscates the obfuscated API function calls and restores the code
near the OEP, which is modified by the OEP obfuscation technique from Safengine. It
also reconstructs the PE (Portable Executable) structure modified by Safengine’s anti-
dump functionality. In Pin environments, Safengine occasionally stops when I/O occurs
frequently, and we use a delayed-logging approach such that writing the log into the file is
delayed until the unpacked file is created. Before the OEP is met, UnSafengine64 stores all
log information in memory.
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3.7. Pin Plug-In Structure: OEP Detector

We suppose that the target program was packed using Safengine. Recall that OEP is
the address of the beginning point of the original code, which is restored and loaded into
memory during unpacking.

Our algorithm for finding OEP is based on [15]: The OEP detector finds the “write-and-
execute” case, where the execution (instruction pointer) branches to the memory region that
has been written after the start-up. If found, the OEP detector regards the address as an OEP
candidate. Generally, it finds a large number of OEP candidates because Safengine uses
self-modifying code. Therefore, we used an algorithm [16] to refine the OEP candidates.

If this approach is used, the obtained OEP is slightly different from the actual OEP.
This is because Safengine uses the OEP obfuscation technique. We identified a specific
pattern (set of instructions) for Safengine’s OEP address. Therefore, the OEP detector
performs pattern matching to fix the OEP address.

3.8. Pin Plug-In Structure: De-Obfuscating Function Calls

Many commercial protectors use diverse API obfuscation techniques to hinder analysis;
the three major ones [14] are as follows:

e  Obfuscation of call/jmp instructions that go to the beginning of the API functions (the
first method);
Obfuscation for the Import Address Table (IAT) (the second method);
Concealing either a portion or the entirety of the code of the API function body through
obfuscation (the third method).

Among these, Safengine uses only the first. In Safengine, each call/jmp instruction for
the API function call is changed to several instructions with the same meaning (the first
method). In this case, jmp or call crosses different sections, as shown in Figure 4.

Obfuscated API Section (.sedata) Original API code
API function
body
Call the API
function
Call org-API
| |  Encoded
Org-API-Info

Figure 4. Obfuscated API function calls in Safengine.

In the figure, “Call the API function” implies the instruction for calling the API
function. “Obfuscated API Section ()” has the obfuscation-related instructions, which are
added by Safengine. This section presents several branch instructions for code obfuscation.
“Encoded Org-API-Info” indicates the encoded or encrypted address of the API function
body, where the original API function address is encoded or encrypted. If there is a call to
an obfuscated API function, this value is decoded or decrypted and used to jump to the
beginning of the original API function.

To de-obfuscate a function call is as follows: In Safengine, the control flow for an
obfuscated API function calling eventually leads to an API function body in the DLL
regions. To identify the original API function address, the control flow of all candidates
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for the obfuscated API call is first determined. Subsequently, the control flow for each
candidate is executed for verification. The correct flow is identified by checking whether the
API function in the DLL has executed. This method is called the run-until-API method [14]
and can also be used to de-obfuscate API function calls in other commercial protectors,
including Themida or VMProtect.

The peculiarity of Safengine’s API obfuscation is that once the address of the ob-
fuscated API function is computed, it jumps quickly to the computed address without
repeating the same process. When the first obfuscated API function call is executed, the
starting address of the API function body is calculated and stored in memory, and then the
body is called. Second, it checks whether the function address calculation has already been
performed, and then calls the corresponding address.

To analyze this, we designed and implemented an obfuscated-API-function call re-
solver. In the first execution, this de-obfuscation tool saves the current execution context at
the end of execution. Then, in the second execution, at the OEDP, it stops execution, performs
the de-obfuscation of API function calls using the context information, and then produces
the de-obfuscated execution file.

We used the algorithm in [14] to check whether the last address of each trace was in
the section containing the code (added by Safengine) for calling obfuscated API functions
or in the DLL region (containing the API function body). Sometimes, the analyzed last
address is an invalid address, such that it causes an execution error (this is because static
analysis using the disassembler is not always perfect, since Safengine uses self-modification
while it puts garbage bytes between the instructions). In this case, we simply ruled out
the addresses.

Occasionally, Safengine calls GetModuleHandleA() when calling the obfus-
cated API functions, and we should handle this case by tracking the call and return
of GetModuleHandleA().

3.9. Pin Plug-In Structure: Anti-Anti-DBI

In our experience, generally, 64-bit protectors do not contain as many anti-reversing
techniques as 32-bit packers. However, Safengine uses various anti-reversing techniques
for deterrent analysis (explained in Section 5), hardware breakpoint detection, software
breakpoint detection, the detection of various debuggers, the detection of virtual machine
environments, and checking file integrity. Pin can automatically bypass many of these.
Here, we describe a single-step detection technique in which a vanilla Pin is detected.

The single step is an anti-reversing technique that can be used in both 32-bit and 64-bit
Windows. This method causes Pin to quit abnormally. In this technique, to set the trap
flag (TF: 0x100) of the RFLAGS register, the Safengine unpacker first places a specific value
on the stack to set the trap flag and then executes the POPFQ instruction. During normal
execution, the correct exception handler is executed. If Pin is executed, exception handling
is not performed, and the program is abnormally terminated.

Whenever UnSafengine64 executes a POPFQ instruction, it checks the value at the
top of the stack to determine whether the TF is set. If the TF is set, it goes manually to the
exception handler. In the case of a PE32+ (64-bit PE) file, because the exception handler is
specified in the PE header, UnSafengine64 parses the PE header in advance and jumps to
the corresponding exception handler when executing the file.

3.10. Pin Plug-In Structure: Instruction Tracer

The instruction tracer has trace-logging and unpacking functionalities. If the trace
logging immediately writes the log into the log file every time an instruction is executed,
just as in a logging program such as Intel Pin SDE (Software Development Emulator),
execution will be very slow, and the execution is aborted via anti-reverse engineering
techniques that measure the execution time. Therefore, we store all the execution traces in
memory and write them to the file at the time when the program exits.
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Safengine uses a large amount of memory because it executes at least 1.3 billion instruc-
tions, even in a simple sample program. When we log the instruction trace, approximately
27 GB of memory is used to execute the sample program up to the OEP. The size of the text
file resulting from the trace was approximately 17 GB, even when only the addresses of the
basic blocks and names of the executed API functions were recorded. Minimizing the log
data is left for future work.

3.11. Pin Plug-In Structure: Implementation Issues

The proposed Pin plug-in tool was implemented using Visual Studio 2019 and Pin
3.18 in Windows 11 64-bit Version 22H2. Because previously published anti-DBI schemes
or papers [6,15,16] rely on old versions of Pin, it is difficult to use them in the recent
Windows environment.

The main difficulty in implementing the Pin tool for analyzing obfuscated code is
that the execution trace is large, and it is difficult to analyze the cause when the execution
aborts, owing to anti-reversing techniques.

UnSafengine64 has a CUI interface for outputting analysis results, dumping memory,
or producing an unpacked executable file. Furthermore, the user can set a specific memory
region to trace the instruction execution for deep analysis.

4. Experimental Results

To verify the effectiveness of the proposed scheme, we first prepared Protector
Safengine 2.4.0 [3]. We then developed a test program. It calls a few simple API functions
related to the message box and strings. That is, the program generates a pseudo-random
number, outputs it in the message box, and exits. We compiled this program using Visual
Studio 2019 in the release mode with default options.

For packing, we used the following options (as shown in Figure 5): DetectSoftICE: en-
abled; Detect Syser: enabled; Detect OllyDbg: enabled; Detect E Language Dumpers: en-
abled; Detect FileMon: enabled; Detect RegMon: enabled; Detect Virtualization Tools: en-
abled; Detect Debugging Events: enabled; Eliminate IAT: enabled; Resource Encryption:
enabled; Check File Integrity: enabled; and Enable Thread Engine: enabled.

@ safengine Shielden v2.4.0.0 - X
Project Watermark

'D:\Analysis\Researd'\\safengine 2.4.0 sample\simple_msgbox64.exe ] | Browse...

D:\Analysis\Research\safengine 2.4.0 sample\simple_msgbox64_se.exe

[= Encryption Options ~|
- Section Encryption
Code Section
Data Section
Shell Section
Pack Sections
+ Section Names
+ Detection Options
- Protection Options
+ Import Protection
+ Resource Protection
+) Dynamic Intergrity Check
Anti Attach
Anti LPK Injection
Check File Intergrity
Metamorphic Code Generation
L Enahle Thread Enaine
Protection Options

KRKRK

JOoROO

Protect Exit

Figure 5. Screenshot of Safengine 2.4.0.0 packer.
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The first step of the analysis was a static analysis using DIE 3.09. This confirmed that
the target program was packed with Safengine 2. In addition, it shows that the original
program was compiled using Visual Studio 2019 (shown in Figure 6).

ﬁ Detect It Easy v3.09 [Windows 10 Version 2009] (x86_64) - m) X
File name
> | D:\Analysis\Research\safengine 2.4.0 sample\mb64_se.exe
File type File size P
PE64 ~ 1.29 MB
Scan Endianness Mode Architecture Type
Automatic \ LE 64-bit AMD64 GUI
~ PE64
Operation system: Windows(Vista)[AMD64, 64-bit, GUI] S ?
Linker: Microsoft Linker(14.16.27025) S ?
Compiler: Microsoft Visual C/C++(19.16.27025)[LTCG/C++] S ?
Language: C/C++ S ?
Tool: Visual Studioi2017 version 15.9i S ?
Protector: Safenagine Shielden(v2.4.0.0 S ?
Shortcuts
Options
Signatures Vv Recursivescan v Deep scan Heuristic scan V| Verbose About
Scan
Directory Log All types > 187 msec Exit

Figure 6. Analysis results of DIE 3.09.

The second step was a static analysis using IDA Pro. IDA Pro cannot properly analyze
the packed code, which indicates that the original compressed program appears as data.
However, using IDA Pro, we can obtain the section information, which is explained in
Section 5 (Figure 7).

R IDA - mb64_se.exe D: i ine 2.4.0 4_se.exe - o X
Fle Edit Jump Search View Debugger Lumina Options Windows Help

B e G 8 ) o D@ deh i F e X > O O[Nodebugger ~| %) 6 B B

N >

: 11N L 1110 LT LT | LN .

Library function [ll Regular function [l Instruction | Data [l Unexplored External symbol [ll Lumina function
Functions o8& x IDA View-A @ Hex view-1 [A] stuctures [E  enums %8  Imports Exports
Function nam ~ .sedata:000000014014BBBF start: ~
unction name ® |. sedata:000000014014885F call  sub_140148BE@
sub_14001248F ® |.sedata:0000000140148BC4 push  rbx
sub_1400124D7 . 5edata:000000014014BBCA 5 - === === === === ===
sub_14001254E N v;e: : 140145;; aAfengineshield db 'afengine Shielden v2.4.0.0',0
. sedata: 0000000
sub_140012564 | Cedata:0000000140148550 ; sus S —
5“:—140012550 . sedata:00000001401488E0
£ sub_1400125DF .sedata:000000014014BBEQ
sub_140012614 .sedata 4014BBEQ sub_1 proc near ; CODE XREF: .sedata:starttp
b taomaen Sedota-casooaorsordsee ’
.sedata: 3 FUNCTION CHUNK AT .sed
sub_1400126A8 . sedata:00000001401488E0
nulsub_3 ® |.sedata:000000014014BBEQ pushfq
sub_1400128CE ® |.sedata:0000000140148BE1 jm loc_140148B5F
[F] sub_140012997 . sedata:000000014014BBE1 *
sub_1400129D0 . sedata:0000000140148BE1

.sedata:000000014014BBE6
.sedata:000000014014BBE6 ; STA

sub_1400131F0

OR sub_14014BBFC

sub_140013208 . sedata:000000014014BBE6
sub_140013310 . sedata:00000001401488E6 loc_140148BE6: 5 CODE XREF: sub_14014BBFC+84j
sub_140013414 & ® | sedata:0000000140148BE6 stc
- ® |.sedata:00000001401488E7 std
00144DE7 000000014014BBE7: sub_l4014BBFC-15 (Synchronized with Hex View-1) v
= output o8 x

Function argument information has been propagated
lumina: applied metadata to @ functions.

The initial autoanalysis has been finished. v
Python
AU: idle Down Disk: 516GB

Figure 7. Screenshot of IDA Pro for the packed program.

The third step involves a dynamic analysis using x64Dbg. Because x64Dbg does not
properly execute the unpacking routine (owing to various anti-reversing techniques), we
used x64Dbg as an auxiliary tool to check whether the suspected part of a specific debugger
detection technique was working correctly (Figure 8).
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W
File  View  Debug Tracing Plugins ~ Favourites ~ Options  Help ~ Feb 9 2021 (TitanEngine)
DE Sl taw§ tulos@Lh# L E®
& cru . Log _ . Notes ® Breakpoints B8 Memory Map [} Call Stack & SEH . Script ] Ssymbols <2 Source References - Thre{:IE]
[00007FFEZFSEDS70 ntdl T Nicontinues | 4c:8n0l mov ri0,rex [ NECi 4| i
0007FFE2F 540573 88 43000000 mov eax,45 a3: © Hide ERy

FS F60425 0803FE7F 01 test byte ptr ds RAX  0000000000000000 ~
F54D58 i 03 jne ntd11.7FFE2F Il RBX  0000000001EBFAEQ
F54D58 0FO05
F54D0584 3 Safengine X
F 85 CD 2E
F34D58 /PA\XTE"

c3
00007F F54D588 OF1F8400 000
0909. FFE2F§405910 <ntd11.NtQueryDefaultuILan gg,izgéoooo 8 Please disable debugging or monitoring tools and try again
F60425 0803F
~ 75 03
0FO0S

7
2 —

a3 S 2
OF1F8400 00000000 | nop d - ds| (i

FA" A_AAATA\\_A[

)0007F F54

00007FFE2F54D580 <ntd11.ZwQueueApcThreads 4c:88p1 mov r Z0Q || RIP  00007FFE2F54DS570 il Nicor G
)0007FFE2F54D583 88 45000000 mov eax,45 45+ i
J0007FFE 2F 54D5E8 F60425 0803FE7F 01 test byte ptr ds RFLAGS  0000000000000300
0c E2 v 75 03 jne ntd11.7FFE2F zZF 0 PF O AF O
0F05 OF 0 SF O DF 0
c3 F cFO TF1 1IF 1 M
CD 2E fint 2e v < >
I rat r =
| | > | Default (x64 fastcall) - |5 5| Unlocked
r10=0 |71: rcx 0000000001EBFAED
rcx=0000000001EBFAED 2: rdx 0000000000000001
3: r8 0000000001EBFIB8 & HfA’A_AAAA\\_A[AT cTi
. text:00007FFE2F54D570 ntd11.d11:$9D570 #9c970 <NtContinue> 4: r9 0000000000000000
5: [rsp+28] 0000000000000000

00007FFE2F524B28 | return to ntd11.00007FFE2 ,

-

% Dump 1 &% Dump 2 b4 Dump 3 by Dump 4 &'y Dump 5 5 Watch 1

0000000000000000
Gy et (Y oo
00007V e 27481018 | 4857415641571824 | 5 wavAi: 0000000000040004 | L "emanager--11-1-0"
s el oI .
kS >_|
Command: ‘ Default =
Running | INT3 breakpoint at <ntdl.NtContinue> (00007FFE2F54D570)! Time Wasted Debugging: 1:01:04:39
Figure 8. Screenshot of x64Dbg for the packed program.
The fourth step was a dynamic analysis using the Pin plug-in program, UnSafengine64.
When we ran a vanilla Pin that did not have any plug-ins, we observed that an internal error
appeared and stopped. We confirmed that our plug-in tool, UnSafengine64, successfully
executed the target program and outputted the unpacked code. In addition, it produced
log messages regarding the API function calls and information on the executed basic blocks
and threads.
We confirmed that approximately 10'? instructions were executed. As shown in
Figure 9, after execution, we obtained an unpacked version of the sample program.
EN windows PowerShell — [} X

PS D:\Analysis\Research\210112 Safengine paper> UnSafengine64.exe .\mb64_se.exe
C:\pin\pin.exe -t C:\pintool\UnSafengine64.dll —dump —-- .\mb64_se.exe
D:\Analysis\Research\210112 Safengine paper\mb64_se_dmp.exe

.\mb64_se_dmp.exe is generated.

PS D:\Analysis\Research\210112 Safengine paper)> .

Figure 9. Screenshot of UnSafengine64 execution.

The fifth step was a dynamic analysis using x64Unpack. x64Unpack also successfully
executed the target program and output the trace log, as shown in Figure 10.
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e Hd =zl ¥
Main Thread Threads
[0] Waq: 140003050 = 7ff35efc0a70 TerminateProcess "

[0] Heap_6ef0 Rq: 24d045b6f20 = 7ff95d 1ec940 VirtualProtect

[0] VirtualProtect called: addr = 140003050 size = 8, prot = 40

[0] Heap_6ef0 Rq: 24d045b6f20 = 7ff95d 1ec940 VirtualProtect

[0] VirtualProtect called: addr = 140003058 size = 8, prot = 40

[0] Waq: 140003058 = 7ff9Sefc4b90 GetCurrentProcess

[0] Heap_6ef0 Rq: 24d045b6f20 = 7ff95d 1ec940 VirtualProtect

[0] VirtualProtect called: addr = 140003058 size = 8, prot = 40

[0] Heap_6ef0 Rq: 24d045b6f20 = 7ff95d 1ec940 VirtualProtect

[0] VirtualProtect called: addr = 140003060 size = 8, prot = 40

[0] Waq: 140003060 = 7ff35efc0110 SetUnhandledExceptionFilter

[0] Heap_6ef0 Rq: 24d045b6f20 = 7ff95d 1ec940 VirtualProtect

[0] VirtualProtect called: addr = 140003060 size = 8, prot = 40

[0] Heap_6ef0 Rq: 24d045b6f20 = 7ff95d 1ec940 VirtualProtect

[0] VirtualProtect called: addr = 140003068 size = 8, prot = 40

[0] Wq: 140003068 = 7ff9Sefdbad0 UnhandledExceptionFilter

[0] Heap_6ef0 Rq: 24d045b6f20 = 7ff95d 1ec940 VirtualProtect

[0] VirtualProtect called: addr = 140003068 size = 8, prot = 40

[0] Heap_6ef0 Rq: 24d045b6f20 = 7ff95d 1ec940 VirtualProtect

[0] VirtualProtect called: addr = 140003070 size = 8, prot = 40

[0] Waq: 140003070 = 7ff35efa1010 RtiVirtualunwind StopExec: tid = 0 RIP: 140002170

[0] Heap_6ef0 Rq: 24d045b620 = 7ff95d 1ec940 VirtualProtect

[0] VirtualProtect called: addr = 140003070 size = 8, prot = 40

[0] Heap_6ef0 Rq: 24d045b620 = 7ff95d 1ec940 VirtualProtect 0K

[0] VirtualProtect called: addr = 140003078 size = 8, prot = 40

[0] Waq: 140003078 = 7ff9Sefc04c0 IsDebuggerPresent

[0] Heap_6ef0 Rq: 24d045b6f20 = 7ff35d 1ec940 VirtualProtect
[0] VirtualProtect called: addr = 140003078 size = 8, prot = 40 T

[0] #GetModuleHandleA called IPHLPAPI.DLL: 7ff35c570000

[0] #GetModuleHandleA called msvert.dll: 7ff35f850000

[0] #GetModuleHandleA called PSAPI.DLL: 7ff95f340000 First Fetch Target (OEP or OEP next)

[0] #GetModuleHandleA called ADVAPI32.dll: 7ff35eef0000

[0] #GetModuleHandleA called SHELL32.dll: 7ff35dae0000

[0] "'"Target fetch: OEP (Next) = 140002170 icount: 3d8a0c06, stack = 13fffffd8 0K

[0] break: StopExec: 140002170 ticks = 26764783¢c icount = 3d8a0c06 |

[0] Wait start...

icount: 1032457223 nThread: 1 Running: 0 Done: 1

Figure 10. Screenshot of x64Unpack for the packed program.

In summary, we confirmed that UnSafengine64 successfully bypasses anti-reverse
engineering techniques, stops at the OEP, and generates an unpacked executable file. We
confirmed that the unpacked file could be disassembled and decomposed using IDA Pro.
In addition, we confirmed that it can be dynamically analyzed using an x64Dbg debugger
without being disturbed by anti-reversing techniques.

5. Detailed Analysis Results of the Packed Files Using Safengine 2.4.0

This section explains the analysis results for an executable packed using Safengine
2.4.0. First, we obtained the trace information using UnSafengine64 and then analyzed the
trace information; for example, we tried to identify what kind of anti-reverse engineering
techniques are used and at which execution point the compressed code is uncompressed.

Section 5.1 compares the section structures of the original and packed versions of the
executable files. Section 5.2 explains the obfuscation technique of API function calls, and
Section 5.3 describes the Import Address Table (IAT) of the packed file. Section 5.4 explains
the unpacking procedure for executing obfuscated files.

5.1. Comparison Results on the Sections in the PE File

For the original and packed files, we compared the section information as follows:
Figure 11 shows the section information for the original file and packed version (Safengine).
Safengine obfuscates the original file and merges it into one section: the “.text”, “.rdata”,
“.data”, “.pdata”, and “.rsrc” sections of the original executable file correspond to the “.text”
section of the packed files. A virtual address range of the “.reloc” section is included in the
“.text” section of the packed file and “.reloc” section data were deleted when the original file
was packed. The “.sedata” section contains the code necessary for the unpacking process,
and the remaining sections contain the necessary content for the unpacking process.



Sensors 2024, 24, 840

3 - [u] X
| Reload < Hex Disasm Strings Memory map Entropy Heuristic scan | |v/| Readonly
~ Info Dump al Save
Nauz File Detector(NFD)
Detect It Easy(DiE) # Name i lAdd Pointer Pointer k PointerToli b berOfRel
\‘;:\:sﬁ'ml 0 .text 00001fc6 00001000 00002000 00000400 00000000 00000000 0000
Visuakzation 1 .rdata 000024ec 00003000 00002600 00002400 00000000 00000000 0000
:ex 2 .daa 00004200 00000000 00000000 0000
froed 3 .pdata 000002dc 00000000 0000
Strings 4 rsic 0000010 00008000 00000200 00005200 00000000 00000000 0000
Signatures
Mermory map 5 .reloc 0000007¢ 00009000 00000200 00005400 00000000 00000000 0000
Entropy ‘ »
Extractor
Search Hex | strings
Tools -
IMAGE_DOS_HEADER Address 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of
Dos stub 00000001:40001000 [4B]8b 4 55 48 8d 68 88 48 81 ec 70 01 00 00 48
~ IMAGE_NT_HEADERS 00000001:40001010 ©7 44 24 48 fe £f £f £f 48 89 58 10 48 89 70 18
_ [MAGE_FILE_HEADER 00000001:40001020 48 8b 05 el 4f 00 00 48 33 c4 48 89 45 60 8b d9
T DR IS 00000001:40001030 c7 44 24 20 00 00 00 00 33 d2 41 b8 £8 00 00 00
Rich Signature - 00000001:40001040 48 8d 4c 24 60 8 ca 1c 00 00 48 8d 05 77 24 00
_ 00000001:40001050 00 48 89 44 24 60 48 8d 05 d3 23 00 00 48 89 44
Info 00000001:40001060 24 70 48 8d 4d £8 ££ 15 1c 20 00 00 90 c7 44 24
Import 00000001:40001070 20 01 00 00 00 45 33 cO 48 8d 54 24 78 48 8d 4c
~ Resources 00000001:40001080 24 60 ££ 15 10 20 00 00 90 48 8b 44 24 60 48 63
Manifest 00000001:40001090 48 04 48 8d 35 27 24 00 00 48 89 74 Oc 60 48 8b
s:(be;m"s 00000001:400010a0 44 24 60 48 63 48 04 84 91 68 £f ff £f 89 54 Oc
Debug 00000001:400010b0 S5c 48 8d 4c 24 78 £f 15 64 20 00 00 48 8d 05 7d
Load config 00000001:400010c0 23 00 00 48 89 44 24 78 48 c7 45 €0 00 00 00 00
00000001:400010d40 c7 45 €8 00 00 00 00 48 8d 15 2a 23 00 00 48 8d
00000001:40001020 4 24 70 e8 18 Ob 00 00 48 8b c8 8b d3 £f 15 05 -
(a) Original version
o8 e - o X
| Reload < Hex Disasm Strings. Memory map Entropy. Heuristic scan | |v/| Readonly
- Info Dump al Save
Nauz File Detector(NFD)
Detect It Easy(DiE) # Name VirtualSize Pointer Pointer PointerToLir Number i
AR ol 0 text 00009000 00001000 00002800 0000
Visualkzation 1 sedata 00146000 00002000 00145200 00003200 00000000 00000000 0000
SEX 2 .idata 00001000 00150000 0000
e 3 .rsic 00001000 00151000 00000200 00148300 00000000 00000000 0000
Strings 4 .sedata 00001000 00152000 00001000 0014800 00000000 00000000 0000
Signatures
Memory map i L
Entropy
Extractor Hex Strings
ieu:ufh Address 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe OF -
IMAGE_DOS_HEADER 00000001:40001000 [7]e2 ¢4 9d 67 c7 Bf a3 02 00 ba 79 2b 3b 68 1lc
Dos stub 00000001:40001010 17 ac 73 6f Bc 83 48 17 88 99 4d £2 2¢c a5 ca 66
~ IMAGE_NT_HEADERS 00000001:40001020 3c 76 4c b5 67 63 £d 67 6c 8¢ 93 22 21 ba e5 34
IMAGE_FILE_HEADER 00000001:40001030 59 d4 92 fd dd ce 79 4c 6b b7 a5 a9 86 €0 c8 b5
- I”Af'fgcoé’"g%'g‘:&r—g"f“}ﬁﬁrms 00000001:40001040 ba 5b ea 3f Oc ad 42 89 00 2c 34 £f 66 aa BF c3
e = 00000001:40001050 7£ 95 c1 67 4d c2 78 bd 1e 9% 71 51 74 c5 4d 22
_ 00000001:40001060 89 89 af 51 39 82 7f 3c 6d 96 cb %a 7c fb 11 al
Info 00000001:40001070 ca 12 8d ce 7d 26 b8 56 £f 11 9d Oa 86 39 95 63
Import 00000001:40001080 77 £5 9d 63 7d a8 bd a2 67 76 a7 81 9a da 52 62
~ Resources 00000001:40001050 €2 3f 65 c6 95 64 06 c7 fa 49 58 50 e9 2d 10 7f
Manifest 00000001:40001020 44 16 35 2f 13 28 40 43 b5 df 8e 22 34 bf £7 57
g"‘l:fpm”s 00000001:40001060 b5 ec 7a 81 3e £9 de be bd ¢6 c9 24 el 81 db c9
eoug 00000001:400010c0 b0 06 84 d4 69 46 32 £3 o7 64 b0 68 d5 04 25 Ba

(b) Packed version (by Safengine 2.4.0)

Figure 11. The section structure of the original executable file and the packed version.

5.2. Analysis of the API Function Obfuscation

In general, (commercial) protectors use diverse API functional obfuscation techniques
to deter analysis on API function calls. We explain the API function obfuscation of Safengine
by showing an example, that is, how the “call MessageBoxA()” instruction is obfuscated in
Safengine. Figure 12 shows the original instructions for calling MessageBoxA(). The first
line shows a function call for MessageBoxAJ().

Figure 13 shows the obfuscated instructions for calling MessageBoxA(). This screen-
shot was obtained using a simple plug-in tool for Pin, which stops in the OEP and then
attaches the debugger, x64Dbg, to the suspended process. We observed that the target
address of the call function is changed to 0x14015204b. In the original program, the next
instruction of “call MessageBoxA()” is “xor eax, eax”, whereas the next instruction of the
obfuscated call, “call 0x14015204b”, is “xor eax, 0x8b48c033”. This disassembly failure in
the debugger is because Safengine intentionally placed a random value, which is “0x35” in
this case, after the call instruction. When returning after the call, it comes to 0x1400010e7;
therefore, “xor eax, eax” is executed normally.
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% mbb4.exe - PID: 25996 - Module: mb64.exe - Thread: Main Thread 24900 - x64dbg = ] X
File View  Debug Tracing Plugins Favourites Options Help Feb 9 2021 (TitanEngine)

coE il taws tauloCeeis B0

By  tog [ Notes ® Breakpoints MM MemoryMap [ CallStack % SEH o Script @] Symbols <> Source . References ' Thr
RIP o FF15 ALOF0000 | call guword ptr ds: [<&essageBoxA> ] = B
00007 FF6DE6L10E7 33c0 xor eax,eax Source. cpp
00007FF6DE6110E9 48:884C24 48 mov rcx,qword ptr ss:[rsp+48] source. ool gax 00018 ~
00007FF6DE6110EE 48:33cC Xor_rcx,rsp REX
00007FF6DE6110FL £8 14000000 €al <mb64.__security_check_cookie> BCX 50000
00007FF6DE6110F6 48:83c4 58 add rsp,58 0000005 387EFFBF "NUMBER DICE: 2\nC
00007FF6DE6110FA c3 ret RBP
00007FF6DE6110FB cc int3 RSB 00000053B7EFFBD
00007FF6DE6110FC cc int3 ;g;
00007FF6DE6110FD (ge int3
DU007EEODEG TORE o it B8  00007FFGDEG12280 “Hello, packer!™
00007FF6DE6L10FF cc int3 B3 0000000000000004 ©
00007FF6DE611100 cc int3 B7n_ anannnncao7rrreo? "1h B v7en
00007FF6DE611101 cc int3 ol € >
00007FF6DE611102 cc int3
& S 5 | Default (x64 fastcal) - [] Unlocked
qword ptr ds: [00007FF6DE612088 "0-5.p\x7F"]=<user32.MessageBoxA> 1: rcx 0000000000000000
2: rdx 00000053B7EFFBFO "NUMBER DICE: 2\nCont
3: r8 00007FF6DE612280 “Hello, packer!™
. text:00007FF6DE6110EL mb64 . exe: S10E1 #4E1 g: E9 Uogggogggggggg%mss“
: [rsp+
: R0 010738D17EE8355E
@4 Dump1 gy Dump2 G4 Dump3 G4 Dumpd Gy DumpS I Watchi | 000000536/ £FFEDS | 00007FFE2D0BFOBO | ucrtbase.00007FFE2008F080 ~
= 0000005367EFFEED | 00007FF6DE612260 | mb64.00007FFEDEG12260
address | Value | Conment. A | 0000005387¢FF5E8 | 0000000000000002
00007FF6DE612000 | 00007FFE2F3CSCLO0 -~ | kernel32.QuervperformanceCounter o000t vercnco | 4220 94> 3455 4e
00007FF6DE612008 | 00007FFE2F3CD130 | O ernel32. GetModuleHandlew Sooonai e | oa e
00007FF6DE612010 | 00007FFE2F3CD830 ernel32. GetStartupInfow 0000005 387EFFC00 | 3F65756E69746E6F
00007FF6DE612018 | 00007FFE2F3D0180 ernel3’, Present 0000007t oe || GousoaEouBI0G0to
00007FF6DE612020 | 00007FFE2FS1EAAQ tdil alizesiisthead 0000003 307Er<10 | 0000000000000000
00007FF6DE612028 | 00007FFE2F3C7B80 erne SystenTimeAsFileTime onc00s e e vel lcaooicaezp3acecs
00007FF6DE612030 | 00007FFE2F3C5550 erne CurrentThreadid Sroncosin i 76 | caosa0cac0006000
00007FF6DEG12038 | 00007FFE2F 304890 ernel 32 GetCurrentprocessid 0000005 38 (EERC20
currentfrocessld, 0000005387EFFC28 [[F00007FF6DEGLI3LE | return to mb64.__scrt_com
00007FF6DE612040 | 00007FFE2F3D46C0 ernel32 RtlCaptureContext sonto0sanaerec iol| lodoconrico660000R
00007FF6DE612048 | 00007FFE2F3CDB40 ernel32 TsProcessorFeaturePresent 0000005387er738 || 0000000000000000
00007FF6DE612050 | 00007FFE2F3D0760 ernel32 TerminateProcess 0000005387640 || 0000000000000000
00007FF6DE612058 | 00007FFE2F 304880 erne etcurrentbroce: Sionnos i it ots ||| 660c00B066060000
00007FF6DE612060 | 00007FFE2F3CFEOD erne etUnhandledexceptionFilter 00000033876r0¢50 || 0000000000000000
00007FF6DE612068 | 00007FFE2F3EBIDO erne132 Unhand]edexceptioneilter 0000002 387err<38 || 0000000000000000
00007FF6DE612070 | 00007FFE2F381010 ORI S 284
. 0000005367erFc60 (L0000000000000000
00007FF6DE612078 | 00007 FFE2F3CD2FO0 kernel32 Rt1LookupFunctionEntr: 3R7 6 P o -
0000005387EFFC68 [[FO0007FFE2F3C7034 | return to kernel32.00007F
00007FF6DE612080 | 0000000000000000 SBIERECO
0000005367eFFC70 || 0000000000000000
00007FF6DE612088 | 00007FFE2E35AC30 user32. MessageBoxA el =
userocfescadeBoxn, 0000005387eFFc72 || 0000000000000000
00007FF6DE612090 | 0000000000000000 oontoos e ereiol| llocacooconiocanoo
00007FF6DE612098 | 00007FFE1AB824D0 ufi (871 v SBZELECEY )
R (R R = . .| 0000005387€FFc88 || 0000000000000000
< > < >
Command:‘ Default &
| Paused | mbb4.exe: 00007FF6DE612000 -> 00007FF6DE612007 (0X00000008 bytes) Time Wasted Debugging: 1:01:06:48

Figure 12. The original instruction for calling MessageBoxA().
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By log D Notes ® Breakpoints B MemoryMap [/ CallStack % SEH o Scipt @] Symbols <> Souce /@ References ' Th
00000001400010¢5 41:FFC1 inc r ]

. 9d -
« || 00000001400010c8 €8 43FFFFFF €alll mb64_se.140001010 " pidejeRy
« || 00000001400010cD 41:89 04000000 | mov r9d,4 B&X 000000 = 7 ~
« || 0000000140001003 4C:8D05 A6110000| Tea r8,qword ptr ds:[140002280] 000000014 || Rex
« || 000000014000100A 48:805424 20 Tea rdx,qword ptr ss:[rsp+20] ROX
* || 00000001400010DF 33¢9 XOr ecx,ecx BDX 000000001FB jgg
- | 00000001400010€1 €8 650F1500 calll mbb4_se. 140152048 RBP 00000000018 o
« | 00000001400010E6 35 33c04888 xor eax,8848C033 RSB 0000000001FB4F20 & €p\fh
00000001400010€8 4c:24 48 and al,48 RS ::88888888}2528&3 2E™g
« || 00000001400010e€ 48:33cC xor_rcx,rsp
« || 00000001400010F1 £8 14000000 €all mbo4_se.140001110 88 000000001FCABFFO
« || 00000001400010F6 48:83c4 58 add rsp,58 B8 000000000000000¢ .
« || 00000001400010FA c3 ret 830 Annaannnnnnannnn
« || 00000001400010F8 cc int3 ol < >
« || 00000001400010FC cc int3 <
< > | Default (x64 fastcall = |5 5 |[Junlocked
mb64_se. 0000000140152045 L rex 0000000000000000
: rdx
3: r8 000000001FC4BFFO
_text:00000001400010E1 mb64_se. exe: S10E1 #4E1 4: r9 000000000000000C
5: [rsp+28] 0000000001780080
0000000001F850C0 | 0000000067994 58E ]
@4Dumpl gy Dump2 44 Dump3 4y Dump4 G Dumps ) Watchi 0000000001 5505 | 0000000000000000 ~
¢ 0000000001F55000 | 0000000001F84F20 | &"€p\Fh"
Address | value { comment. 0000000001F85008 | 0000000001780080
0000000140002000 | O0007FFE2F3C5C10" ernel32.QuervperformanceCounter O oparsa00s
0000000140002008 | 00007FFE 2F 3CD130 erne 37 Getiodu Teriand Tew
0000000140002010 | 00007FFE2F3CD830 ernel3/-Getstartupinfon AT || )
0000000140002018 { 00007FFE2F3D0150 e 0000000001FB50F8 | 0000000067172DA3 | return to 00000000671720A
0000000140002020 { 00007FFE2F51EAAQ ntdl1 RtlInitializeSListHead 0000000001F5100 | 0000000001FB5248
0000000140002028 | 00007FFE2F3C7880 rnel37. GetsystenTimeAskileTime R A L || Gl
0000000140002030 | 00007FFE2F3C5550 ernel32.GetCurrentihreadid S0
0000000140002038 | 00007FFE 2F 304890 erne I3 Getcurrentbrocess1d g i
0000000140002040 | 00007FFE2F3D46C0 ernel 30 RtICaptureContext e s ) || e G (LSl
0000000140002048 { 00007FFE2F3CDB40 ernel32 TsProcessorFeaturePresent 0000000001F85128 | 0000000000000001
0000000140002050 | 00007FFE2F 300760 coneliz TeminateProcess 0000000001F85130 | 0000000140001390 | return to mb64_se.0000000
0000000140002058 | 00007FFE2F 304880 ernel32-GetCurrentProcess 000000 ira2138 | 0000000068000008 | ~Ennen
0000000140002060 | 00007FFE2F3CFEQD rne T T I SR T i T | N
0000000140002068 | 00007FFE 2F 3£B9D0 kernel32.Unhand! TonEilter 85140 o
PTG || e Ry eLne)d2unhan Q0000000015514 | O0000000E7748178 | return to 0000000067 74817
0000000140002078 | 00007FFE 2F 3CD2F0 Eerne 37 Rt ookupFunctionEntry e ) ||
0000001400020 04{}000000000000000) 0000000001755160 | 00000000FFFFFFFF
0000000140002088 | 00007FFE2E35AC30 usev3d MessageBoxa, 0000000001FE5168 | 00007FFDCIOFBES4 | return to 00007FFDCLOFBES
0000000140002090 | 0000000000000000 — AT || G
CLULOUIL IR ) QI TRl E ) : : v | 0000000001F85178 | 000000006774B5F3 | return to 00000000677485F ¥

< < >

Command: ‘ Default o

| Rumning | mb64_se.exe: 2000 -> 2007 bytes) Time Wasted Debugging: 1:01:15:43
Figure 13. The obfuscated instructions for calling MessageBoxA().

Traces of the de-obfuscation procedure were recorded using UnSafengine64. First, the
obfuscated call goes to 0x14014955aa. Then, the instruction “cmp qword ptr [rip-0x9fa],
0x0” that compares [rip-0x9fa] with 0 at address 0x140149aa5 is executed. [rip-0x9fa] is a
disassembly type provided by the disassembly library of Pin, and its original address is
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0x1401490b3. The restored value is stored in the address after the API function address has
been restored (Figure 14).

149
150
151
152
153
154
155
156
157/
158
159
160
161
162
163
164
165
166
167
168
169
176
171
172
173
174

# Resolving obfuscated API callsl

000000014000104F call ucrtbase.dll:_ stdio_common_vsprintf_s!
0000000140001085 call ucrtbase.dll:_time64.

000000014000108e call ucrtbase.dll:srand!

0000000140001094 call ucrtbase.dll:rand/)

2

Logging deobfuscation of 'call
RSP=000000000014ff00
00000001401495aa jmp ©x1401499dal
00000001401499da push rsil

00000001401499db lea rsp, ptr [rsp+0x8].)
00000001401499e0 jmp ©x140149aa4l
0000000140149aa4 pushfq

0000000140149aa5 cmp qword ptr [rip-©x9fa], oxel
0000000140149%9aad jnz ©x1401495af.)

MessageBoxA' started!

0000000140149ab3
0000000140149alb
00000001401499fd
0000000140149202
0000000140149206
0000000140149a0b
0000000140149a0f
0000000140149al14
0000000140149a52
0000000140149a53
0000000140149a36

jz 0x140149albl

call ©x1401499fd.

lea rsp, ptr [rsp+0x6].
push word ptr [rsp]l

mov word ptr [rsp], rllwl
mov byte ptr [rsp], bpll
lea rsp, ptr [rsp+ox4].
jmp ©x140149a52.\

push raxl

call ©x140149a36\

mov byte ptr [rsp+0x3], rllbl

Figure 14. The instruction trace for calling MessageBoxA(): part 1.

The last instruction at 0x140149dc9 in the “.sedata” section is “jmp qword ptr [rip-
0xd1c]”, which is “jmp qword ptr [0x1401490b3].” The memory buffer at 0x1401490b3,
which is the same address as the cmp instruction at 0x140149aa5, holds the de-obfuscated
MessageBoxA() address. After executing 1,376,861 basic blocks and 4,667,680 instructions,
the body of MessageBoxA() was executed (Figure 15).

4667823
4667824
4667825
4667826
4667827
4667828
4667829
4667830
4667831
4667832
4667833
4667834
4667835
4667836
4667837
4667838
4667839
4667840
4667841
4667842
4667843
4667844
4667845

0000000140149d8c
0000000140149d92
0000000140149d93
0000000140149d94
0000000140149d95
0000000140149d96
00000001401495af
00000001401495b5
0000000140149dc8
0000000140149dc9
00007 ffaacf2acfo
0eve7ffaacf2acfsd
000e7ffaacf2acf7

0x140149d92
rbx.
rdx.-
rexil

jmp
pop
pop
pop
pop
jmp

raxl

0x1401495af

add gword ptr [rsp+ex8], ©xll

jmp ©x140149dc8\

popfq

jmp gword ptr [rip-exdlc]J

sub rsp, 0x38.0

xor rlld, rlld!

cmp dword ptr [rip+0x385f2], rlldl
00007ffaacf2acfe jz @x7ffaacf2ad2el

00000001400010el call user32.dll:MessageBoxAl
RSP=000000000014fef8.

Number of instructions while deobfuscating MessageBoxA:
Number of basic blocks while deobfuscating MessageBoxA:
Logging deobfuscation of 'call MessageBoxA' ended!

N

00000001400013ab call kernel32.dll:SetUnhandledExceptionFiltery
00000001400013b4 call kernel32.dll:UnhandledExceptionFilterl
00000001400013ba call kernel32.dll:GetCurrentProcess

4667680
13768611

Figure 15. The instruction trace for calling MessageBoxA(): part 2.
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Finally, the RSP register values are adjusted. In this case, because the RSP increased by
eight during obfuscation, the RSP was adjusted to restore the stack top position when the
call instruction was executed in the original program.

5.3. IAT (Import Address Table) of the Packed File

The following figure shows the structure of the IAT when unpacking is completed
and the original program is executed (packed version). The original version indicates
the address and functional names of each item in the IAT of the original executable file.
When we compare the original and packed versions, the relative addresses of the IAT are
consistent, implying that Safengine preserves some or all the addresses in the IAT area after
unpacking.

When comparing the original and packed versions using Safengine, we can observe
that the IAT points to the same function. However, when executed, Safengine does not read
and use the IAT but directly calls the obfuscated API functions. (The Safengine developer
explains that the IAT is reserved for compatibility.)

The red boxed _fmode and _commode shown in Figure 16 are the API data variables,
which are used as global variables internally by the Microsoft CRT (C-RunTime) library.
These global variables in the IAT are not accessed at runtime because they are obfuscated by
Safengine. (Themida and VMProtect do not obfuscate API variables and use data variables

to access the IAT.).
Original version Packed version (by Safengine 2.4.0)
Address value Comments

’“"”‘L_‘%hﬁ oM - e 0000000140002000 | 00007FFDC8757B80 | kernel32.GetSystemTimeAsFileTime
00007FF 688022000 FEDC8/5/BBO0] | kernel32. GetSystemTimeAsFileTime 0000000140002008 | 00007FFDC8755550 | kernel32.GetCurrentThreadrd
001 F6B8D22008 | 00007FFDC8755550 | kernel32.GetCurrentThreadId 0000000140002010 | 00007FFDC8755640 | kernel32.GetTickCount
00007FF6B8022010 | 00007FFDC8755640 | kernel32. GetTickCount 0000000140002018 | 00007FFDC8755C10 | kernel32.qQueryPerformanceCounter
00007FF6B8D22018 | 00007FFDC8755C10 | kernel32.QueryPerformanceCounter 0000000140002020 | 00007FFDCIASIELO | ntdl1.Rt1DecodePointer
00007FF6B8022020 | 00007FFDCIASIELD | ntd11.Rt1DecodePointer 0000000140002028 | 00007FFDC87646C0 | kernel32.Rt1CaptureContext
00007FF6B8D22028 | 00007FFDC87646C0 | kernel32.Rt1CaptureContext 0000000140002030 | 00007FFDC875D2F0 | kernel32.Rt1LookupFunctionEntry
00007FF6B8D22030 | 00007FFDC875D2F0 | kernel32.Rt1LookupFunctionEntry 0000000140002038 | 00007FFDC8741010 "L(UH_fiHl:l< §
00007FF6B8D22038 | 00007FFDC8741010 | "L<UHfiHH<,$°" 0000000140002040 | 00007FFDC87601B0 | kernel32 I;DebuggerPresent
00007FF6B8D22040 | 00007FFDC87601B0 | kernel32.IsDebuggerPresent - q o

’ - 0000000140002048 | 00007FFDC87SFEOD | kernel32.SetunhandledExceptionFilter
00007FF6B8D22048 | 00007FFDC875FEQQ | kernel32.SetUnhandledExceptionFilter 0000000140002050 | 00007FFDC87789D0 | kernel32.unhandledexceptionFilter
00007FF6B8D22050 | 00007FFDC87789D0 | kernel32.uUnhandledExceptionFilter 0000000140002058 | 00007FFDC8764880 | k ”2"; e P P
00007FF6B8D22058 | 00007FFDC8764880 | kernel32.GetCurrentProcess 14 00007FFDC8760760 kerne] 32‘Te qrrenp Pocess
00007FF6B8D22060 | 00007FFDC8760760 | kernel32. TerminateProcess 0000000140002060 oCo °c9 s || e s e’“'";“at? RS
00007FF6B8D22068 | 00007FFDCIA61E4Q | ntd11.Rt1EncodePointer 0000000140002068 FFDCIA0LE4Q | ntd11.Rt1EncodePointer
00007FF6B8022070 | 00007FFDC8750830 | kernel32.GetstartupInfow 0000000140002070 | 00007FFDC8750830 | kernel32.GetstartupInfow
00007FF6B8022078 | 00007FFDC87SADAO | kernel32.Sleep 0000000140002078 | 00007FFDC875ADA0 | kernel32.sleep
00007FF688D22080 | 00007FFDC8764890 | kernel32.GetCurrentProcessIld 0000000140002080 | 00007FFDC8764890 | kernel32.GetCurrentProcessId
00007FF6B8D22088 | 0000000000000000 0000000140002088 | 0000000000000000
00007FF6B8D22090 | 00000000612502F4 | msvcrl00. __setusermatherr 0000000140002090 { 00000000612502F4 | msvcrl00.__setusermatherr
00007FF6B8D22098 | 00000000612E80F4 |(msvcri0. _commode 0000000140002098 | 00000000612E80F4 ([ msvcrI00._commode ]
00007FF6B80220A0 | 00000000612£8358 |(msvcrl00. _fmode 00000001400020A0 | 00000000612€8358 || msvcr100. _fmode
00007FF6B80220A8 | 000000006124F394 | "ENTOTNT 00000001400020A8 | 000000006124F394 | "XrOT\E -
00007FF6B8D22080 | 00000000612A2DCC | msvcrl00._configthreadlocale 0000000140002080 | 00000000612A2DCC msvcrlOO._coan_gthread]oca1e
00007FF6B8D22088 | 000000006128FA94 | msvcrl00.?terminate@@yYAXXZ 0000000140002088 | 000000006128FA94 | msvcrl00. ?terminate@@YAXXZ
00007FF6880220C0 | 0000000061251634 | msvcr100. _unlock 00000001400020c0 | 0000000061251634 | msvcr100._unlock
00007FF6B80220C8 | 00000000612A0854 | msvcrl00. __d1lonexit 00000001400020c& | 00000000612A0854 | msvcr100. __d1Tonexit
00007FF688022000 | 0000000061251740 | msvcr100. _Tock 0000000140002000 | 0000000061251740 | msvcr100._1ock
00007FF6B80220D8 | 00000000612A0724 | msvcr100. _onexi t 0000000140002008 | 00000000612A0724 | msvcrl100. _onexit
00007FF6BED220E0 | 0000000061250A08 | msvcrl00. Zinitterm_e 00000001400020£0 | 0000000061250408 | msvcrl00._initterm_e
00007FF6B80220E8 | 00000000612509CC | msvcr100. _initterm 00000001400020€8 | 00000000612509CC | msvcrl00._initterm
00007FF6B80220F0 | 0000000061267A58 | &"\"D:\\Analysis\\Research\\Originals || 00000001400020F0 | 00000000612E7A58 | &"\"D:\\Analysis\\Research\\original
00007FF6880220F8 | 0000000061250020 | msvcrl00.exit 00000001400020F8 | 0000000061250020 | msvcrl00. exit
00007FF688022100 | 0000000061250044 | msvcrl00._cexit 0000000140002100 | 0000000061250044 | msvcrl00._cexit
ggggr’FFngD;ﬁgg ggggggggg{g;éﬁgg ”‘NA‘}Sg“" i 0000000140002108 | 00000000612716D0 | " <NA'\x04"

7FF6B8D msverl00. _exit 0000000140002110 | 0000000061250030 | msvcr100. _exit
00007FF688022118 | 00000000612A1D60 | msvcrl00. xcptFilter 0000000140002118 | 00000000612A1D60 | msvcrl00. XcptFilter
00007FF688022120 ; 00000000612A124C | msvcrl00._C_specific_handler 0000000140002120 | 00000000612A124C | msvcrl00.__C_specific_handler
00007FF6B88022128 | 0000000061251120 | msvcrl00. __getmainargs 0000000140002128 | 0000000061251120 | msvcrl00. _getmainargs

3

0000/ 2583022150} 1§000000006125 00708 IROSH IRV S0 0000000140002130 | 0000000061250070 | "@Skfi <U&*\x02"
00007EECBED2 2138 4{J00000000612GARAY (e NCr1 00 S Cimet 0000000140002138 | 000000006126A8Ad | msvcr100. _time6d
G e ) || PR S || e e 0000000140002140 | 0000000061249458 | msvcr100.srand
. | e || S 0000000140002148 | 0000000061249474 | msvcr100. rand
Q000TLEeoans3133 | 0000000061244930 vty 0000000140002150 | 0000000061261AF4 | msvcrl00.sprintf_s
moaiove | onoiot e S
00007FF688022168 | 00007FFDC8F6AC30 | user32.MessageBoxA e | T et || oo

Figure 16. IAT (Import Address Table) of the original executable file and the packed version.

5.4. Analysis Results of the Unpacking Procedure (Safengine 2.4.0)

When we execute an obfuscated executable file packed with Safengine 2.4.0, the
unpacking routine conducts the following work until the OEP is met (after which the code
of the original file is executed). These functionalities are arranged in the order of execution.

(@ Obtaining the handle for kernelbase.dll:

First, the unpacking routine retrieves the handle of the second KernelBase.dll from the
InitializationOrderModuleList of the PEB’s _PEB_LDR_DATA structure.
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@ Restoring API function addresses:

Unlike other obfuscation tools, Safengine executes many instructions at the beginning
(approximately 800 million instructions are executed in this case). These instructions
recover the addresses of the API functions used in Safengine’s unpacking routines. In
Safengine, function addresses are encoded or encrypted by default. Therefore, Safengine’s
unpacking routine calls the API function after decrypting the encoded API function address
instead of calling it directly.

(® Calling TlsAlloc() to allocate memory buffers:

Packers sometimes use local thread storage (TLS) to avoid analyses. The TLS memory
area allocated in Safengine is used for the checksum. To detect hardware breakpoints, the
unpacking routine first stores the relevant register context in the TLS and then compares
the stored value with the current register context. If they differ, then a hardware breakpoint
exists. A detailed explanation is provided in (8.

(@ Deleting resource directory entries;

Next, Safengine deletes the resource directory entries. It is difficult to guess exactly
why this was carried out, but we assume that it is likely to hide sensitive data from being
analyzed in the resource area when a memory dump is performed.

(® CRT (C-RunTime Library) initialization function call:

This calls the initialization functions related to the CRT (C-RunTime Library). The
unpacking routine initializes these to use the C-RunTime Library functions or DLL
(e.g., MSVCRT.DLL) during the unpacking procedure.

(® Detecting and disabling debuggers:

The unpacking routine detects debuggers and attempts to block them using the
technique described in [5]. When calling the NtSetInformationThread() function, the
second parameter (THREADINFOCLASS ThreadInformationClass) is as follows: it passes
the 0x11 value to the ThreadInformationClass; 0x11 is undocumented, which indicates
ThreadHideFromDebugger. When this function is called, an event is sent to the kernel,
such that the debugger is no longer attached.

@ Changing section attributes to disable software breakpoints:

Software breakpoint is the technique that debuggers generally use for debugging,
and it works as follows: If we overwrite INT 3 (=0xcc) to the specific instruction in the
desired position, when this instruction is executed, a software interrupt occurs when the
corresponding position is executed. The debugger catches this interrupt, restores the
original code, and continues execution.

If we change the section attributes of the memory to disable write access, we can
prevent software breakpoints because the instructions cannot be changed.

Setting to detect changes in hardware breakpoints:

To detect a hardware breakpoint, it sets the hardware breakpoint values to arbitrary
values, calculates the checksum, and stores it in the TLS buffer. Subsequently, the watchdog
threads compare the stored checksum values and current registers (DR[0]-DR[5]) to check
for the presence of hardware breakpoints. This process was also performed on all watchdog
threads.

We can see the execution trace that sets DR[0], DR[1], DR[2], and DR][3] registers.
Safengine computes the checksum as follows: In this case, 0x1c022 = (0x140007016 +
0x140007000 + 0x140007004 + 0x140007008); mod 232 becomes the checksum value. Later,
if this value is recalculated and is different, the hardware breakpoint value is regarded as
changed, and the execution aborts.

@ Checking file integrity:

The unpacking routine reads the executable file and checks its integrity. To achieve this,
it calls GetMappedFileNameW() to obtain a file handle. It then retrieves the file name using
the QueryDosDeviceW() function. This creates a file path with GetLogicalDriveStringW()
with this file name. Using the CreateFileW(), GetFileSize(), and ReadFile() functions, this
file is loaded into memory, the hash value is calculated, and its integrity is checked by
comparing it with the hash value (already entered by Safengine) in the executable file.



Sensors 2024, 24, 840

19 of 21

Detecting debugger tools:

First, it checks whether the \\.\NTICE driver is loaded or not to detect the SOFTICE
debugger. It then checks for the presence of the SYSERBOOT device driver to detect the
Syser debugger.

The unpacking routine patches the DbgBreakPoint() and DbgUserBreakPoint() func-
tions to prevent breakpoints. This modifies the first byte of the DbgBreakPoint() and
DbgUserBreakPoint() function bodies; in this case, Oxeb. In the 80x86 environment, Oxeb
implies a jump instruction. These functions are called when the debugger is attached;
however, if we change the values in this manner, the debugger cannot be attached; that
is, it jumps to an arbitrary address. The reason for calling VirtualProtect() is to obtain
write access.

@ Watchdog thread creation:

This creates eight watchdog threads to detect whether they are being debugged or not.

@ Checking system manufacturer registry keys for virtual environment detection:

The system manufacturer registry key is used to detect the virtual environments. For
example, for VMWare, the system manufacturer string is “VMware, Inc. (Palo Alto, CA,
USA)” VirtualBox contains the “VBOX” string. Therefore, if these values are included in the
Windows Registry, the unpacking routine is executed in a virtual environment. In addition,
if there is a word such as VMWare or VBOX, it also looks for the BIOS key and is regarded
as running in a virtual environment.

We tested in the VirtualBox environment and confirmed that the virtual environment
is detected by checking this registry key.

® Saving error message strings:

This allocates a memory buffer and stores the error message strings. The error strings
are encrypted.

Decoding the target code:

This process decrypts the original compressed or encrypted code. First, the compressed
or encrypted data are copied to the buffer. Then, it deletes the original data. Subsequently,
the compressed data are decompressed. Finally, the encrypted data are decrypted.

@ Restoring IAT (Import Address Table) settings:

As the default option of Safengine, API obfuscation is performed: Safengine deletes the
IAT table, writes the API address in the middle of the PE image, and calls the API function
indirectly using it. It then restores the IAT table during Safengine’s unpacking procedure.

OEP execution:

Safengine executes instructions at the OEP. Subsequently, the original target code
is executed.

6. Conclusions

In this study, we propose a Safengine unpacker for 64-bit Windows Environments:
UnSafengine64. UnSafengine64 was developed as a plug-in for Pin. To verify the effective-
ness of our scheme, experiments were conducted using Safengine 2.4.0. The experimental
results show that UnSafengine64 correctly executes packed executable files and successfully
produces an unpacked version. Based on this, we provided detailed analysis results for the
obfuscated executable file generated using Safengine 2.4.0. The complete source code for
UnSafengine64 is available in [17]. Because UnSafengine64 currently cannot run a 32-bit
version of Safengine, future work will include the support of 32-bit programs and other
commercial packers.
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