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ABSTRACT The worldwide education landscape has transformed due to the COVID-19 pandemic, pro-
viding an opportunity to enhance virtual learning. Nevertheless, this transition has disadvantages, including
less face-to-face interaction and the possibility of student seclusion. The metaverse, a digital realm, provides
an optimal substitute for conventional virtual education. Nevertheless, its immersive nature poses issues for
conventional digital learning management systems. This article proposes using blockchain technology and
non-fungible tokens (NFTs) as unique identifiers to handle credentials and transactions in the metaverse
while ensuring security effectively. This approach tackles difficulties associated with the administration of
certificates, including issuing, maintaining records, ensuring traceability, and preserving integrity. Addition-
ally, it establishes a fairly secure setting that effectively prevents data manipulation. The proposed approach
entails the implementation of a smart contract that integrates a credential’s transactions and an attribute-based
access control mechanism. The research further addresses the challenge of limited storage resources caused
by the dynamic nature of the metaverse and the requirement to manage huge quantities of data. The
implementation results and applicability assessment confirm the feasibility of the proposed approach.
Eventually, this study contributes to the ongoing discussion on the convergence of blockchain, NFTs, and
smart contracts with its new perspective on digital learning management in the metaverse platform.

INDEX TERMS Access control, blockchain, digital certificates, digital learning management, non-fungible
tokens (NFTs), smart contracts.

I. INTRODUCTION
The COVID-19 epidemic has increased the popularity of
the metaverse, a virtual, three-dimensional (3D) environment
that closely emulates the physical world. Prominent orga-
nizations and governmental entities are allocating resources
towards advancing this digital platform, encompassing a
diverse range of technologies that function harmoniously to
offer many facilities within a simulated three-dimensional
setting [1]. Metaverses presently encompass a range of activ-
ities, such as entertainment, gaming, business, learning, and
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virtual representations of physical urban environments [2].
The capacity for meta-communities to transcend geograph-
ical, temporal, and economic limits within virtual cyberspace
presents an opportunity for individuals to dwell distinctively
within real-world civilizations [3].

The potential impact of the metaverse on educational
progress is anticipated to be substantial, as exemplified
by the University of California, Berkeley’s decision to
organize an online graduation ceremony within the Minecraft
platform [4]. Nevertheless, the main barriers to its growth
are concerns about security and privacy. These include
managing extensive quantities of data, profiling users,
implementing measures to safeguard infrastructure and
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humanwell-being, and utilizing algorithms based on artificial
intelligence (AI) [1], [5]. Recent technological occurrences
encompass the unauthorized utilization of wearable technol-
ogy, cloud storage, illicit digital currency acquisition, and
misinformation dissemination. The immersive nature, hyper-
spatiotemporality, sustainability, interoperability, scalability,
and heterogeneity of the metaverse pose significant issues
in guaranteeing adequate security [6]. Unfortunately, the
security measures might not always work as we want them
to, and they might not be flexible enough for metaverse uses,
especially in digital learning environments.

The metaverse poses distinctive obstacles to identity
management, encompassing identity theft, fraudulent activ-
ities, and data breaches. Conventional frameworks, such
as centralized and federated models, have demonstrated
limitations in effectively tackling these challenges. Instances
of cybercrime, such as the exploitation of Roblox and the
hacking of OpenSea NFTs, underscore the significant vul-
nerabilities inside these systems [7]. These security breaches
jeopardize individuals’ digital lives, social connections, and
assets. In digital settings such as themetaverse, self-sovereign
identity (SSI) and attribute-based access control (ABAC)
have emerged as significant frameworks for bolstering
security and promoting user autonomy. The SSI empowers
people to manage their data directly without a central
authority [8]. On the other hand, ABAC offers adaptable
access control that user, resource, or environment variables
determine [9]. Users can control their digital identities and
monitor activities across domains with clear permission by
combining SSI and ABAC. It offers a progressive strategy
for establishing resilient identity management systems that
protect the complex network of user-avatar interactions and
digital transactions within the metaverse [10].
The decentralized distributed ledger known as blockchain

holds promise for addressing the constraints associated
with technologies such as the metaverse. Immutability,
reliability, anonymity, and traceability are vital features
that can effectively address concerns related to data tam-
pering on centralized learning platforms [11]. Blockchain
technology can strengthen trust in wearable technology,
IoT, and AI-integrated things by enhancing traceability
and fortifying data transfers. Additionally, it improves
comprehension of augmented intelligence by employing a
hash function [12]. Blockchain technology can be utilized
in metaverse environments to safeguard data confidentiality
and traceability. The digital currency system is crucial
for the transaction framework in the education sector,
which functions through a decentralized network of peers
utilizing blockchain technology [13], [14]. The decentralized
characteristic of blockchain technology can be attributed
to its peer-to-peer (P2P) network, wherein nodes validate
new blocks and maintain a chain to ensure the consistent
preservation of information [15], [16].
Smart contracts are algorithmic systems implemented

on blockchain networks that carry out predefined condi-
tions, resulting in decreased transaction expenses and more

efficiency in digital interactions [17]. The flexibility and
support for sophisticated features of Ethereum make it
a preferred choice for developing smart contracts. These
contracts could revolutionize how educational content is
accessed, shared, and verified in the metaverse. Educational
resources are subject to establishing terms and conditions
for accessibility, distribution, and validation [18]. These
contractual agreements facilitate the automation of diverse
educational transactions, encompassing student registration,
evaluation, and credential issuance, following predetermined
criteria [19]. Incorporating this technology into the metaverse
has the potential to generate an engaging, interactive, and
efficient educational encounter.

The widely used Ethereum blockchain technology enables
the implementation of smart contracts within a cryptography-
based framework [16]. This allows for expanding its
uses beyond digital currency transactions to encompass
numerous industries. In the metaverse, the convergence of
physical reality, augmented reality, and the internet has
ushered in a novel era of digital asset management. The
proposed framework provides improved security, privacy,
cost-effectiveness, operational efficiency, and regulatory
openness. TheMeta-Learning system leverages the adaptabil-
ity of intelligent contracts to establish a tailored ‘crypto-legal’
structure [20]. This framework streamlines administrative
procedures, improves the dissemination of content, and
enables the implementation of inventive pedagogical methods
through the utilization of virtual and augmented reality
technology. Preserving user confidentiality and privacy is of
utmost importance, and integrating blockchain technology
with intelligent contract-based transaction processing has
the potential to emerge as a significant solution within the
Meta-Learning domain.

The following are the relevant contributions in this work to
address this disparity:

• Introduce a concept called ‘‘Meta-Learning,’’ which
delves into how Ethereum’s smart contracts can revo-
lutionize digital learning by providing a secure, trans-
parent, and efficient educational content delivery and
credential verification framework.

• The proposed framework can mitigate security risks
using smart contract-based digital transaction solutions.
Furthermore, an access control mechanism for user
authentication allows users to secure access while ensur-
ing service providers’ identity management benefits.

• The proposed framework uses an NFT-based ERC-20
token called ‘‘EDUMETA TOKEN’’ for secure authen-
tication in the Meta-Learning system. The ‘‘EduToken’’
token is used to access the verified user’s education
material. Similarly, the proposed approach uses an
NFT-based token to verify the user certificate and ensure
reliability in credential management.

• Finally, it demonstrates the framework’s feasibility
by analyzing and assessing existing approach con-
straints and conducting a comparative analysis regarding
metaverse adoption.
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TABLE 1. Comparative Analysis of Existing Approaches and the Proposed Approach in Metaverse Environments.

II. RELATED WORKS
Before the COVID-19 epidemic, the metaverse transformed
remote learning by providing pupils with an immersive,
3D virtual world. This technology exceeds conventional
video-based remote education by enabling students to sim-
ulate real-life scenarios in a regulated virtual environment.
This new strategy enhances the quality of education and
removes constraints related to time and location, provid-
ing a viable alternative to conventional distance learning
approaches. The metaverse is increasingly used in STEM
education to enhance practical learning experiences in
various fields. Students participated in virtual radioactive
experiments on the Second Life metaverse platform, replicat-
ing the hands-on experience of a traditional classroom [27].
Additionally, students have been able to replicate conven-
tional classroom experiences through virtual experiments
on Second Life, while 40 students have learned airplane
maintenance in a VR setting [28]. The effectiveness of these
trainings has been assessed using the System Usability Scale
(SUS) and the Igroup Presence Questionnaire (IPQ). The
metaverse-based operating room has also been used for lung
cancer surgery training, demonstrating its ability to replicate
complex procedures in a safe virtual environment [29]. These
studies highlight the transformative potential of themetaverse
in educational settings.

With the help of AI, blockchain, IoT, intercommunication,
and learning logic, a complex edu-metaverse is constructed.
Based on this, building elements transformed educational
factors, such as teaching standards, assessment, and teaching
circumstances [30]. To accomplish secure authentication,
resource tracking, ownership verification, and secure data
sharing, blockchain is considered an essential element of the
metaverse [31]. Ensuring security is of utmost importance in
the metaverse. It pertains to sensitive data such as biometric
information used for authentication, human identification,
and verification [32], [33], [34]. Cui et al. [24] suggest
an educational framework for social learning environ-
ments based on blockchain technology. In this context,
blockchain technology is regarded as a means to guaran-
tee transparency and traceability for physical and virtual
students. Here, safety concerns are not taken into account.
Mourtzis et al. [25] propose a blockchain-based educational
metaverse where blockchain is used to verify students’

academic achievements. Hwang [26] propose NFT-based
ownership in metaverse exhibitions in maker education.

Table 1 compares the proposed metaverse framework
and previous research on educational metaverse platforms.
Blockchain technology has been studied in academic and
economic contexts, but its application in Meta-Learning
systems has yet to be thoroughly investigated. Education
involves distributing knowledge and financial activities,
where money transactions play a significant role in both
the physical and virtual worlds. This work proposes a new
approach that utilizes a non-fungible token (NFT)-based
system to enhance security in authentication, certificate
verification, and transaction validation within the Meta-
Learning system. This guarantees the trustworthiness and
safety of financial transactions, improving the reliability and
effectiveness of educational services in the metaverse.

A. CREATIVIA METAVERSE PLATFORM
A new era of education is being ushered in by the
development of manymetaverse-based educational platforms
in multiple countries (such as the United States, South Korea,
China, and other developed nations). South Korea is one of
the pioneers in the creation of metaverse-based platforms.
Much research has already been conducted, and applications
are being developed. There are also numerous ongoing
metaverse application development processes in SouthKorea.
Here, we focus on the more substantial and large-scale
examples ‘‘Creativia’’ [35]. Creativia is a leading metaverse
platform combining education services, research tools, exhi-
bitions, blockchain (Pure-Chain), and more. Figure 1 shows a
functional block diagram of the Creativia metaverse platform.
Creativia exhibition platform creates a mirror world of the 5G
Idea Factory Center and 5G Innovation Experience Center,
which is physically located inside Kumoh National Institute
of Technology, Gumi, Korea [36]. Figure 2 illustrates the
mirror world of Kumoh National Institute of Technology
(KIT) in the Creativia metaverse. Creativia is a testbed
for researchers to test and run metaverse simulation code
using this platform. Real-time industrial monitoring in the
metaverse is an essential feature of Creativia, which provides
monitoring of the industrial production status and controls
them using a high-speed 5G 28 GHz B2B network. An NFT-
based offline and online token is integrated into the Creativia
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FIGURE 1. Functional block diagram of ‘‘Creaitevia’’.

platform. The research investigates the influence of the
Creativia platform on metaverse-based education and its
role in developing digital learning infrastructures like Meta-
Learning. Creativia, an innovative platform that integrates
immersive technology, blockchain, and high-speed networks,
aims to create a diverse educational environment.

III. FRAMEWORK AND COMPONENTS OF
META-LEARNING
Scholarly articles focus on many aspects of the metaverse,
such as hardware, networking, computing, virtual platforms,
payment services, software, and applications used for digital
education [37]. The findings highlight the metaverse’s
complex and diverse technological aspects, suggesting its
potential applications in education beyond distant learning.
The security aspects of metaverse applications for education
have yet to be thoroughly investigated [38]. This study
aims to fill the gaps by introducing a framework that
brings together important parts and focuses on important
security issues for metaverse-based educational applications,
especially regarding transactional processes, managing user
access, and keeping credentials safe. This approach ensures
the metaverse remains a secure, innovative, and efficient
digital learning platform.

A. PROPOSE FRAMEWORK
This work proposes a blockchain and NFT-based digital
learning management system in the metaverse that any
institution can implement by making minor changes fol-
lowing institutional demands and criteria. The proposed
solution was primarily focused on online education processes
or courses involving financial transactions on metaverse
platforms. Online courses are well-liked by students and
qualified professionals in various fields worldwide. These
programs or learning activities are designed to help students
develop their talents. The proposedMeta-Learning ecosystem
is intended to facilitate the implementation of a digital
educational learning system inside the metaverse education

FIGURE 2. Mirror world of Kumoh National Institute of Technology in
Creativia metaverse platform.

system. However, the proposed model does not focus
on any particular institutional structure or administrative
procedures; rather, it seeks to study how to offer education
with security and authenticity. It is important to note that
in most situations, this form of digital learning or course
is not free and involves a financial transaction as a cost.
The proposed Meta-Learning considers a blockchain-based
system for financial transactions focusing on credential
management. Meta-Learning comprises three core elements:
user and certificate verification, the Meta-Learning model,
andmeta-factor authentication for financial transactions. Any
institution, educational organization, or course provider can
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FIGURE 3. Different sections of Creativia. (a) Exhibition center
(b) Metaverse-based research and development for Industrious IoT (IIoT)
(c) Digital Twin.

adopt this system by including educational resources in
the Meta-Learning framework. The metaverse’s development
appears directly related to the maturity of technologies,
meaning that implementing the metaverse in education
heavily depends on modern technology. As a result, various
technologies can be used in education to build themetaverse’s
framework, which ensures important assistance for the
elements both in the actual world and the metaverse.

B. ROLE OF BLOCKCHAIN IN META-LEARNING
Blockchain technology can potentially revolutionize asset
ownership and management by promoting trust and trans-
parency. It securely documents transactions, allowing users to
possess and exchange virtual assets in the digital world [39].
In this methodology, the blockchain would function as a
reliable record-keeping system for essential metadata linked
to the data, such as unique signatures and information
regarding access control. This guarantees data reliability and
transparency while maintaining reasonable storage expenses.
The raw data would be stored off-chain in a more scalable and
cost-efficient system, such as the Interplanetary Filesystem
(IPFS), which is more suitable for managing substantial
data [40]. The combined method enhances the advantages
of both technologies, enabling the blockchain to ensure the
origin and security of data while utilizing the scalability and
cost-effectiveness of off-chain storage options.

Another advantage is the ability to develop a complete
financial structure for bridging the virtual and real worlds of
the metaverse. The NFTs, in particular, make it possible to
turn virtual goods into tangible assets. Users are allowed to
trade virtual assets like real trading. Blockchain establishes
this link between the real world and the metaverse [41].
Additionally, blockchain technology offers customization
options, including a blend of public and private blockchains.
After adequate identification verification, it allows everyone
to access the permissioned network and provides select and
defined permissions only for particular network operations.
The procedure for the blockchain is briefly illustrated in
Figure 4. Each block on the blockchain network contains

FIGURE 4. Overview of the blockchain’ block structure.

a little bit of generic data. This data consists of the list of
transaction hashes in the current block, the block’s current
hash, and the previous block’s hash. Each block references
the preceding block, creating a block link. This system is
known as ‘‘blockchain’’ because of the behavior that links
each block.

Blockchain technology employs a consensus method to
uphold decentralization and prevent unauthorized alterations
to transaction records. The system uses consensus, such as
Proof-of-Work (PoW), Proof-of-Stake (PoS), and Proof-of-
authority (PoA), to ensure transaction security by linking
each block to another. Information stored on the blockchain
is available to all network participants who have con-
tributed [42]. Decentralization enables information sharing
among users and modifications made to a transaction’s block
to impact the current block hash, increasing the complexity
of data manipulation. Any identical alterations to the linked
block and previous hash are deemed invalid. Blockchain tech-
nology can prevent data tampering by monitoring participant
data for any alterations [43]. Participants in the blockchain
system replace the altered data with their own, unlike the
traditional technique where the entire chain’s data is changed
by changing 51% of the participant’s data.

C. THE ROLE OF NFTS
Non-fungible tokens (NFTs) may appear to be a compli-
cated term initially, but they are quite easy to understand.
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FIGURE 5. Illustration of the Non-Fungible Tokens (NFTs) workflow.

Non-fungible tokens (NFTs), which run on blockchain
technology, are digital assets frequently connected to unique
digital content, such as music or artwork. Due to a recent
surge in public interest, a billion-dollar NFT industry has
suddenly emerged [44]. Modern artists like Damien Hirst
and Grimes and well-known consumer product companies
like Coca-Cola and Nike are creating NFT collections. The
price of a single NFTmight reach millions or perhaps billions
of dollars [45]. Tokens may be generically characterized as
fungible or non-fungible based on their fungibility (NFTs).
NFTs are distinct and distinguishable tokens. These tokens,
however, cannot be exchanged for other NFTs. Furthermore,
NFTs are indivisible, in contrast to fungible tokens. Figure 5
illustrates the implementation procedure for NFT. Creating
a smart contract following the ERC-721 standard should be
done initially.

The NFT’s uniqueness and traceability could also be
applied in the metaverse environment to define their assets.
The characteristics of ERC-20 and ERC-721 tokens enable
widespread adoption in several marketplaces [46]. The basic
elements of an NFT’s smart contract are shown in Figure 5.
The IERC20 token, built on top of Ethereum in this article,
is attached to the NFT smart contract, which limits the NFT’s
ability to be paid for using the previously produced token.
In terms of the NFT smart contract mechanism, there are three
principal methods, which are as follows:

1) mintNFT: This method generates the NFT. It required
URI data in the form of a string, which resulted in the
NFT certificate being used as an input and saved in the
smart contract.

2) tokenURI: The token URI pointing to a certificate is
returned by this procedure. Token ID is used as input
to identify the calling certificate.

3) ownerOF: To determine who owns the NFT, this
procedure is used. The token ID represents the NFT,
and the procedure will return the owner address of the
supplied token ID.

The NFT and owner addresses are recorded in the smart
contract as a URI and an address, respectively, following the
procedure shown in Figure 5. Then, as a result of saving this
data, this information is gathered in the smart contract and
accessible via the token ID.

IV. CONCEPTUAL METHODOLOGY
A. SMART-LEARNING
This subsection will discuss the Meta-Learning front-end
of the proposed system. Each student or learner has an ID
connected via blockchain (NFT). A course pool will be
inside the metaverse, where learners can get information
on the available courses or learning material. The pool has
three sections: course name, bitcoin value, and corresponding
token ID. Users can take or purchase the course with an NFT
token connected to their ID. The course room will unlock
after finalizing the payment using a blockchain transaction.
Learners can meet others taking the same course through
their real-time presence inside the metaverse. The proposed
Meta-Learning 3D module is developed using Unity 3D with
C# script. A generalized framework that could be applied
to any metaverse learning system rather than creating 3D
structures of the course material. The proposed architecture
uses blockchain technology, non-fungible tokens (NFTs),
and smart contracts to manage educational content and
credentials in the metaverse. NFTs transform each item into
a trackable, protected digital asset, simplifying academic
confirmation and intellectual property rights protection.
Smart contracts automate resource management by control-
ling access, distribution, and accreditation, ensuring only
authorized individuals can view ormodify content, improving
the security and reliability of educational transactions in the
metaverse.

B. IDENTITY AND ACCESS CONTROL MANAGEMENT
The metaverse, a virtual realm merging physical reality,
digital environments, and the internet, poses difficulties
in verifying identity and controlling access. Conventional
identity management systems are vulnerable to exploitation
through phishing, hacking, and manipulation of smart con-
tracts. The metaverse may incorporate sophisticated access
control techniques, like self-sovereign identity (SSI) systems
and attribute-based access control (ABAC), working together
to protect and manage identity attributes. This partnership
enhances security, upholds privacy, and allows users to
share only necessary information for specific access requests
without revealing their complete identity. The access control
system in this study integrates SSI and ABAC concepts
with blockchain technology to improve data protection
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FIGURE 6. Overview of the conceptual architecture metaverse-based distance learning method.

and control [47]. This architecture enables the real-time
association of verifiable credentials (VCs)with access control
policies using permission validators. These validators link
a user’s unique decentralized identifiers (DIDs) and VCs
to the roles or attributes in access control policies. This
lets accurate and situation-sensitive access decisions be
made. This method facilitates safe and independent data
retrieval in digital settings, especially in systems controlled
by blockchain infrastructures. The functionalities of DIDs
(Decentralized Identifiers) and VCs (Verifiable Credentials)
are detailed below:

• Decentralized Identifiers (DIDs): DIDs are crucial
elements inside SSI frameworks. These distinct, user-
created IDs rely on decentralized networks such as
blockchains, which are reliable databases for verifying
authenticity and integrity [48]. Every DID is asso-
ciated with a corresponding document that contains
metadata and public keys. This linkage guarantees
secure communication and strengthens the principles of
decentralization and user sovereignty in SSI systems.

• Verifiable Credentials (VCs): To ensure their legitimacy,
reputable organizations like educational institutions
or employers issue VCs, which are cryptographic
digital attestations [48]. These credentials are saved in
users’ digital wallets, enabling them to be presented
for transactions. The architecture of VCs enables the
selective disclosure of qualities, enhancing user privacy
by limiting personal data exposure.

The workflow diagram of Meta-Learning is given in
Figure 7. The flowchart ‘‘B’’ illustrates the user’s initial
interaction with the identity management system, starting
with the request for a VC. The Identity Manager issues
a VC registered with VC Registry B and creates a DID.
The user sends a presentation to the Verifier, who verifies
the credentials’ authenticity. Incorrect login information
denies access, while correct login information forwards the

request to the Access Control Engine. The Access Control
Engine works with the Policy Decision Point to ensure
the request complies with access control regulations. Once
policy compliance is verified, the Policy Enforcement Point
allows the user to access the requested resource. This
protocol ensures secure identification and authorization using
blockchain technology while maintaining data integrity and
privacy.

C. REGISTRATION PROCESS
This subsection explains the interaction between the user and
the Meta-Learning platform. As depicted in Figure 8, the
workflow and interaction process within the Meta-Learning
platform initiates with the user enrolling by providing vital
personal and educational details. The education provider then
verifies the authenticity and validity of this registration data.
After the validation process, the ERC-20 token issuance
module is activated to mint new tokens and adjust the
user’s token balance accordingly. These tokens function as
digital credentials, providing the user with authorization to
access the educational content and resources of the site.
Using blockchain technology, notably through DIDs and
VCs, makes the process secure and transparent and maintains
user privacy. This approach improves the security of user
credentials. It simplifies the access control mechanism,
offering a scalable and effective solution for controlling
user interactions and resource access in the Meta-Learning
environment.

D. META-FACTOR AUTHENTICATION FOR FINANCIAL
TRANSACTIONS
One of the goals of this effort is to secure financial
transactions because the metaverse platform lacks any
standards for financial architecture, and digital payment
systems are susceptible to flaws in online transactions. The
Jetson-Nano is a node connected to the blockchain network
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FIGURE 7. Designed workflow diagram for granting access using
verifiable identity.

for meta-faction financial transaction authentication. Jetson-
Nano has already been assigned a single public address
to interact with blockchain properties. In this case, the
blockchain property that is interacted with is the ERC-20
token. In authenticating financial transactions, this work
seeks to propose the new ERC-20 smart contract token called
‘‘EDUMETA TOKEN.’’ This smart contract followed the
ERC-20 standard that Ethereum publishes. Some of the main
general functions that exist in the general ERC-20 standard
are transfer, transferFrom, approve, and mint.
Authentication for financial transactions relies on verifying

the user’s ownership of a specific address by checking its
balance status. To ensure security, users input their private
key, which is then used to derive their public address.
This process guarantees that only the true owner of the
public address can access the associated funds. Furthermore,

FIGURE 8. Registration and Token Issuance workflow.

the presence of EDUMETA Tokens in the user’s wallet,
confirmed by their public address derived from the private
key using elliptic curve cryptography, grants access to Meta-
Learning content. Thus, the private key serves as a secure
means of authentication, uniquely possessed by the rightful
owner, while enabling derivation of the corresponding public
address for further validation. To limit the access, the address
publisher could select the user that could receive the token,
as the mint function could only be accessed by the smart
contract publisher. Thus, this limits only the verified user
with the EduToken to accessing the content of EduMeta. The
pseudocode for checking the authentication is provided in
Algorithm 1.

Algorithm 1 Authentication Through ERC-20 Token
Input: privateKey, tokenAddress
Output: authenticationResult
1: // Fetch account address based on Private Key
2: accountAddress = web3.account.fromKey(privateKey)
3: // Fetch EDUMETA balance from smart contract based
on senderAddress

4: balance = tokenAddress.balanceOf(accountAddress)
5: if balance ̸= 0 then
6: authenticationResult = True
7: else
8: authenticationResult = False
9: end if
10: return authenticationResult

=0

E. CERTIFICATION PROCESS
This subsection details the certification process involving
the user, Meta-Learning platform, and education provider.
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FIGURE 9. Certification-related workflow.

Figure 9 outlines the interaction between these entities. Upon
completing their course or studies, the user initially requests
a certificate from the education provider. Subsequently,
the education provider verifies the user’s fulfillment of
requirements and triggers the relevant smart contract function
through the Meta-Learning platform. This certificate-related
function comprises two main functions: certificate issuance
and certificate revocation. For certificate issuance, the smart
contract generates (mints) an ERC-721 Token to signify
course or study completion and assigns the certificate based
on the user’s public address. Additionally, the process
accounts for scenarios where certificate revocation is nec-
essary, such as instances of cheating. In such cases, the
education provider can execute the Revoke smart contract
function to invalidate the certificate.

F. USER AND CERTIFICATE VERIFICATION PROCESS
Like the financial authentication section setup, Jetson-Nano
is assigned one public address to interact with blockchain
information. First, the user must finish the course to generate
the certificate of completion. After the course, the certificate
is uploaded to the blockchain with the device’s public address
and URI address as input. This flow is similar to Figure 5.
After successfully uploading the certificate to the blockchain,
it can be verified via the smart contract’s mechanism. The
pseudocode for verifying the user and certificate is provided
in Algorithm 2. In this pseudocode, the NFT smart contract
address becomes one of the inputs to fetch the smart contract
data. The smart contract data fetched is the NFT’s owner’s
address. Token ID is input for getting the owner’s address
from an NFT. The reason is that the NFT is assigned a token
ID as the record in the smart contract. Following the meaning
of the non-fungible term in NFT, this token ID has only one
owner address, making it unique.

V. IMPLEMENTATION AND VALIDATION
This section describes how the proposed Meta-Learning
framework has been evaluated and how it has been proven to
be useful in real-world situations. The in-depth explanation

Algorithm 2 Certificate Verification Through ERC-721
Token
Input: accountAddress, nftAddress, tokenID
Output: certificateVerified
1: // Fetch account address based on Private Key
2: // Fetch address from smart contract based on token ID
3: ownerAddress = nftAddress.ownerOf(tokenID)
4: if ownerAddress ̸= accountAddress then
5: certificateVerified = False
6: else
7: certificateVerified = True
8: end if
9: return certificateVerified =0

of how the blockchain and NFT solutions, described in
the previous part, are implemented. Blockchain deployment
has been carried out with the aid of certain tools. The
NFT’s smart contract is developed using the OpenZeppelin
library’s ERC-721 standard for securing smart contract
development [49]. To facilitate communication between the
blockchain environment and the Python environment, the
web3.py package is used along with Alchemy endpoint node.
To be accessible from any device, the smart contract is
additionally deployed to the public Ethereum Holesky test
network through the same Alchemy endpoint. The Holesky
network is selected for our blockchain environment because
it supports a larger validator set. It enables realistic test-
ing reflecting Ethereum’s expanding scale and complexity,
averaging 4 transactions per second (TPS).

A. ADVANTAGES OF SSI-INTEGRATED ABAC
MANAGEMENT
In the proposed framework, by integrating ABAC with
SSI, a sophisticated access control solution is achieved that
effectively deals with security issues while upholding privacy.
The following are the advantages of this robust framework:

• Precise Access Control: Attribute-Based Access Control
(ABAC) grants access privileges based on attributes,
offering a context-aware and accurate resource access
mechanism.

• Flexibility: ABAC assesses access requests by consider-
ing several factors, enabling it to accommodate intricate
and ever-changing access control needs.

• Interoperability: Integrating ABAC with SSI facili-
tates the seamless exchange of information and func-
tionality between various administrative domains and
applications.

• Dynamic and Scalability: SSI wallets include the
qualities of being dynamic and scalable, allowing for
the inclusion of additional features and credentials as
required.

• Distributed Storage: Self-sovereign identity (SSI) wal-
lets securely store credentials, eliminating centralized
vulnerabilities and minimizing the risk of data breaches.
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FIGURE 10. Financial Authentication Execution: (a) pseudecode implementation in Python, (b) Python execution result on financial authentication, and
(c) Smart contract execution result of getting the account balance.

FIGURE 11. Certificate Verification Execution: (a) pseudecode implementation in Python, (b) Python execution result on certificate verification, and
(c) Smart contract execution results of getting the owner address of a Token.

• Efficient Attribute Verification: Verifiable credentials
stored in SSI wallets guarantee precise and reliable
access control determinations.

The proposed framework utilizes these functionalities to
enable efficient and safe access control decisions while
minimizing the exposure of personal data. This makes it
a superior method for addressing modern access control
concerns.

B. FINANCIAL AUTHENTICATION ASSESSMENT
The simulation results of the financial verification are shown
in Figure 10. The implementation of pseudocodeAlgorithm 1
is implemented in Python, as shown in Figure 10(a). The
execution function result is shown in Figure 10(b). The
address input in this simulation is the public address of
the devices already assigned to interact with the blockchain.
Based on Figure 10(b), the simulation result shows that the
account has been verified as it has the EduMeta Token to
interact with the EduMeta content. Another result is followed
by Figure 10(c). In Figure 10(c), the smart contract result
execution of getting the public address’s balance is shown.
Based on this result, we can see the balance is the same
as the output in Figure 10(b). Therefore, since it has the
same balance, it demonstrates that the device can successfully
interact with the blockchain network.

C. CERTIFICATE VALIDATION ASSESSMENT
Figure 11 illustrates the simulation results for the certificate
verification. Similar to the financial authentication result,
three results are shown, which are pseudocode implemen-
tation, simulation result, and smart contract execution. The
implementation of pseudocode is also done with Python
on the Jetson-Nano device. The input for the certificate
verification is the token ID and the address. The address
is taken from the device’s already-assigned public address.
Then, the token ID is also input for this verification. To check
the owner of an NFT, by following the ERC-721 standard, the
token ID becomes the input. After the address of the token
ID’s owner is retrieved, it is compared with the input
address to check the certificate’s verification. The result is
shown in Figure 11(b). The smart contract execution is also
shown to retrieve the certificate based on the token ID.
It is shown that the retrieved address from 11(c) can be used
in the Algorithm 2, which is implemented in Figure 11(b).
The resulting address is compared in Figure 11(a), resulting in
certificate verification. These results also show that the device
successfully interacted with the blockchain network.

D. SMART CONTRACT PERFORMANCE
In this section, a comparison between the previous works
is made. Although works from [21], [50], and [51] do
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TABLE 2. Gas cost comparison for the existing features.

TABLE 3. Functions accessibility.

not provide the exact gas cost for their features, in this
paper, we tried to recreate the smart contract based on
the pseudocode that is provided by each work. The gas
comparison is shown in Table 2.

For the certificate issuance, our smart contract and [50]
have the lowest gas cost, tied at around 84300 gas, while
others have quite a high issuance gas cost. Our proposed
smart contract can achieve a lower gas cost as we use
the ERC721 standard from OpenZeppelin library, which is
suitable for certificate problem use cases. Our opposed smart
contract also considers the revocation process, which is not
discussed in [21] and [50]. In addition, compared to [51], our
revocation function can achieve the lowest gas cost.

E. SMART CONTRACT ACCESSIBILITIES
Table 3 illustrates the accessibilities of each entity to
execute smart contract functions. Our research emphasizes
enhancing the access of the education provider, who controls
certificate issuance and access to Meta-Learning platform
content. Users are restricted to checking their balances
in both ERC-20 and ERC-721 tokens. Specifically, for
ERC-20 Tokens, transfers are restricted between users to
prevent unauthorized access to the Meta-Learning platform
by individuals who have not received EduMeta Tokens
directly from the education provider. This approach also aims
to strengthen security measures within the system.

VI. CONCLUSION AND FUTURE WORKS
This study proposed a blockchain-enabled and NFT-based
framework, Meta-Learning, for a secure educational meta-
verse platform. In the proposed Meta-Learning, blockchain
technology offers a safe and decentralized ledger system for

generating, tracking, and protecting academic credentials.
NFTs serve as digital identifiers for credentials, guaran-
teeing their distinctiveness and possession. Smart contracts
on the blockchain automate and secure the credentialing
process, creating a transparent record of all transactions.
The attribute-based access control system manages access
to credentials and educational resources. The validity of
the proposed framework for smart contract transactions has
been confirmed through comparative analysis, demonstrating
lower gas costs for certificate issues and revocation than
other works cited. This shows improved cost-effectiveness
and feasibility in carrying out essential operations within
the blockchain network. The detailed analysis of the
accessibility of functions in Table emphasizes the complete
nature of the framework in enabling critical functionalities
like minting, transfer, and revocation of certificates and
checking balances. This user-centric and adaptable approach
in the educational setting of the metaverse safely handles
credentials and transactions while adjusting to the evolving
requirements of the metaverse. Although the Meta-Learning
framework is designed for an education-based metaverse,
this blockchain-based framework can be applied to any
organization or institution where identity management is
required.

The proposed framework will be merged with the Creativia
platform in future research. This integration will utilize a
pure-chain (layer two blockchain) algorithm. However, the
metaverse’s potential for security concerns is not constrained.
This inspires future research directions, such as developing
frameworks for Meta-Learning with more adaptive features
that combine technology from various resource facilities
to enhance flexible uses for academic users and learners.
The proposed system employs Self-Sovereign Identity
(SSI), where Zero-Knowledge Proofs (ZKP) can be used
to grant users controlled access to their information for
sharing with others or authorities. Future work will explore
incorporating post-quantum zero-trust architecture into the
proposed system, utilizing lightweight post-quantum encryp-
tion methods like lattice-based encryption and hardware-
efficient Ring-LWE. These methods could facilitate scalable
implementation for a large number of end-users, ensuring
security in the face of quantum computing threats.
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